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Abstract: Quantum  communications  aim  to  share  encryption  keys  between  the  transmitters  and  receivers  governed  by  the
laws  of  quantum  mechanics.  Integrated  quantum  photonics  offers  significant  advantages  of  dense  integration,  high  stability
and scalability, which enables a vital platform for the implementation of quantum information processing and quantum commu-
nications. This article reviews recent experimental progress and advances in the development of integrated quantum photonic
devices and systems for quantum communications and quantum networks.
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1.  Introduction

The  security  of  quantum  communication  (e.g.,  quantum
key  distribution;  QKD)  is  enabled  by  the  fundamental  prin-
ciples  of  quantum  mechanics[1, 2].  Quantum  key  distribution
allows users to share unconditionally secured keys, even if  an
eavesdropper  can  take  control  of  the  communication  chan-
nel.

The first QKD protocol was proposed by Bennett and Brass-
ard  in  1984[3],  which  is  referred  to  as  the  BB84  protocol.  This
adopts  four  polarization  states  of  a  single  photon  to  encode
random  keys.  The  strict  security  proof  was  then  completed
by  Shor,  Preskill et  al.[4].  The  first  entanglement-based  pro-
tocol  was  the  E91  protocol,  which  was  proposed  by  Ekert  in
1991[5].  Generally speaking, the implementations of QKD pro-
tocol can be divided into two categories: preparation-measure-
ment QKD protocols, such as the BB84, in which one party gen-
erates  random  keys  in  quantum  states  of  light,  and  sends  to
the  receiver  where  the  keys  are  decoded[6];  and  entangle-
ment-based  QKD  protocols,  such  as  the  E91  protocol,  in
which  Alice  prepares  entangled  states  and  shares  one  party
of  the  states  with  Bob,  and  measurement  generates  random
keys[6].

The  state-of-the-art  photonic  quantum  technologies
have  allowed  the  experimental  realizations  of  thousands  of
kilometers  ground-to-satellite  QKDs[7],  promising  the  realiza-
tion of global-scale quantum communication networks. Mean-
while,  integrated  photonic  devices,  which  have  already  been
widely  implemented  in  fiber-optic  telecommunications,  can

be  expected  to  also  play  an  important  role  in  QKD  and
quantum communications. In particular, they can deliver chip-
based  quantum  photonic  transceivers  with  low  cost,  mini-
atured footprint, high reliability and portability, which are key
to the implementation of practical  quantum cryptography.  In
this review, we discuss recent progress of chip-based prepara-
tion-measurement QKDs and entanglement-based QKDs in sil-
icon  (Si),  indium  phosphide  (InP)  and  silicon  nitride  (SixNy)
devices, as well as recent demonstrations of integrated quan-
tum memories, which promise the improvement of the trans-
mission  distance  of  quantum  communications  in  optical  fi-
bers.  In  this  review,  we  focus  on  telecom-band  integrated
photonic devices for quantum communications which are com-
patible  with  today’s  optical  fiber  telecommunications  infra-
structures.

2.  Integrated QKD transceivers

The  preparation-measurement  quantum  key  distribution
(PM-QKD)  represents  a  major  class  of  quantum  communica-
tion protocols, such as differential phase shift (DPS) and coher-
ent  one  way  (COW)  protocols.  This  type  of  protocol  separ-
ates the communication system into two parts which are trans-
mitter  and  receiver.  The  first  realization  of  PM-QKD  is  mainly
implemented  with  bulk-optic  devices,  for  example  from  the
seminal QKD experiments[8] to the ground-to-satellite QKD net-
work[9],  and  those  bulk-optic  QKD  transceivers  have  been
widely commercialized. Integrated optics promise the new gen-
eration of  integrated QKD transceivers  that  are more reliable,
compact, cheaper, and portable.

In  2004,  a  pioneering  work  by  researchers  in  NTT  repor-
ted the first integrated QKD devices in silica waveguide light-
wave  circuits,  which  demonstrated  the  encoding  and  decod-
ing of quantum keys in integrated Mach-Zehnder interferomet-
ers[10].  This  work  has  achieved  a  kHz  secured  key  rate  and
5.0% quantum bit-error rate (QBER) in a 20 km-length optical

  
Qingqing Wang, Yun Zheng, Chonghao Zhai and Xudong Li contributed
      equally to this work.
Correspondence to: J W Wang, jianwei.wang@pku.edu.cn
Received 26 MARCH 2021; Revised 6 MAY 2021.

©2021 Chinese Institute of Electronics

REVIEWS

Journal of Semiconductors
(2021) 42, 091901

doi: 10.1088/1674-4926/42/9/091901

 

 
 

http://dx.doi.org/10.1088/1674-4926/42/9/091901
mailto:jianwei.wang@pku.edu.cn


fiber.  Importantly,  it  demonstrated  the  stable  interferometric
realization  of  QKD  transceivers  in  integrated  optics.  Recently,
silicon photonics have emerged as a leading quantum photon-
ic  platform  with  the  benefits  of  miniaturization,  cost-effect-
ive  device  manufacture,  and  compatibility  with  classical  silic-
on photonic interconnection and microelectronics[11].

Several  works  have  shown  that  silicon  photonics  are
capable of  implementing quantum communication tasks.  For
example,  in Fig.  1(a) it  shows  a  polarization-encoding  QKD
transmitter in a silicon chip[12].

The  QKD  transmitter  integrates  ring  modulators  for  light
pulse generation, a variable optical attenuator (VOA) weaken-
ing  power  down  to  single-photon  level,  and  a  polarization
modulator  for  the  preparation  of  two  orthogonal  polariza-
tion bases. In 2017, researchers in Bristol reported a QKD trans-
ceiver that allows high-fidelity and high-speed quantum opera-
tions  of  single  photon  states,  and  also  reaches  estimated
asymptotic  secret  key  rates  of  up  to  916  kbps  and  QBER  as
low as 1.01% in a 20 km fiber[11].

Quantum key information was  carried in  the  polarization
of single photons, which was implemented by two-dimension-
al  grating  coupler.  Furthermore,  recent  demonstrations  of
chip-enabled  metropolitan  QKD  system[13] and  full  daylight
QKD[14] imply their practical applications. The challenge of silic-

on-based  QKD  transmitter  is  the  difficulties  of  integrating
laser sources and fast low-loss quantum state operators. A hy-
brid  integration  of  III–V  semiconductor  laser  and  silicon
photonic devices could provide a solution for weak light gener-
ation.  Weak  pulses  down  to  single  photons  can  be  gener-
ated  by  externally  modulating  the  laser  light  using  carrier-
injection  or  carrier-depletion  modulators.  In  order  to  prepare
all  of  QKD  bases  with  nanosecond  speed  and  high  fidelity,
the  transmitters  may  require  a  combination  of  carrier-deple-
tion modulators (fast speed) and thermo-optic phase modulat-
ors (large dynamics).

The  III–V  compound  semiconductors  such  as  InP  enable
light  emissions  and  high-speed  modulations  of  photons,
thanks  to  their  direct  bandgap  property[15].  The  integrated
InP  platform  can  therefore  deliver  integrated  QKD  transmit-
ters,  in  which  lasers,  attenuators,  fast  electro-optic  modulat-
ors,  photodiodes,  stable  interferometers,  and  other  passive
devices  can be integrated in  a  single  InP chip[16].  This  repres-
ents  a  monolithically  integrated  version  of  QKD  transmitters.
Fig.  2(a) shows  the  first  chip-based  PM-QKD  system  between
an InP QKD transmitter and a silicon oxynitride (SiOxNy) receiv-
er[16].  It  demonstrated  three  types  of  major  PM-QKD  proto-
cols, including BB84, COW and DPS, and reached a high clock
rate  up  to  1.7  GHz  and  a  low  QBER  of  0.88%.  In  the  experi-
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Fig. 1. (Color online) Integrated silicon photonic QKD transmitters. (a) Polarization-encoding PM-QKD transmitter, consisting of ring modulators,
VOAs, and polarization modulators[12]. (b) Three implementations of high-speed QKD[11]. (c) HOM interference between WCPs generated by III–V
on silicon waveguide integrated lasers[22]. (d) Polarization-encoding MDI-QKD with integrated silicon photonics[24].
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Fig. 2. (Color online) Integrated InP photonic QKD transmitters. (a) A chip-to-chip QKD system between a 2 × 6 mm2 InP transmitter and a 2 × 32
mm2 SiOxNy receiver[16].  (b) An implementation of MDI-QKD using two 6 × 2 mm2 InP transmitter chips in which two weak coherent states are
on-chip generated independently[25].
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ment,  the  SiOxNy receiver  chip  was  adopted  to  minimize  the
loss  of  time-bin  qubits  when  on-chip  decoding  the  quantum
keys using long waveguide delay lines.

Despite  the  unconditional  security  in  ideal  QKD  models,
possible  security-threatening  attacks  have  appeared  in  real-
world physical implementations. In particular, due to the com-
plexity  of  detection  systems  and  the  inconsistency  between
theory  and  experiments,  many  attacks  are  aimed  at  detect-
ors[17−19].  In  2012,  Lo et  al. proposed  measurement-device-
independent  quantum  key  distribution  (MDI-QKD)[20] which
can  remove  all  detector  side  channel  attacks  and  greatly  im-
prove  the  security  in  the  real-world  applications.  The  MDI-
QKD relies on the Bell-state measurement, which can be imple-
mented  by  performing  the  Hong-Ou-Mandel  (HOM)  interfer-
ence of two weak coherent states of photons[21]. When two in-
distinguishable pulsed photons meet at a balanced beam split-
ter  (BS),  HOM  interference  happens  and  it  results  in  photon
bunching after the BS. Recently, as shown in Fig. 1(c), two inde-
pendent  quantum  transmitters  that  hybridly  integrate  III–V
lasers  on  silicon  waveguides  were  used  to  implement  the
HOM  interference,  and  a  visibility  of  46%  between  two
weak-coherent  pulses  was  demonstrated[22].  Note  that  the
maximum achievable HOM visibility is 50% in such an experi-
ment[23].  Full  silicon chip-based MDI-QKD systems using pola-
rization  encoding  have  been  reported,  see Fig.  1(d),  which
include  two  transmitter  chips  and  one  server  chip[24].  Weak
coherent  states  were  injected  from  external  lasers.  Further-
more,  the  HOM  interference  and  MDI-QKD  between  two  InP
transmitter  chips  have  been  demonstrated,  as  shown  in
Fig  2(b).  This  allows  the  measurement  of  HOM  interference
with  a  visibility  of  46.5  ±  0.8%  between  two  weak  coherent
states on-chip generated from two independent InP transmit-
ters[25].  The  full  MDI-QKD  protocol  has  been  implemented
with  two  InP  transmitters  with  integrated  lasers[26].  These
demonstrations  promise  the  realization  of  a  fully  integrated
MDI-QKD network in the near future.

3.  Integrated photonics for entanglement-based
quantum communications

Entanglement  plays  a  key  role  in  quantum  cryptogra-
phy[5] and quantum internet[27]. For example, the E91 QKD pro-
tocol  assumes  that  two  legitimate  users,  say  Alice  and  Bob,
share  the  entangled  state  beforehand.  Any  eavesdropper’s
disruptive  behavior  of  the  system  weakens  the  entangle-
ment  so  that  it  can  be  detected  by  Bell  inequality  tests[28].
The  E91  protocol  relies  fewer  assumptions  of  the  system,
while  the  success  of  key  sharing  depends  on  the  violation  of
Bell  inequalities.  That forms the key idea of device-independ-

ent  quantum  key  distributions  (DI-QKD)[29−32].  In  general,  en-
tanglement  is  of  great  importance  in  the  architecture  of
quantum communication networks and quantum network[27].
In  the  past  few  decades,  significant  progress  of  the  genera-
tion and distribution of  entangled photons  have been made,
such as the demonstration of satellite-based entanglement dis-
tribution  between  two  locations  separated  by  1203  km  on
Earth[33].  We  here discuss  the  recent  development  of  integ-
rated  quantum  photonic  devices  and  systems  for  entangle-
ment-based quantum communications.

On-chip  parametric  sources  and  artificial  atomic  sources
able  to  generate  entangled-photon  pairs  have  been  repor-
ted  in  a  range  of  material  platforms.  Artificial  atomic  struc-
tures such as quantum dots, defects, and dopants represent ex-
cellent  quantum  systems,  which  have  allowed  the  genera-
tion  of  single  photons,  entangled  photons,  and  spin-photon
entanglement.  Engineering  the  interactions  of  solid-state
atoms  and  photons  in  nanostructures  can  significantly  im-
prove  the  entanglement  quality.  For  example,  entangled
photon pair source with high brightness and indistinguishabi-
lity  was  realized  by  embedding  quantum  dots  in  photonic
nanostructures[34],  see Fig.  3(a).  Most solid-state sources work
at the visible wavelength, and this requires wavelength up-con-
version to the telecom band for low-loss transmission in optic-
al fiber. We thus focus on the parametric sources below.

Tight confinement of light in optical waveguides or struc-
tures  enables  enhancement  of  nonlinear  optical  effects  (e.g.,
second-order  and  third-order  nonliear  effects),  which  allow
the  efficient  generation  of  entangled  photon-pairs  via  the
spontaneous parametric down conversion (SPDC) or spontan-
eous  four-wave  mixing  (SFWM)  process,  respectively.  Typical
on-chip parametric  sources on the lithium niobate (LN),  galli-
um  arsenide  (GaAs),  Si  and  SixNy materials  have  been  repor-
ted. Fig.  3(b) shows  a  thin-film  periodically  poled  lithium
niobate (PPLN) waveguide,  which is  able to generate energy-
time  entanglement  at  telecom  wavelength  with  high  bright-
ness and coincidences-to-accidentals value[35]. Polarization-en-
tangled  photon  pairs  could  also  be  generated  by  engineer-
ing  the  LN  waveguide[36].  Energy-time  entangled  photon-
pairs  at  telecom  wavelength  have  been  generated  in  GaAs
ridge  waveguides  using  type-II  SPDC[37].  The  phase  matching
condition  is  critical  in  these  SPDC  sources,  in  which  birefrin-
gent,  dispersion,  or  modal  conditions  need  to  be  deliciated
engineered. In Si and SixNy platforms, the phase matching con-
dition  for  standard  SFWM  can  be  naturally  matched.  They
have delivered entangled photons encoded in path[38], polari-
zation[39],  time-bin[40] and  transverse  mode[41] in  waveguid-
es[42, 43],  micro-ring  resonators[44−46],  or  multimode  structur-
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Fig. 3. (Color online) On-chip entangled photon sources. (a) Generation of entangled photons from a single quantum dot embedding in photon-
ic  nanostructures[34].  (b)  Generation  of  entangled  photons  in  a  thin-film  waveguide  using  the  SPDC  process[35].  (c)  Generation  of  entangled
photons in a silicon photonic microring resonator using SFWM process[46].
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es[47]. The micro-ring resonator configurations allow the gener-
ation of  bright  and pure  photon-pairs.  Together  with  the  en-
ergy  conservation  condition,  the  production  of multiple  en-
tangled  photons  is  enabled  in  micro-ring  resonators[46, 48, 49],
as  shown  in Fig.  3(c),  which  could  find  applications  in  the
wavelength-multiplexed quantum communication systems.

The  implementation  of  on-chip  entanglement-based
quantum  communication  protocols  has  become  possible
thanks  to  the  capabilities  of  on-chip  generations  and  mani-
pulations  of  entangled  photon  pairs  in  different  degrees-of-
freedoms of photons[27]. For example, these include the manip-
ulation of path-encoding entangled states in Mach-Zehnder interfe-
rometers[38], polarization-encoding entangled states by engin-
eering  birefringent  structures[39],  and  time-bin  entangled
states in Franson interferometers[40].

Recent  technological  progress  of  integrated  quantum
photonic devices has allowed the implementation of quantum-
communication  protocols  beyond  a  single  chip,  which  is  key
to future quantum networks[27, 50]. The first chip-to-chip entan-
glement distribution was reported in 2016[51], with all key com-
ponents  integrated  monolithically  on  silicon  chips,  see Fig.
4(a).  On-chip  entangled  Bell  states  were  generated  and  one
qubit  was  distributed  to  another  silicon  chip  by  converting
on-chip  path-encoding  states  and  in-fiber  polarization  states
via  the  two-dimensional  grating  couplers.  The  distribution  of
entanglement was verified by performing a Bell-type inequal-
ity  of  two  distributed  qubits  measured  on  two  separated
chips. Quantum teleportation is the core part in quantum com-
munication  networks[52, 53].  The  first  on-chip  teleportation
was  reported  in  2014[54].  Then,  as Fig.  4(b) shows,  the  first
chip-to-chip  teleportation  of  arbitrary  single-qubit  state
between two silicon chips was demonstrated using the path-
polarization  conversion  technique.  The  teleported  states
were  reconstructed  with  a  mean  value  of  90%  fidelity.  Mor-
eover,  cross-band  entangled  photon  pairs  between  the  vis-
ible-telecom  wavelength  were  generated  on  a  silicon  nitride
chip  with  a  micro-ring  resonator  and  further  distributed  over
a  20  km  fiber,  see Fig.  4(c)[55].  High  photon  number  purity

and  brightness  were  achieved  with  low  pump  consumption
of  hundreds  of  microwatts.  Importantly,  it  provides  an  en-
tangling link between the visible-band photon that can inter-
face  with  quantum  memories  and  the  telecom-band  photon
that features low-loss transmission in optical fiber.

4.  Recent development of on-chip quantum
memories

Long  distance  distributions  of  entanglement  and  large-
scale implementations of  quantum network rely  on quantum
memories  and  quantum  relays[27].  For  example,  quantum
memories  in  quantum  nodes  can  generate  entanglement
between distant parties and therefore extend the communica-
tion distance. This requires the memories to be able to coher-
ently  and  efficiently  interface  the  flying  qubit  and  static
qubit, and the nodes able to perform local Bell state measure-
ments (BSM). The ideal quantum memory is a device that can
store  quantum  information  of  photonic  flying  qubits,  pre-
serve it for a while with high fidelity, and then retrieve informa-
tion on demand. In this section, we review recent experiment-
al  developments  of  integrated  quantum  memory  in  the  rare-
earth  ions  system.  This  system  works  in  the  telecom  band,
thus it  is  compatible with fiber-based long-distance quantum
communications systems.

Note  that  other  systems,  such  as  vacancy  centers  in  dia-
mond,  have  proved to  be  great  potential  platforms[56−59].  For
example,  in  the  nitrogen  vacancy  (NV)  center,  the  electron
spin  qubit  can  interact  with  photon  flying  qubit,  and  nuclear
spin  allows  local  BSM  operations[60].  Spin-photon  entangle-
ment  has  been  experimentally  demonstrated  in  the  NV  cen-
ter  system[61],  and  in  quantum  dot  system[62].  In  general,
these systems only work at the visible wavelength. Excellent re-
views of this topic can be found in Refs. [63, 64].

To store the flying qubit state in the static qubit,  an ideal
method  is  to  employ  an  absorbing  matter  that  can  absorb
the  photon  with  high  probability  and  re-emit  an  identical
photon  some  time  later.  In  this  way,  the  information  carried
by  the  photon  is  preserved  in  the  matter  in  a  fully  control-
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Fig. 4. (Color online) Chip-based entanglement distribution and quantum teleportation. (a) Silicon photonic circuit diagram for a chip-to-chip en-
tanglement distribution experiment[49], and (b) for a chip-to-chip quantum teleportation experiment[52], (c) scheme of a visible-telecom entangle-
ment experiment in the silicon nitride system[53].
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lable  way.  The  rare-earth  ions  doped  crystal  (REIC)  is  one  of
the most promising solid-state quantum memory systems, fea-
turing  a  broad  inhomogeneous  absorption  spectrum  up  to
GHz and a long coherence time up to millisecond at cryogen-
ic  temperatures[65].  A  typical  system  includes  an  ensemble  of
identical  rare-earth  ions  in  a  host  crystal.  Using  the  doping
technique,  ions  are  fitted  inside  the  crystal  lattice  structure
serving  as  a  solid-state  host,  which  shifts  the  energy  level  of
the  ion's  electron  states  inhomogeneously.  Therefore,  the
total  absorption  bandwidth  of  the  REIC  system  is  greatly  en-
larged, while each ion still  possesses a long lifetime. A crucial
feature  of  the  ion  ensemble  is  known  as  collective
excitation[66].  When  a  single  photon  flying  in z direction
meets N ions in the crystal  at time t = 0.  After the absorption
of the photon, the ion ensemble undergoes a collective excita-
tion and its state evolves as 

∣ψ⟩ = √
N

N

∑
j=
eiπδjteikzj ∣g⋯ej⋯gN⟩, (1)

δ j

zj∣g⟩ (∣e⟩)
eiπδjt

where  is  the  detuning  of  the j-th  ion  due  to  inhomogen-
eous broadening, k is the wavevector of photon,  is the posi-
tion  of  the j-th  ion  along  the z axis,  and  denotes  the
ground(excited)  state  of  a  single  ion.  The  key  idea  is  that  re-
emission  occurs  only  when  the  time-dependent  phase  factor

 of  all  terms  returns  to  unit.  Utilizing  this  as  a  starting
point,  many  protocols  have  been  proposed  and  experiment-
ally realized, e.g., AFC[66, 67], CRIB[68] and ROSE[69] protocols.

Significant effort has been put into the experimental realiz-
ations  of  REIC  quantum memory,  both in  bulk  materials[70−74]

and integrated optical waveguides[75−79]. To obtain a high stor-
ing  efficiency,  a  large  optical  depth  of  the  material  is  re-
quired.  Optical  waveguides  or  photonic  crystal  nanocavities
that  can  be  fabricated  directly  in  the  REIC  material  therefore
result  in  strong  confinement  of  light  field  and  enhanced
photon-spin  interactions.  On-chip  quantum  memories  have
been  demonstrated  in  optical  waveguides[77] and  in  photon-
ic crystal cavities[80],  as shown in Fig. 5.  In Fig. 5(a),  five wave-
guide-based quantum memories (dark narrow lines) were fab-
ricated using the femtosecond laser-writing technique. The sil-
ver  electrodes  were  used  to  provide  the  electric  field  on  the
ion  ensemble.  It  has  been  shown  that  the  spectrum  of  the
waveguide  is  broader  than  that  of  the  bulk  material,  but  the
coherence  lifetime  remains  unchanged[76].  The  storage  fidel-
ity  of  a  mean  value  of  99%  has  been  demonstrated  with  in-
puts  of  weak  coherent  pulses. Fig.  5(b) shows  an  quantum
memory in a REIC photonic crystal nanocavity, which was fab-

ricated  by  focused-ion-beam  milling[80].  The  space  between
slots was modified quadratically in the center to form the cav-
ity.  The  coherence  lifetime  of  the  cavity  was  measured  to  be
149  ±  4 μs[80].  A  storage  time  of  10 μs  for  coherent  light  and
a 2 μs multimode storage were demonstrated[80].

In general, the REIC quantum memory offers nearly optim-
al  fidelity  and  on-demand  storage  time.  However,  the  effi-
ciency of most reported experiments is below 30%, and the ef-
ficiency  of  the  forward  collecting  scheme  in  to-date  experi-
ments is up bounded by 54.1%[67]. The realization of more prac-
tical  quantum  memories  thus  requires  further  improvements
of  efficiency  in  future  experiments,  as  well  as  more  efficient
protocols.

5.  Discussion and conclusion

The  development  of  chip-based  QKD  devices  and  sys-
tems is  still  in  its  infancy,  which mainly focuses on the proof-
of-principle  demonstrations  of  standard  QKD  protocols.  One
significant effort is to monolithically integrate key quantum op-
tical  components  in  a  semiconductor  chip for  the purpose of
key  distribution  and  information  sharing  between  integrated
photonic  chips.  The  relative  high  excess  loss  of  integrated
photonics  makes  it  challenging  to  realize  fully  device-inde-
pendent QKD systems.

The state-of-the-art bulk-optics QKD systems enable satel-
lite-relayed  global-scale  quantum  communication  networ-
ks[7, 9].  Typically,  the  satellite  QKD systems work  in  the  visible
wavelength  window,  which  is  challenging  for  the  integrated
photonics implementations because more deliciated nanofab-
rication technologies are required in the short wavelength re-
gion and also because most of optoelectronic devices such as
laser,  modulator  and  detectors  are  designed  and  developed
for  the  telecommunication  region.  Nevertheless,  the  integ-
rated  solution  is  unlikely  to  be  fully  comparable  to  the  satel-
lite-QKD system that carries a large telescope, APT and an ad-
aptive optics system. That being said, integrated QKD technolo-
gies  could lead to  a  much more cost-effective  and high-yield
applications  in  fiber-based  and  short-distance  free-space  sys-
tems (e.g., drone-relayed mobile QKD[81]). In particular, its com-
parability  with  fiber  telecommunication  infrastructure  could
benefit  and  ultimately  deliver  a  cointegration  of  quantum
transceivers for secured key sharing, as well  as classical trans-
ceivers for telecommunication data sharing; note that demon-
strations of quantum-classical fiber-optical system (no integra-
tion of QKD components) have been reported[82−84].

Integrated  quantum  photonics  has  become  an  import-
ant platform for the development of quantum information pro-
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Fig. 5. (Color online) Integrated quantum memories in the ERIC system. (a) An optical microscope image of five quantum memories in laser-writ-
ten optical waveguides[75]. (b) A scanning electron microscope image of a quantum memory integrated in a photonic crystal nanocavity[78].
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cessing  and  quantum  communication.  Many  leading  candid-
ates  have  emerged,  such  as  indium  phosphide,  silicon,  silic-
on nitride and lithium niobate.  In the future,  it  can be expec-
ted to deliver chip-based QKD transmitters and receivers with
miniature size,  low cost,  high stability and flexible portability.
Broadly  speaking,  large-scale  integrations  and  reliable  opera-
tions  of  integrated  quantum  photonic  devices  and  circuits
will  ultimately benefit the formation of powerful quantum in-
formation processing nodes for the future quantum internet.
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