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Abstract: This study proposes a new generation of floating gate transistors (FGT) with a novel built-in security feature. The
new device has applications in guarding the IC chips against the current reverse engineering techniques, including scanning ca-
pacitance microscopy (SCM). The SCM measures the change in the C-V characteristic of the device as a result of placing a
minute amount of charge on the floating gate, even in nano-meter scales. The proposed design only adds a simple processing
step to the conventional FGT by adding an oppositely doped implanted layer to the substrate. This new structure was first ana-
lyzed theoretically and then a two-dimensional model was extracted to represent its C-V characteristic. Furthermore, this mod-
el was verified with a simulation. In addition, the C-V characteristics relevant to the SCM measurement of both conventional
and the new designed FGT were compared to discuss the effectiveness of the added layer in masking the state of the transist-
or. The effect of change in doping concentration of the implanted layer on the C-V characteristics was also investigated. Fi-
nally, the feasibility of the proposed design was examined by comparing its /-V characteristics with the traditional FGT.

Key words: floating gate transistor (FGT); scanning capacitance microscopy (SCM); metal-oxide-semiconductor (MOS) capacitan-
ce; non-volatile memory (NVM); reverse engineering

Citation: H Zandipour and M Madani, Design, modelling, and simulation of a floating gate transistor with a novel security

feature[J]. J. Semicond., 2020, 41(10), 102105. http://doi.org/10.1088/1674-4926/41/10/102105

1. Introduction

Non-volatile memories have many applications, includ-
ing industrial, military, and general public'-3], A floating gate
transistor (FGT) can be used to store a bit of informationt 31,
For instance, in an FGT, the transistor is a metal-oxide semicon-
ductor field-effect transistor (MOSFET) with a floating gate
(FG) that can either be charged by positive or negative
charges to represent an on or off switch® 71, In other words,
the charge on the FG will change the threshold voltage of
the FGT transistor®®l, An array of FGTs can be used to con-
struct an electrically erasable programmable read only memor-
ies (EEPROMs) or flash-EEPROMP®-11, These types of memor-
ies are commonly used in microprocessor/microcontroller
designs, which generally gives the user the ability to pro-
gram the IC chips. More importantly, this would obfuscate
the interconnections and functionality of an IC chip because
some of the units are interconnected through the pro-
grammed memory. In this case, the traditional non-destruct-
ive reverse engineering methods such as X-ray imaging('Z
are ineffective to extract the functionality of the chip be-
cause the units are not directly connected together but are
connected through FGTs. However, there have been several at-
tempts to recover the stored data on the FGT, which raises a
concern in the security of the IC chip design that is a key is-
sue for electronic chip manufacturers('3], Aimost all of the suc-
cessful methods are destructive and need backside prepara-
tion to recover the data from each FGT (i.e. distinguishing an
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“on” transistor from and “off” one by detecting the charge on
the FG). Several successful attempts have been made to recov-
er the presence of charge on the FGs. Some notable tech-
niques are scanning Kelvin probe microscopy (SKPM)['4, laser
timing probe (LTP)'3] and scanning capacitance microscopy
(SCM)16, 171, In SKPM, the entire silicon needs to be removed
from the back of FGT. This method measures the surface po-
tential (i.e. electric field) and is considered to be ineffective
for the smaller feature size device technologies (holding less
than 1000 electrons on the FG)!'3. Meanwhile, the LTP re-
quires partial delayering of the substrate and remaining lay-
er must be finely polished. It is worth mentioning that this
delayering should not exceed the limit of 50-200 nm to keep
the silicon undamaged!'3l. This method measures the change
in optical properties such as absorption coefficient, which is
altered by a change in carriers density caused by a charged
FG. This method also becomes inefficient for smaller feature
size designs since the variation in optical properties would be
infinitesimal and requires equipment with much higher accur-
acy. The scanning capacitance microscopy (SCM)'6 171 js one
these techniques and is believed to be among the most power-
ful onesl'3l, It measures the capacitance between the control
gate (the gate above the FG, which is accessible for program-
ing) and the bottom of the substrate. The substrate needs to
be delayered first but it does not require fine polishing. In
the SCM setup, the control gate and substrate are connected
to a high frequency small signal source with a variable DC off-
set voltage. By sweeping the DC offset voltage, a C-V curve is
drawn. The shift in the C-V curve is then used to identify the
state of each FGT. Unlike the two previous methods, the SCM
is even capable of detecting the charge on the FG for smal-
ler feature size technologies.
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Fig. 1. (Color online) A MOPNS under the influence of small negative
voltage applied to its gate.

In the following, a new FGT structure is presented and
its C-V characteristics is modelled. Then, the trend of this
model is compared to a 2D COMSOL simulation to validate
the work objectives. In addition, the C-V curve obtained from
the newly designed structure is compared to the conven-
tional structure to investigate the effectiveness of this new
design against SCM reverse engineering technique. Finally,
an analysis of the /-V characteristics examines the feasibility
of this design.

2. Proposed structures (MOPNS and MONPS)

Our proposal is to form an oppositely doped com-
pensated silicon region by ion implanting of opposite dopant
in the extrinsic substrate a distance away from the SiO,-Si in-
terface. This must be done in a way that the structure ends
up with at least slightly thicker oppositely doped layer than
the remaining substrate even after the back-side delayering
(similar to the structure in Fig. 1). For our reference, we
would like to call the structure with P-type substrate, the met-
al oxide P-type N-type semiconductor (MOPNS) and similarly
the structure with N-type substrate, the metal oxide N-type
P-type semiconductor (MONPS). From now on, the focus will
be on the MOPNS, which could be easily altered to a MONPS
for future applications. To start analyzing the structure, we con-
sider the case that both regions have the same effective oppos-
ite dopant concentrations. One might say that if the sub-
strate region depth is small enough (in tens of nm), then al-
most all its majority carriers will be diffused to the oppositely
doped substrate (P-type region) and leave their negative ions
behind; that is to say, the holes are being diffused to meet
with the electrons for annihilation, and vice versa. This would
happen until there are few majority carriers left in P-type re-
gion (i.e. it is depleted from its majority carries). Relatively,
the N-type region will be depleted for the same depth when
there is no voltage applied to the gate at thermal equilibri-
um because both regions have the same dopant concentra-
tion. The capacitance can also be found by treating the struc-
ture as two parallel plates capacitor by knowing the depth of
this depleted region. The total capacitance, similar to an
MQOS, has a constant oxide capacitance (Cyiqge) in series with
the capacitance from the depleted silicon (Cy) below the ox-
ide layer as it is represented in Fig. 1. Furthermore, we know
that in the capacitance measurement, the bottom of the
device is grounded that can be considered as an abundant
source of holes or electrons but these electrons and holes can-
not invade the depletion region since any excess charge
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Fig. 2. (Color online) The upward band bending in energy band dia-
gram when a small negative voltage is applied to the gate of a
MOPNS.

would unbalance the created internal electric field. However,
by adding small negative or positive potential to the gate (i.e.
creating an external electric field) some of those holes or elec-
trons are eventually going to push through the depletion re-
gion and make it tighter. To clarify this explanation, the graph-
ical representation in Fig. 1 displays a MOPNS when a small
negative potential is applied to its gate. In the high fre-
quency case, increasing the applied potential of the gate
causes this depletion region to shrink to a minimum value,
which causes the capacitance to go up to a certain point.
Since there is not enough time for the thermal generation of
electrons or hole, the depletion region stands still. However,
in the case of low frequency, the depleted region vanishes
completely and only the oxide capacitance will be involved.

From the energy band diagram point of view, one might
say that there will be an imposed potential over the oxide
and the semiconductor when a voltage is applied to the gate.
By considering the energy band diagram, this applied poten-
tial to the semiconductor would cause band bending (up-
ward or downward depending on the polarities of the ap-
plied voltage) close to the oxide interface. For example, an up-
ward band bending can be shown in the Fig. 2 when a negat-
ive potential is applied to the gate of a MOPNS.

By finding the depletion region’s depth, we will be able
to model the device capacitance. To reach this goal, one
should start by finding the electric field. It is worth mention-
ing the boundary condition that assumes the electric field to
be zero outside of the depleted N-type region (E(x > x4) = 0)
as it can be seen in Fig. 3.

The electric fields in both P-type (£;) and N-type (E,) re-
gions can be found by integrating the charge density di-
vided by the permittivity over each region (from Gauss's law).
The electric field in each region can be found as:

1 (X) = 2 (xoNg + Nax), (1)
B (x) = o (~x+xq), @
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Fig. 3. (Color online) Graphical representation of charge density, elec-
tric field and electric potential of a MOPNS.

where q is the elementary charge, €g; is the permittivity of
the silicon, N; and Ny are the acceptor and donor concentra-
tion of the P-type and N-type, respectively, and xq is the
depth of the depleted N-type region.

By having the electric field, one can calculate the electric
potential over the semiconductor by integrating the electric
field (with a negative sign) over both regions. So, the poten-
tial drop over the semiconductor can be calculated as:

q
¢Si = ?SI [Nasz - 2NdXdS - NdXé] + ¢Ba (3)

where S is the depth of the P-type region that is considered
to be depleted and ¢g is known as the built-in potential of
the semiconductor.

We also know that the applied voltage to the gate (Vgate)
would be the sum of the potential on the oxide (Vqyige), flat-
band voltage (Vg,) and the potential drop over the semicon-
ductor.

Vgate = Voxide + Vb + ¢Si~ (4)

One can easily obtain the Vyiqe by finding the electric
field at the oxide interface (E(-5)). By considering the fact
that electric displacement must be continuous at the silicon-
oxide interface, Eq. (4) can be rewritten as:

q
Vgate = o [NaS = Ngxq] + Vip + ¢ )
OX
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Fig. 4. (Color online) Donor concentration of a simulated MOPNS.

Now, one may calculate the Xy first and then the total ca-
pacitance of the device with respect to the applied gate
voltage. After finding the x4, one can obtain the depletion ca-
pacitance as:

&s

= s ©

3. Results and comparison

To validate the driven formula, a 2D COMSOL simulation
has been done on a MOPNS with the same dimensions as
Fig. 4 to find the low (0.1 Hz) and high (10° Hz) frequency capa-
citance of the device versus the offset voltage applied to the
gate with the work function of 4 V. As can be seen in Fig. 4,
the bottom N-type region has the donor concentration of
Ny = 10" cm=3 that is considered to be equal to the accept-
or concertation (not shown here) on the top P-type region.
The amplitude of the small signal considered to be infinitesim-
al (V,c = 100 uV) with respect to the change in the applied off-
set when the bottom of the structure is grounded (Ve =
0 V). A comparison between the normalized C-V characterist-
ics obtained from simulation and the simple obtained model
can be found in Fig. 5. This demonstrates that our extracted
model follows the similar pattern as the simulation, so the
model could be used to describe the C-V characteristics of
the proposed structure. However, the simulation provides
greater details and also can take the effect of applied high fre-
quency into account, which was not implemented in the
simple model. For instance, it is worth noticing that the capa-
citance is slightly lower when a relatively strong positive
voltage is applied to the gate than a relatively strong negat-
ive voltage. One may explain that the shrunk region is expec-
ted to be smaller for a relatively high negative than the posit-
ive potential, since the penetrating electrons feel a greater re-
pelling force from the negative acceptor ions as they punch in-
to the deletion region in contrast to penetrating holes, which
feel a greater attractive force. The opposite is expected to be
seen for a MONPS, of course. Since we are only interested in
high frequency capacitance measurement in SCM, using the
simulation results for the high frequency C-V curves is favour-
able.

To see how effective this design could be, a comparison
between the high frequency C-V behaviours of an FG
MOPNS and a traditional P-type FG MOS is depicted in the
Fig. 6, which may also represent the outcome of the SCM tech-
nique. Both structures have the same structure size as Fig. 7
and also equal dopant concentrations as Ny = Ny = 10" cm-3
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Fig.5.(Coloronline) Comparison between the extracted model and sim-
ulation results (for HF and LF) of normalized C-V curves for the
MOPNS.
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Fig. 6. (Color online) Comparison of HF C-V curves of the FG MOPNS
and FG MOS with P-type substrate.
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Fig. 7. (Color online) Donor concentration of a MOPNS transistor.

when their FGs are left un-charged. As can be seen in Fig. 6,
in addition to a complete change in the C-V behaviour of
the FG MOPNS compared to the P-type FG MOS, there is a
significant drop (64%) in the maximum obtained capacitance
as well as a serious drop (1600%) in the difference between
the maximum and minimum.

To expand our investigation on the effect of the added
layer, a comparison between an FG MOPNS with three dif-
ferent dopant concentrations of oppositely doped region
(N-type) is done. Fig. 8 shows this comparison between
three different donor concentrations of Ny = 10" em3, Ny =
106 cm3,and Ng3 = 5 X 107 cm-3 for the oppositely doped re-
gion when the dopant of substrate is kept constant at
Ny = 10" cm-3. These dopant concentrations represent three
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Fig. 8. (Color online) Comparison of HF C-V curve of the FG MOPNS
with three different dopant concentrations for the oppositely doped re-

gion (N-type) when the dopant concentration of the P-type region is
constant.
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Fig. 9. (Color online) Comparison between /-V characteristics of FG
MOPNS and FG MOS (P-type).

cases of lightly doped, the same dopant and highly doped re-
spectively. As can be seen in this figure, the structure can
simply be treated as a traditional P-type FG MOS when the
dopant concentration of the implanted region is a lot smal-
ler than the substrate, which notes the fact that the oppos-
itely doped layer had no significant effect on the C-V curve
of the device. Meanwhile, quite opposite is true when the
dopant concentration of the implanted region is a lot higher
than the substrate, and the structure changes its behaviour
to an N-type FG MOS. Additionally, as was observed earlier,
the C-V curve of the device alters to have a new characterist-
ic (shown in Fig. 5) when the dopant concentration of the sub-
strate is equal to the oppositely doped region. Results from
equal and greater dopant concentration of the oppositely
doped region are both desirable because they indicate a signi-
ficant change in the C-V characteristic of the device in compar-
ison to the traditional P-type FG MOS. Consequently, it can
be said that the change in dopant concentration could add a
security feature to this device. In other words, choosing the
right device with the right C-V curve can become challen-
ging.

Even though the obtained results from the C-V curve
seems desirable, it is important to have a practical device oth-
erwise the design would be useless. To have a functional
device, the structure needs to have a similar functionality
(i.e. I-V characteristic) as a simple P-type FG MOS. To take

......



this into account, normalized /-V characteristics of an FG
MOPNS transistor and a P-type FG MOS transistor are depic-
ted in Fig. 9. Both structures have the same size as Fig. 7. The
FG MOPNS transistor have the dopant concentrations of
Ng=Ngz=5x 10" cm3 in the substrate and the donor con-
centration Ny(grain/source) = 3 X 10” cm-3 for drain and source
regions. These values are the same for the P-type FG MOS tran-
sistor. Their drains are held at 100 uV while the sources and
the bases are grounded.

This comparison shows an insignificant change in the
-V characteristics. That is to say, the desirable shift in the I-V
characteristic is clearly observed when the FG is charged,
which supports the idea that our FG MOPNS transistor has
similar functionality as a traditional P-type FG MOS transistor.

4, Conclusion

In this work, we have presented a new FG transistor
design structure that can be used to safeguard the states of
FG transistors against a vigorous reverse engineering skim,
SCM. To develop a more efficient design, we represented the
idea of implanting an oppositely doped region at the bot-
tom of the silicon substrate, close to the oxide interface bey-
ond delayering limit without changing the transistor normal
operation characteristics. A simple model was extracted to
describe the new design’s C-V characteristic, which was then
validated by the designated simulation. Later, a comparison
between an FG MOPNS and a traditional P-type FG MOS
showed a significant drop in the maximum measured capacit-
ance, as well as a huge drop in the difference between maxim-
um and minimum measured capacitance, when both the im-
planted region and the substrate have the same dopant con-
centration. Furthermore, it was observed that the dopant of
this implanted region has a great influence on the C-V charac-
teristic of the device. Our results have shown to have the
same trend as a P-type FG MOS when the dopant concentra-
tion of the implanted layer is very low compared to the sub-
strate. Meanwhile, the behavior observed to be similar to an
N-type FG MOS when the dopant concentration of the im-
planted layer is very high compared to the substrate. In addi-
tion, our results show that the new device can be tuned to
have different C-V characteristics. This adds to the complex-
ity of choosing the right device with the right C-V characte-
ristic, which may be considered as a security feature. Manu-
facturers may also take advantage of this result to obfuscate
the stored data on their chip by implanting this layer at arbit-
rary spots with equal or greater dopant concentration than
the substrate. Finally, the -V characteristic of an FG MOPNS
transistor were compared to an FG MOS transistor and very
little difference in behavior was observed. This indicates that
the proposed structure has the same functionality as a tradi-
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tional FG MOS transistor. One might say that the attained res-
ults are encouraging and they point to a potentially practical
design. It is worth noting that this design is not costly be-
cause the required ion implantation process is already imple-
mented in the bipolar transistor fabrication to increase the
collector’s efficiency.
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