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Abstract. Entanglement-based quantum key distribution (QKD) promises enhanced robustness against
eavesdropping and compatibility with future quantum networks. Among other sources, semiconductor quantum
dots (QDs) can generate polarization-entangled photon pairs with near-unity entanglement fidelity and a
multiphoton emission probability close to zero even at maximum brightness. These properties have been
demonstrated under resonant two-photon excitation (TPE) and at operation temperatures below 10 K.
However, source blinking is often reported under TPE conditions, limiting the maximum achievable photon rate.
In addition, operation temperatures reachable with compact cryocoolers could facilitate the widespread de-
ployment of QDs, e.g., in satellite-based quantum communication. We demonstrate blinking-free emission of
highly entangled photon pairs fromGaAs QDs embedded in a p-i-n diode. High fidelity entanglement persists at
temperatures of at least 20 K, which we use to implement fiber-based QKD between two buildings with an
average raw key rate of 55 bits∕s and a qubit error rate of 8.4%. We are confident that by combining electrical
control with already demonstrated photonic and strain engineering, QDs will keep approaching the ideal source
of entangled photons for real world applications.

Keywords: quantum optics; quantum dots; nanophotonics; quantum cryptography.

Received Aug. 31, 2021; revised manuscript received Nov. 25, 2021; accepted for publication Nov. 26, 2021; published online
Dec. 17, 2021.

© The Authors. Published by SPIE and CLP under a Creative Commons Attribution 4.0 International License. Distribution or
reproduction of this work in whole or in part requires full attribution of the original publication, including its DOI.

[DOI: 10.1117/1.AP.3.6.065001]

1 Introduction
Quantum key distribution (QKD) relying on single photons is
regarded as one of the most mature quantum technologies.1,2

However, the impossibility of amplifying single photons sets
restrictions on the transmission distance. Entanglement-based
QKD schemes are able to overcome these range limitations
when embedded in quantum networks,3,4 while also exhibiting
a lower vulnerability to eavesdropping attacks.1,5–8 For both
fiber-based9 and satellite-based10 quantum cryptography, the
most prominent sources of entangled photon pairs to date are
based on the spontaneous parametric downconversion (SPDC)
process. These sources are commercially available and can be
operated in a large temperature range.11 As a drawback, SPDC

sources exhibit approximately Poissonian photon pair emission
characteristics,12 which severely limits their brightness when a
high degree of entanglement—and thus a low qubit error rate
(QBER)—is demanded. The biexciton–exciton (XX-X) sponta-
neous decay cascade in epitaxially grown semiconductor quan-
tum dots (QDs) has been demonstrated to be a viable alternative
to SPDC sources due to the sub-Poissonian entangled photon
pair emission statistics.13 In particular, GaAs QDs obtained
by the Al droplet etching technique14 are capable of emitting
polarization-entangled photon pairs with a fidelity to the jϕþi
Bell state beyond 0.98,15,16 owing to an intrinsically low exciton
fine structure splitting (FSS),17 a low exciton lifetime of about
230 ps, and a near-zero multiphoton emission probability even
at maximum brightness.18 This allowed the demonstration of
entanglement-based QKD with a QBER as low as 1.9%.16,19

Independent of the QD materials used, the best performances
in terms of entanglement fidelity and biexciton state-preparation
efficiency have been obtained by operating the QD sources at
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temperatures below 10 K and using the resonant two-photon-
excitation (TPE) condition.20,21 One of the drawbacks of the very
low working temperatures is that they are difficult to achieve
in satellites, where strong payload restrictions have to be met.
Starting from about 30 K, cryocoolers for lower temperatures
become exceedingly bulkier than higher temperature models.22

Regarding TPE and, in general, resonant excitation schemes,
their main limitation is represented by random charge capture
in the QD, normally resulting in a significant drop of the time
fraction β, in which the QD is optically active (also known as
blinking).23,24 For the generation of single photons via strictly
resonant excitation, blinking has been successfully suppressed
by embedding QDs into charge-tunable devices,25 which allows
the charge state of a QD to be deterministically controlled.26,27

The question whether blinking can be suppressed under TPE is
not trivial, since—different from single photon resonant excita-
tion—TPE requires excitation powers about 50 times larger,
which can produce free carriers in the continuum via two-
photon absorption in the barrier material. Although two-photon
absorption by a QD in a diode structure has been observed via
photocurrent measurements,28 the usefulness of charge-tunable
devices in the context of entangled-photon-pair generation with
the TPE method has not been tested.

Here, we investigate the optical properties of GaAs QDs
embedded in a p-i-n tunnel diode at a temperature of at least
20 K, demonstrate blinking-free emission of entangled photon
pairs under TPE, and use these photons to successfully imple-
ment the BBM92 QKD protocol6 under these conditions. The
key generation happens between two buildings, connected by a
350-m long single-mode fiber inside the campus of the Johannes
Kepler University.

Varying the voltage applied to the diode within a certain win-
dow allows for fine-tuning of the emission wavelength in a
range of about 0.2 nm, while keeping the blinking-free emission
intact. These structures can therefore be vital for applications
in quantum networks,3 where a precise matching of the wave-
lengths of multiple emitters becomes important,29,30 and the
transmission rate scales with β2.24

2 GaAs Quantum Dots in a Diode Structure
at a Temperature of 20 K

The GaAs QDs in a p-i-n diode structure, as shown in Fig. 1(a),
were grown by molecular beam epitaxy. The first functional
element is a distributed Bragg reflector, consisting of six pairs
of Al0.95Ga0.05As and Al0.20Ga0.80As layers with 65.2 and
56.6 nm thicknesses, respectively. The n-doped region is formed
by a 95-nm-thick Al0.15Ga0.85As layer with a Si concentration
of 1018 cm−3. A combination of layers (15 nm Al0.15Ga0.85As
plus 8 nm Al0.33Ga0.67As) acts as tunnel barrier between the
n-layer and the QDs, which are obtained via the local Al
droplet etching technique14 and covered by the 268-nm-thick
Al0.33Ga0.67As intrinsic region. A 65-nm thick layer of
Al0.15Ga0.85As doped with 5 × 1018 cm−3 carbon atoms forms
the p-region. Layers of 5-nm Al0.15Ga0.85As and 10-nm GaAs,
each doped with 1019 cm−3 carbon, cap the structure to form a
conductive surface and to protect the active region from oxida-
tion. A DC voltage VP is applied to the p-contact with respect
to the grounded n-contact (see the Supplementary Material for
details about the electrical contacts). A solid immersion lens
on top of the structure enhances the overall extraction efficiency
to about 3%.

The sample containing the GaAs QDs is fixed with silver
glue on the cold-finger of a He flow cryostat and cooled to a
temperature of 20 K. The temperature is measured with a cali-
brated silicon diode placed under the cold-finger, so we estimate
that the actual sample temperature could be up to 5 K higher.
One individual QD is optically excited by a focused pulsed laser
with a repetition rate of 80 MHz and the laser energy EP tuned
to half of the biexciton (XX) energy, as depicted in the inset of
Fig. 1(a). This resonant TPE scheme is the same as used in pre-
vious experiments.15,16,18 Figure 1(b) shows the microphoto-
luminescence spectra of a QD when adjusting EP at the working
point VP;0 ¼ 0.3 V, used for the further measurements, and then
sweeping VP from 0 to 1.5 V. The inset shows the corresponding
diode current. In the voltage range of about 0.15 to 0.35 V,
the QD is in its charge neutral configuration, and only the bi-
exciton (XX) and the exciton (X) transition lines are visible. For
higher voltages, a single electron tunnels into the QD so the
negative trion (X−) is addressed via phonon-assisted excitation.
Figure 1(b) shows the spectrum at VP;0, with the XX excited at
the π-pulse. At this voltage, the autocorrelation function gð2Þ for
a time span of 100 μs and a time-bin of 1 μs was recorded, de-
picted as the red data points in Fig. 1(d). In this case, the time-
bin is much larger than the excitation period of 12.5 ns, so the
antibunching from the single-photon emission becomes invis-
ible. The gð2Þ is one for all time delays, which indicates the
complete absence of blinking, i.e., an on-time fraction of β ¼
1∕gð2Þð0Þ ¼ 1.00ð2Þ.23 The black dashed line indicates the
gð2Þ typically measured for previously used GaAs QDs without
diodes, resulting in β ≈ 0.3.

It is interesting to note that the diode provides a window for
VP of about 0.1 V, in which the QDs can be operated without
blinking. This offers a tuning range for the central emission
wavelengths of about 0.2 nm, as depicted for a different,
but representative, QD in Fig. 1(e). The blue-dashed line indi-
cates the case of β ¼ 1, corresponding to no blinking. The
same tuning range was also observed for temperatures well be-
low 20 K.

3 Characterization of the Entangled Photon
Pairs

The QDs of the diode sample used here exhibit an average
FSS of about 6 μeV. Average values below 4 μeV are regularly
achieved for nanoholes created at a substrate temperature of
600°C,17,31 while a slightly higher temperature (about 610°C)
was used here to possibly improve the crystal quality. Instead
of resorting to strain tuning to bring the FSS of one individual
QD to zero,15 the stochastic distribution of the FSS among all
QDs on the sample can be used to find a QD with a suitably low
FSS for the given use case. To estimate the FSS required for
a serviceable QBER in a BBM92 QKD arrangement, we first
model the 2-qubit density matrix in polarization space32 as

ρMðS; T1;X; kÞ ¼
k
2

0
BBBB@

1 0 0 z�

0 0 0 0

0 0 0 0

z 0 0 1
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CCCCA

þ 1 − k
4

Ið4Þ;
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where S is the magnitude of the FSS, T1;X is the X lifetime, k is
the purity parameter, and Ið4Þ is the 4 × 4 identity matrix. For
the estimation of the required S, we set T1;X to the typically
observed value of 230 ps and k ¼ 1. In this model, possible
dephasing mechanisms other than state rotation induced by
the FSS are neglected. From ρM, we calculate the expected
QBER via

qðρMÞ ¼
1

2

X4
i¼1

hOijρMjOiji; (2)

whereOi ∈ fHAVB; VAHB; DAAB; AADBg are the 2-qubit mea-
surement bases between Alice (A) and Bob (B), in which a mea-
sured coincidence corresponds to a false key bit. After a brief
scanning, we chose a QD with an FSS of S ¼ 0.96ð9Þ μeV, for
which we calculate a minimum QBER of 2.7%. In practice, a
slightly higher QBER is to be expected due to additional de-
phasing processes.15,32

The XX and the X photons generated by TPE are filtered
out individually and coupled into single mode fibers. Figure 2(a)
shows the spectra of the XX and X emission lines merged at
a 50:50 fiber beam splitter, of which one output is sent to
the spectrometer. (The slightly lower XX signal intensity stems
from the higher distance from the objective to the fiber colli-
mator compared to the X signal, resulting in a lower coupling
efficiency.)

Before performing the QKD experiment, a characterization
of the single-photon emission characteristics and the polari-
zation entanglement between the XX and the X photons is
performed, as those properties primarily determine the QBER
during the key generation process. The most important quan-
tities are summarized in Table 1 and compared to the values
for a different QD (in the same diode structure), measured at
5 K. Figure 2(b) shows a coincidence histogram of an auto-
correlation measurement for both the XX and the X signals.

Using a time-bin of 2 ns, the results are gð2ÞXXð0Þ ¼ 0.034ð4Þ

p++ doped
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Fig. 1 Photoluminescence properties of GaAs QDs in a p-i-n diode structure at a temperature of
20 K, excited by resonant TPE. (a) p-i-n diode structure with a tunnel barrier between the n-doped
and the intrinsic regions. The inset shows the principle of TPE, with EP the laser energy, EB the
biexciton (XX) binding energy, and S the exciton (X) FSS. (b) Emission spectra at TPE conditions
when sweeping the diode voltage VP in forward bias. The inset shows the diode current I over VP.
The white-dashed line indicates VP;0 ¼ 0.3 V, at which the diode is operated during the QKD
experiment. (c) Emission at VP ¼ VP;0. (d) Second-order correlation function gð2Þ of the X signal
with a time-bin of 1 μs at VP ¼ VP;0. The gð2Þ is shown for the QD in the diode structure (red),
indicating an on-time fraction of β ¼ 1.00ð2Þ and a QD without diode (black, dashed) with a typical
value of β ≈ 0.3. (e) Wavelength shift and β for different deviations δVP ¼ VP − VP;0. The blue-
dashed line indicates a value of β corresponding to no blinking.
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and gð2ÞX ð0Þ ¼ 0.020ð3Þ, which are comparable to previously
measured values using the same optical arrangement at a tem-
perature of 5 K (see Table 1), but with a slightly higher value
for the XX signal. Compared to data acquired at 5 K, one can
observe a broadening of the peaks belonging to the X signal.
Inspecting the lifetime traces, which are shown for both the
XX and X in Fig. 1(c), it becomes evident that this broadening
stems from a slow decay channel of the X, which overlays with
the monoexponential decay from the bright X to the ground state
usually observed at 5 K (see the Supplementary Material for
lifetime- and cross-correlation measurements at 5 K). A convo-
luted fit results in an X lifetime of T1;X ¼ 252ð9Þ ps, with the
caveat that this value is slightly overestimated due to the pres-
ence of the slow decay channel. The XX lifetime is measured as
T1;XX ¼ 72ð3Þ ps, which is significantly lower than the 120 ps
typically observed at 5 K.

A full state tomography33 is performed to determine the
degree of entanglement between the XX and X photons.
Figure 2(d) shows an example among the 36 recorded XX/X
coincidence histograms, corresponding to a measurement in

Table 1 Summarized emitter performance for two representative
QDs in a diode structure excited by TPE, measured at temper-
atures of 5 K and 20 K, respectively.

Temperature

5 K 20 K

X XX X XX

gð2Þð0Þ 0.017(4) 0.011(3) 0.020(3) 0.034(4)

Lifetime (ps) 238(3) 116(2) 252(9) 72(3)

Pair generation efficiency 0.91(2) 0.87(2)

FSS (μeV) 1.13(7) 0.96(9)

Calculated concurrencea 0.905 0.900

Measured concurrence 0.904(3) 0.713(8)

Calculated fidelity to jϕþia 0.959 0.960

Measured fidelity to jϕþi 0.975(1) 0.925(2)
aOnly considering expectation values of measured gð2Þ, X lifetime,

and FSS.32
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XX
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Fig. 2 Emission properties relevant for the polarization entanglement, measured at a temperature
of 20 K. (a) Spectra of the individually filtered XX and X emission lines combined at a 50:50 fiber
beam splitter. (b) Single-photon emission characteristics of the XX and X signals observed by
detecting coincidences in a Hanbury–Brown–Twiss arrangement. The histogram for the X emis-
sion is shifted horizontally and vertically to facilitate reading. (c) Decay dynamics of the XX and X
signals. The X signal exhibits a slow secondary decay channel, which is not present at temper-
atures lower than 10 K. (d) Examples among the 36 recorded coincidence histograms between the
XX and X detections, corresponding to a measurement in the HV basis. The red-dashed lines
indicate the time-bin of 2 ns, in which the coincidences are summed up to calculate the peak areas.
(e) Unpolarized coincidence measurement between the XX and X photons. The excess coinci-
dences at zero time delay stem from a nonunity photon-pair generation probability. (f) Density
matrix of the two-photon polarization entangled state of the XX and X photons, recorded by full
state tomography.
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the HV basis. The red-dashed lines indicate the time-bin of 2 ns,
in which the coincidences are summed up and compared with
the average side peak area. The coincidences originating from
the slow X decay channel (the “tail” on the right side of the
peaks), which are partially excluded by this time-bin, account
for about 9% of the total coincidences per excitation cycle.
Figure 2(e) shows the weighted sum of the histograms corre-
sponding to the measurement bases HH, VV, HV, and VH
(where H is the horizontal, and V is the vertical polarization),
normalized by their respective average side peak areas. From
this histogram, a photon pair generation probability per excita-
tion pulse of ϵ ¼ 0.87ð2Þ is calculated (see the Supplementary
Material for details), which is marginally lower than the value
of 0.91(2) observed at 5 K.

From the 36 correlation histograms, the 2-qubit density ma-
trix in polarization space is calculated and depicted in Fig. 2(f).
The maximum likelihood estimator used during this process is
adapted for the dynamics of the QD light emission (see the
Supplementary Material). The derived concurrence is 0.713(8),
and the maximum fidelity to a Bell state is 0.925(5), which show
a significant drop compared to the values obtained at 5 K.
(We use the fidelity definition for mixed states34 throughout this
work.) We find that ρ at a temperature of 20 K can be approxi-
mated via Eq. (1) as ρ ¼ ρMðS; T1;X; 1 − g − ζÞ, with g ¼
½gð2ÞXXð0Þ þ gð2ÞX ð0Þ�∕2 the average gð2Þð0Þ and ζ ≈ 0.1. The physi-
cal origin of the entanglement degrading effects, their temper-
ature dependency, and their connection to the slow X decay

channel appearing in the lifetime traces shown in Fig. 1(c)
are subject of further investigation, as they could shed light
on the changing dynamics of quasiparticles in GaAs QDs at
higher temperatures.

The expected QBER of 7.45% calculated from ρ by Eq. (2)
is still below the theoretical upper limit of 11% holding for the
BBM92 protocol6,8 and therefore suitable for performing QKD,
as long as a sufficient amount of key bits are collected to mit-
igate finite key effects.35

4 Quantum Key Distribution with Entangled
Photons

The XX and X photons in their individual single mode fibers
are distributed to Alice and Bob, as shown in Fig. 3(a). The
infrastructure is identical to the one used in a previous QKD
experiment.16 After an initial synchronization and polarization
correction routine, the key generation is performed overnight
for a total duration of about 8 h. The observed QBER, shown
in Fig. 3(b), was evaluated periodically for 10% of the key bits
(which were then discarded) and has an average value of 8.42%.
The red-dashed line indicates the theoretical upper limit for the
BBM92 protocol,8 after which no finite key can be extracted
from the raw key anymore.

The QBER shows a minimum of 6.15%, which is even
lower than the 7.45% estimated from ρ, shown in Fig. 2(f).
This discrepancy probably arises from the way in which the
time-synchronization between Alice and Bob is maintained.

Institute of 
Semiconductor Physics

LIT open 
innovation center

Alice

XX X

QD
Source Bob

350 meter
single mode fiber

(a)

(b) (c)

(d)

(e)

Original message 

Decrypted
(with uncorrected key)

Decrypted
(with corrected key)

Encrypted

Fig. 3 Key generation in the BBM92 protocol over a time span of about 8 h and entanglement-
based QKD. (a) QKD arrangement. Alice and the photon source are situated on an optical table,
and Bob is placed in a movable box on a table in another building and connected with the source
via a 350-m long single mode fiber. (b) QBER during the key generation with an average of 8.42%.
The red-dashed line marks the maximum allowed QBER for BBM92 in the infinite key regime.
(c) Raw key rate (after key sifting) with an average of 54.8 bits∕s. (d) Encryption of a bitmap with
the dimensions of 67 × 70 pixels and a color-depth of 4 bits, resulting in a total size of about
2.4 kilobytes. The encryption with Alice’s key yields a scrambled message ready to be sent over
a public channel. (e) Decryption at Bob’s site when using an uncorrected key (left) and a corrected
key (right).
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To dynamically adjust the relative time delay between the arrival
times of the XX and X photons at Alice and Bob, respectively, a
peak in the continuously measured cross-correlation function is
tracked. All photons around the peak maximum in a time win-
dow of 2 ns are used for key generation. We found that a shift of
the center of this time-bin by 0.5 ns (about the time-resolution of
our single photon detectors) can already change the QBER by
around 2%, because a higher contribution of photons stemming
from the slow X decay channel, shown in Fig. 2(c), decreases
the entanglement (see the Supplementary Material for details).
The time window during the key generation was therefore prob-
ably shifted with respect to the one used for calculating ρ. These
findings are not only interesting for a better understanding of the
underlying mechanisms degrading the entanglement at higher
temperatures, but also indicate that with careful choice of the
time window (within the limits of the detector resolution and
clock synchronization among the communicating parties) a
compromise between QBER and efficiency during the key gen-
eration process can be made.

We attribute the changing QBER over the course of the mea-
surement to the following factors. The FSS changed from the
initial 0.96(9) to 1.35ð11Þ μeV over the course of the QKDmea-
surements, which can add about 2% to the QBER due to an ac-
celerated phase rotation process leading to a decreased fidelity
to the ideal Bell state on average.32 A changing FSS was never
noticed before in these kinds of samples. A possible origin could
be a changing strain state in the silver glue used to stick the
sample on the chip carrier. The second contribution to a rising
QBER could be a varying ambient temperature that affects the
polarization rotation exerted by the fibers, which then leads to
a larger deviation from the jϕþi Bell state, for which our QKD
setup is designed. After the initial polarization correction, no
active correction was performed during the 8 h of key generation.

Figure 3(c) shows the raw key generation rate after key sift-
ing. A change in raw key rate over time occurs due to a slight
drift of the cryostat relative to the objective, leading to a decreas-
ing excitation and collection efficiency. We counter this effect
by an automatized movement of the X∕Y position of the cryostat
via linear stages to optimize the average detector count rates,
should they fall below a certain threshold. The average raw key
rate over the full time span is found to be 54.8 bits∕s. A total of
807,348 raw key bits were generated, corresponding to a duty
cycle of about 50%. For the remaining 50% of time, the QKD
system was blocked by the steps of compensating the drifts of
the optics, key sifting, and QBER estimation, which were all
performed sequentially to facilitate software and hardware error
diagnosis. By parallelization of those steps, the duty cycle can
be brought to 100%, as long as the data processing can keep up
with the photon detection rate.

As the system presented here operates with an average
QBER of 8.42% and therefore relatively close to the theoretical
upper limit, the error correction and subsequent privacy ampli-
fication steps have to be chosen carefully to maximize the effi-
ciency while leaking a minimum of information to a potential
eavesdropper on the public channel. For this purpose, we adopt
the security analysis recently employed for the Micius satellite
QKD system,10,35 where the setting is basically identical to our
QKD system. This analysis addresses the effects of the esti-
mated QBER in combination with a finite key length and adjusts
the required key compression accordingly (see the Supplemen-
tary Material for details), leaving us with a total of 20,649 secure
key bits after error correction.

The generated key is used to encrypt a bitmap with a size of
18,760 bits (about 2.4 kilobytes) [see Fig. 3(d)], using a one-time-
pad procedure. The decryption is depicted in Fig. 3(e) for the
cases when the raw/corrected key pair was used (left/right).

5 Discussion and Conclusion
In this work, we have demonstrated a blinking-free source of
polarization-entangled photon pairs based on a GaAs QD op-
erated at a temperature of at least 20 K. The intrinsically low
FSS, owing to the local Al droplet etching technique,14 together
with the employed p-i-n diode allows us to generate an uninter-
rupted stream of photon pairs with a fidelity to the jϕþi Bell
state of 0.925(2) when using the pulsed two-photon-excitation
scheme.20,21 The device also allows the fine-tuning of the emis-
sion wavelength within a range of 0.2 nm while keeping the
blinking-free operation intact, which is favorable for intercon-
necting multiple sources to quantum networks.3,4,24,30

The source was used to demonstrate QKD via the BBM92
protocol6 between two parties in two different buildings of the
Johannes Kepler University, connected via a 350-m long under-
ground single mode fiber. The average QBER was 8.42%. From
the initial 807,348 key bits, a total of 20,649 error-free and
privacy-amplified key bits could be distilled, using a state-of-
the-art security analysis in the finite key regime.35

Comparing the decay dynamics of the biexciton and exciton
states at temperatures of 20 K and 5 K allows us to identify a
secondary slow decay channel of the exciton as the major en-
tanglement degrading mechanism. While the physical origin of
this observation and the elaboration of possible solutions will
require further investigations, we find that the QBER during
QKD can be optimized by a mild time filtering (see the Supple-
mentary Material). This work makes us optimistic that combin-
ing electrical control with advanced photonic processing36,37 and
strain-tuning platforms15,38 will lead to nearly ideal sources of
entangled photon pairs that can be operated in demanding envi-
ronments.
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