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Abstract: In the context of rapid development of terahertz communication technology, the complex
scattering property of wireless channel caused by building occlusion, bad weather and other reasons
poses new challenges on secure and reliable data transmission. The confidentiality property of terahertz
communication contains risks such as leakage and eavesdropping under the wide area of the
communication network. Investigations on the feasibility of existing encryption and anti—eavesdropping
methods in terahertz communication systems, promoting the innovation and application of physical layer
security technology, and achieving stable and secure data transmission have become a valuably urgent
topic. In this paper, from the perspective of secure communication, some of the existing physical layer
encryption and anti—eavesdropping methods are presented and analyzed; their fusion applications and
efficiencies in terahertz communication are summarized; and the trends on future development are
expected.
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Fig.1 Working process of key encryption and decryption
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Fig.2 Influence of channel non-reciprocity factors under different threshold segmentation strategies
P2 AT B E S SR N (5 AR B o) PE R R
Holenstein 5575 B[ AR 10 2504 T, #ES TR SN % 7 R s i oe s . IMEHZ 2na Lo,
26 T B ) T B R R SRR A A B R R R R L A SR, a1 R i 4R e TR RE 0 R
A IFIER] 7R AR B AT, AR SRR & o Holenstein 55 A 7R BAT B AL i 55 AF T, A 8K
B PR AT A A R
S(X:VZ)= sup HUZV)-HU|YV) )
Ve UeX)
A VeUX I8 UX ZFHME— R DRP R, RANXEHR T b 2 ViiAZE BHAM A RER L. 55T
W25, AT AR 2 O B O B A U B R H(UIZV)-H(U|YY) o
=7, AR R A REHLTE o % 25 KR A T B 05 B T N 2 AR SEON A S AL FE ARG AL,
P RCRY, X ERE BN R AR AL SRR R A, SGIRE MM | LREG M4 AL
P OO . VR SRR B K AR S 1 46 D5 S TR, A e £ ) 26 s 22 e Ak O I HT I, O B A AL B B
BEBT AR AT BE . 7EIX — T T, 77 AR 2000 B Y 55 B 550 DL R A IS AT BE Al b 1 5 22 4 1) O 58 008 i kA
ok, T RE R R Y B O R AT A5 IR B A Y N R D (Blectroencephalogram,  EEG) 3 5 Y %
PRENAE,
h T AE AR KA EOR T A A S BT, Y Kong SFRUR I T 2L IR KT BBA 1R BT 15
HWE TP R KT Tk RO Z BB ks ks kSRR RAENEE A TR TGS



04 ABEH PSR TFERSRE 521 %

BHINA RFTR, Bamd 5 A BT 7 B3 M4 4 i (Straight Forward Network Coding, SFNC)A14) # )2 R’ 2% i
fi (Physical Layer Network Coding , PLNC) & 4t /1 Ik & % 4] 4= il (Joint Key Generation , JKG) iY % £ 4= i 15 i 1% L
W, ER LW 2R RSN, BE % {5 M H (Signal to Noise Ratio, SNR)M 034 K % 30 dB, 1% H 452 (Bit Error Rate,
BER)M 10 FFEZR 10° 447, WMIEW 1 JKG Jr ik A %0tk . 18 3 4% 48 2% 4 A il Bk 6 %85 B A 1y 2o [/ 20

lay h, =k
h k relay h k h rel h® =
Alice 0g——_24 vge——2""2 »g Bob  Alice O - A~ 5y Bob
A h, >k, h, =k, * hy, @h, — kg, h,
k, ©k, k, ®k,
(a) traditional key generation (b) IKG

Fig.3 Key generation process
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Fig.4 Influence of antenna optimization scheme on SOP
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Fig.6 UAV relay and cooperative jamming
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[E7 Suzuki izl

KT PRUE AR B R RRENE . B S LRERA RME, Seyedi SFPKE IR AR AL N BAR S KL, 51 A BHRZAE B4
THEC AL Seyedi ¥ B — X ERTH A (0, p) FH LA RR 2 JE @ S Z I A& 45 07 ), 45 i T BER B9 R A A, W A0
Mk % (Bit Error Outage , BEO)E iy ¥4k ik 55 i it 9 48 b . BF 5% T 2 FAH A% 4 4% (Phase Shift Keying, PSK)¥#il 77X F
- HIE R )R 5 BEO I C R, 44 T IE 5SS MBS #E# (Quadrature Phase Shift Keying, QPSK) il Jr=F, H{ifio.
s & XHE 5 rh WA A8 g HAAR SZ R, Ay Sul T BR A N G AF BE B IR AL L 1R S 1L R A RO i 4R R A T BRSO, X
I35 2% 38 {7 ) 45 5 A g | A B2 R BRI AT R E T 2% . O S Badarneh %5 °Mfifi | T Nakagami 3
TR, R T 3 B R By 2 AR 5 R 52 AN, Gk 51O FE 05 I VG W F I 1 IR S B mpm, . B S
mp,mg VA WS 22 57 o, HER LT SOP A1 34 £ % 45 i& (Average Secrecy Capacity, ASC)HJ < £ . Badarneh i
i AR 2R AR T M B T #1530 T A7 R LU R 52 7% X ASC 1 SOP I 520, 5 H 7% Nakagami #75 ° ASC Fl SOP [dl A 5 5
R 2Z M B R, JFLL CASCR CSOP 2 8RR b7 VAl , A LI T 458 .

1) Bifi % 7% 38 (9 58 7% 2 BORT SNR (934, SOP [#1%, ASCHE k.

2) GIVTHAFIE T, BEE IS R BN SNR (R K, SOP MK, ASC (K.

3) Wi 3. o7 Wr {1 BRSOV 1G5, ASC i R .

B2, CAMRFEMIGE A SR, @ AN TRAEmI . 207 0ETI0, sURTE =I5 & e
S AR LA, DR K 8 R e AR RKOBR 2% N AR E TS I BARSE Y, IR TR 2T IR G R R, I D EE AT .
SR . RS

23 ARIGIEBNE S

55 R I B BT 4B SR EK 5 BT T B 2 BT SR W B R G AT AR B — RO R DT 1) o 4 S HA A B SUER TAE R
Z et A B 8005 B A D e IR A AR S5 5, 5 BRI T ) 3R & A OR BB B RT U5 8 , BR T 76 38 5 40
A, e 5 — S A F AR 5 S b o A58 R 2% 150 AR 52 BUAE PR 24 U b B9 BT, LA A W B 2 A R Y
FIAL MBETF AR R 4% | AR BRI A

I R 2% MR S W R L A ROR A A, SR 2% Y BR A 4 4, IR IR T 5 R B R A 4



53 1 RIRFE: KAHZBEYVEERERARREAR 307

Y 29 K3 15 AT A B = — R R 2% 5 1 kin

%Eﬁ%miE E’(J Xﬂﬁﬁﬂ ).I:T'\ s ;’;IJI_IL Xﬂ‘ :%%ﬁﬂﬂg%{ﬁg jﬂj external control device

W, EE ST S W RIA YT 0 R SR IR R A internal nanodevices
Tl 2% I 10 K )26 400 K 0N 1 R 4 T AR ARG, TR UG § >
FH 55 7% R O P, T LIRS o T 1 A

FeAS AL, HE— B HL, W ERIGE X — i R T /////

] 4 B % 22 4 f39F . Rahman 25905 A8 T 400 K [0 2% o

{9 4 K L8 A AE AN I 5 A0 I 92 i SEAS 1 T AR cavesdropper

o DEST A B AN A A IR R Aok i QD

ToLR R, EMISCIULE OBk I SRS AR A S B

O B2 ) B MR LIV EIFS RS 1'/|£ Fig.8 Working scenario of nanomedical network

Gyserh, BRSO N BUBCR BRI AR 10 9 K B I8 gk BT M4 TAEG 5

B R IE 2 AL, HAK TAES S 8 Frst™ . M AE& oI A 75 THEE M A2 IE , AR IR A5 1 58
P, 3 — SRR A Bl R 3 B g P 24 ) 3 ik AL S R RE A B

7E 5 Al LG R R G R-A 5T L, R R IG5 i 58 L AR R S LR S R Gl R S LT AR
FRrEgh &, DIAWBEIR L 2R . K B AR Y B2 %2 A HORTE T WOGE (R R G0 h BEATRORBAIE, S 98 PR 2%
WAET YRR L 2RSS T, XA A s )l WOt (5 % 4T Bol B HEShE ] . ROt B
e A AL B AR HOR 5 R L RSB, BIACE R A B S BT, SCIDE R S YR
WAEBCA i, AT A 8% g 638 5 A e e bE i, Y AP SRR T DEEGES AmSHGEGFENIRA RS
Pl AT T 1 AR S R LA P 2 R A R AR T T AR i R AL, IR AR IR S 0T T R G n W BRI HERE
Y Ai ¥ SOPPEREAE M 5 45, Bl TIR & T2 H i = 8 J¢ il {F (Free-Space Optical , FSO) & 4t 7 fif i 5 k&
(Decode and Forward, DF)H 4k Ik K ¥4 % (Amplify and Forward, AF)F 4k 2 #4EHL T, SOP B~V 3415 M Ly, AYZE
et ol o VEE SIS EIE Wy B BT T (B, 14
B ye 8RBy /N, IR G RGUHY SOP MEAE 1 32 M i 45 21 .

X Zhao S5 o M 0F5¢ 1 75 B85 Wy & 1 £ 65 Wr & 2 Fh i R
BN, ATHOLEGERE SYHBE R ARG HE !
TTEEEZBNKEFES S, WK FRW, fEETIAT !
SOP 15 W A H5 7 . 4% 85 7 % 725 8] o () A 6 (. 6, ) 1A \
PR A5 (r,,0,) B 4E Ry A8 5, B4 HY LED B8 G1 % A 78 15°~ \
60° Z [AI 1), F 4 SOP R e 7E 0.2 2247 o W98 kK L £ 67 r & 1% N
BT, BEAR ST T % 53 A 5 13 S 20 6 LED JRSER ffy 4R s o A
Z 55 SOP PEREA BURAEHT . Y AilVF1 X Zhao* i1y 1 2R 2 B cavesdropper
R 2% 805 T B 32 2 R B & BOs MpE s (i, 1
TR AT ORI £ 5 3R e A R AT R e
A A R R T A g IR LR I R G Fig.9 Working scenario of visible light communication system®!

K9 Al BilfE R TR R
3 SWMBE

F1RGET B &R (5 % A I T 5 1 R E AR 25 O S BRI 9T T4, DA H A &k i M B2 e e H R Y
N . HET, P32 % Al s T B SR S RS R 2 B A 2 S0 B O T B )
SRV ) SR D R Uit A S Ak s BT R R i R 2 T SO ORI A T = s i M E T
Yo, AEORUESS 25 WA R, T BEAR ST W 2 09 A B0 RR % 0% . B 5 B S5 E R e Ml AR, Bz R T
E SR EE I, 5] A B 4 K AU G TE Y Suzuki B Nakagami 25 368 11 B 5% 58 V5 465 8 R 470 A58 2 3
FAF B Mur K% W a2 2 2 Uk E 2 RE TR E P, 5 bl B % b 21 3Rl 80 % . o 1
Bk b, SEEUTE ROBR 2% B R T A B2 48 4 38 05 2 0% 797 Mg DR A9 R EE AL

i b, A YIRIE T (5 1 N AR IR 5 F BUE A BR 2 R B 2 A FE 43 S, a8 {5 % 4 0T R R 2
BAE AR A, WD T R AN TE AL RO S IRTR B, g R RN . (AREE SRR S B L R,
WA A A VR RE A2 B A R KT B RE ) B o AR SC P BT BT 5 SR A O 1] A A R R B B A i S R

LED



308 AR E5BFEEFER
BERYER 2R, DAPEAEFE KBR2Zm G M4 Pl G210y TAE RS . I TFEEMSENAE FRNE T2 282, #1
T BRI RE kR G KRS, E 32 B R R 1l A 2 B KGR LRI A 2 . e B B SR A HR e N L
MEZHFMERNTIERSG, WRRE S AR Y], 7 K840 5 W45 T K 5 a5 i sE B pd o) B2 %%

21 5

R AREUAEETE.

1 BB

Tablel Summary of main research questions

main research questions

specific direction

research work

research on security of

communication key

research on security of V2V communication environment

one—way communication key agreement
joint key generation

antenna design and key performance research

key performance research based on two threshold segmentation techniques of
CDF and AFD!"!
derivation of effective key rate in one—way communication!'®!
joint key generation method under multipath conditions!*']

relationship between different TAS schemes and key performance!!

security method based on

channel characteristics

research on communication security of MIMO system
full duplex receiver cooperative jamming
UAV jamming network performance optimization

mobile communication performance under shadow fading

research on interfering signal performance in MIMO system!?”!

combination of full-duplex receiver and artificial noise!*”!

power allocation problems in cooperative jamming process of UAV**

research on mobile communication performance under fading conditions™”

research on performance of physical layer security technology

research on BER and BEO of channel in urban model®**)

performance of main and eavesdropping channels in urban model”

performance and system in different scenarios

integration application of research on ultra-high speed communication performance of indoor model®!

physical layer security [40]

physical layer authentication of nano medical network

technology

multi-domain physical layer encryption technology research on security performance of hybrid satellite and FSO system!*]

ommunication security performance of visible light communication system**)
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