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Implementation of NDP on FPGA-based IPv6 over AOS gateway
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Abstract: In response to the need for IPv6 protocol access to the spatial communication network,
the implementation of the Neighbor Discovery Protocol(NDP) on the FPGA-based IPv6 over CCSDS-AOS
gateway is discussed. It is proposed to build the NDP protocol module on the IPv6 over CCSDS-AOS
gateway system to realize the gateway address resolution. The function of NDP protocol module is
realized through state machine control. Experiments show that the design solves the problems of IPv6
over CCSDS-AQOS gateway's active and passive address resolution, neighbor cache table lookup and
management without requiring the gateway to perform protocol conversion and forwarding on the NDP
protocol. It has been applied in IPv6 over CCSDS-AOS gateways.

Keywords: Neighbor Discovery Protocol; IPv6 protocol; CCSDS—-AOS; address resolution; gateway;
Field Programmable Gate Array(FPGA)
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L BUYE VE £ I8 F, % 1 IPv6_send buffer & 1% ndp. tx_reg=1
BEIE RAF 5 J5 R IE LB EIE R SC . IR R I Fig.4 State transition diagram of NDP sending process
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evaluation board
IPv6 address: 2001:2001:2001:2001:2001::157
MAC address: 00:0a:35:01:fe:cO

PC

IPv6 address: 2001:2001:2001:2001:2001::158
MAC address: 8c:16:45:0a:1a:bl

PC

Fig.6 Diagram of test environment
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PEAG AR E S 1) PCHIL AR 4B e 3 SR 4 30, 753 5) PCHLAY

fige Bir ok A P SCAS B B o B, A T B e HE A R
BSOS , 18] PCHLA 2K TPve Bdli 1, #5745 i 8 5 Beay i PCHLAE W, AN 1&T 7(a) B 7 o T4 2l bk A7
F, PCHLAS W 1) G A e 28 A8 a3 sR 4 30, 3945 21 1 PRAG AR B it [ul jiz

MAC #ihl &y 00:0a:35:01:fe:c0, WA 7(b) BTN o

No. Time Source Destination

1 0.000000 2001:2001:2001:2001:2001::157 ££02:
2 0.000169 2001: 2001'2001' 2001'2001_7
© 31.000576 2001:2001:2001: 001

0000 8c 16 45 a0 la bl 00 Oa 35 01 fe cO 86 dd 60
0010 00 00 00 1c 11 ff 20 01 20 01 20 01 20 01 20
0020 00 00 00 00 01 57 20 01 20 01 20 01 20 01 20

0030 00 00 00 00 01 58 1f 90 1f 90 00 1c a5 59 48
0040 4c 4c 4f 20 57 4f 52 4c 44 20 54 45 53 54 49
0050 56 36

sl

158 2001 2001: 2001 2001' 2001

£f00:158

LLO WORL D TESTIP

Vé

(a) active address resolution

46 30. 841359 2001:2001:2001:2001:2001::158 ff£02::
47 30. 841447 2001:2001:2001:2001:2001::157 2001:2001:2001:2001:2001::

1

0000 33 33 ff 00 01 58 00 0a 35 01 fe cO 86 dd 60 00
0010 00 00 00 20 3a ff 20 01 20 01 20 01 20 01 20 01
0020 00 00 00 00 01 57 20 01 20 01 20 01 20 01 20 01
0030 00 00 00 00 01 38 88 00 01 cl 00 00 00 00 20 01

0040 2 2 2 20 01 00 00 00 00 01 57 01 -
0050 [00 0a 35 01 fe c0 }“ M RN EE fﬁi?ﬁ%&ﬁmcﬂhﬁtoo.oaaszm,fe.cﬁ

01

1i

No. Time Source Destination

44 30.841038 2001:2001:2001:2001:2001::158 f£f02::

££00: 157

5 30.841126 2001:2001:2001:2 :2001::157 2001:2001:2001:2001:2001::

:££00:157

® Frame 45: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
® Ethernet II, Src: Xilinx_Ol:fe:c0 (00:0a:35:01:fe:c0), Dst: IPvbmcast_ff:00:01:58 (33:33:££:00:01:58)
® Internet Protocol Version 6, Src: 2001:2001:2001:2001:2001:

(b) passive address resolution

PEAG MR 0408 i 4 S A Y

Protocol Info

ICMPv6 Neighbor solicitation

157 ICMPv6 Neighbor advertisement
7 http-alt

S UDP  Source port:

Protocol Info

ICMPv6 Neighbor solicitation :

158 ICMPv6 Neighbor advertisement

ICMPv6 Neighbor solicitation :

158 ICMPv6 Neighbor advertisement

1157 (2001:2001:2001:2001:2001::157), Dst: 2(

Fig.7 Message interaction of active and passive address resolution
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Tablel Test results of active and passive address resolution

resolution address exists

resolution address does not exist

PC neighbor table status
number of neighbor requests sent by the evaluation board
whether the PC receives a NS
number of NS sent by PC
number of NA sent by the evaluation board

whether the PC receives the NA

update completed
<2
yes
100
100

yes

update failed
2
no
0

no
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