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A network traffic classification method based on Hadoop platform CloudSVM

DENG He, TANG Yitao, HE Zongmei, YUAN Aiping
(School of Software, Changsha Social Work College, Changsha Hunan 410000, China)

Abstract: Large-scale net flow training data sets are inevitable requirements for building high-
quality, highly stable network traffic classifiers. However, with the increase of the feature dimension of the
network stream and the expansion of the data set size, neither the analysis processing of the network
stream nor the training of the classifier model based on Support Vector Machin(SVM) can obtain effective
processing results in effective time. A distributed and parallel large-scale network flow based on Hadoop
cloud computing platform is proposed. Distributed learning and training of SVM network traffic classifier
is implemented by MapReduce technology on Hadoop cloud computing platform, and CloudSVM network
traffic classifier is constructed. Through the distributed storage and processing of trace files of large-scale
network traffic from the campus network export mirror, the sample data sets are classified, and the
distributed storage and parallel processing of large-scale network data based on Hadoop platform is
experimentally verified. The high efficiency of the set also verifies that the CloudSVM classifier can
quickly converge to the best without reducing the accuracy of the classification, and with the increase of
large-scale network flow samples, the training time of the SVM classifier is approaching constant.
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Tablel Network flow characteristics used in classification

feature description
packets total number of packages
bytes total package size
PktLen package minimum, maximum, average length and mean square error
inter-arrived time time of mutual arrival, including minimum time, maximum time, average time and mean square error
active time minimum, maximum, average activity time and mean square error
idle time minimum, maximum, average idle time and mean square error
duration duration
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W3 AR SO B A 69 SR R T BOR T AR, R SVM b B AT
%, GRS R
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3 WHEERRSW
3.1 LIGIREE
S B ) 2 O i A SR 4R TRV RO 5 R 2# B2 B B AR B H D38 B bl il ad oRAE T BRI 24x2 h,

BB BB 2 TB. T Hadoop 1Y M 2% i & # 2 Hadoop 4L REMHE
AT R Ay m N 250 S AE 3 P AS [8] B0 AL R /N M A [a) i Table2 Hadoop cluster environment
S S - name node CPU memory  hard disk
ﬁ: Eﬂ ﬁ%f/‘%? %3@ ’ i%\%ﬁ%& ﬁﬂ % 2 Fﬁﬂ? ° cluster 1 6 Core i7 6700(Quad core) 16 GB 4TB
tZ 5 Bk =y Py cluster 2 6 Core i3 3220(Dual-core) 4GB 17B
HEARGUILBLE 1 50y 2 B2l ol (NameNode), £ cluster3 20 Core i7 6700(Quad core) 16 GB 4TB

TSGR, DT LA o B S W O R A AR L 55 4
fY 45 23 O BOHE 445 5 (DataNode) ,  BIVZR45 00, 97057 199 2% 3 ol 69 B AT i S i A BT A . FIHT 1 B 0 25 s 1A 54
SCHR R SCHF RO H UL, DMP SCPFAR PR . ROZ8 04 i . FRAE A TH3E LK SVM 43 28 88 59 I 5 il B A FE T AR B 58 1

3.2 MRS ITAIES
TESLEG A, BB R B A 1 a0 S AE DU AR R PR BT AT I 45 0t e BOUE RO AR IE S T AL B, HE AL B AN R
I N2 3 iR .
7 3 M4 HLAL IS5 Hadoop 4 AL FIEERT

Table3 Time-consuming of single network processing and Hadoop cluster processing
time-consuming/s

DMP size time-consuming(stand-alone)/s Cluster 1 cluster 2 cluster 3
2GB 103 216 485 289
100 GB 3540 1164 2762 1037
500 GB 10 254 1513 3899 1223
1024TB 21653 2378 5321 1370
2048 TB 47 936 3254 6 763 1554

MFERS i m] LA LR 458

1) HHLAEGE T R 45 A5 AR A o R I B RO AU ) 7 RS A LR R . AR BE 2 GB YA/ N I
FCAb PR A S A T Hadoop #EHEJ7 50, X2 T Hadoop £EHE R LAY RGN LIS E] | P RISCHF 9™ 2 R4 2
[E1) 14 38 THUF A% i 45 1) R AR A7 A, 4% Hadoop B2 4 O B0 A A 45 LA 3 .

2) 3 AINIRIHUBE RS [ 6 FiC & 19 Hadoop 2 4 19 b 38R [B) B A AR W), (EL S b B ) 46 30 5 55088 BB i 97 K
IR R, WAL R . U YRR AL IR R 100 GB LI B, ZE5 SR ERE(SERE 3)RY AL B
R[] AR O 25 A B AR B (BERE D) EALF AR L, 58 4 m] LUK 458 22 45 5 22 [ f) 1) 46 36 £ A9 FE I o

3) FEAH IR A AR HERLAL v, B R A T S A FE B R AL R, JUHE CPU M

3.3 HEFB[ING D

N HTAS R A B PR £ R B9 CloudSVM il kg5 R, RAT 2 Table4 Experimental data set
/I\Z: Iﬁ] EI/‘J % é% {lei ﬁ*ﬁj % . */l\iEé Moore %( T% /i“f: ;i% % EI/‘J ™ éﬁ {Jiﬁ, 5 SQ type flow size(Moore_set)  flow size(Self_set)
WWwW 78 410 80 206
KRR, B 248 NEREFEATRAEM, F5 4 Moore_set; ) FTP 5 260 3871
— A3 At Hadoop 4B 5 45 i I 46 9 43 T R A B8 1 150 4 370 5 B Moop P b

S, A5 Self_set. MU % 4 % summary 125063 128 032
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T 4 R TR UL 4 M TEE M SVM 43R BRI f2: > o 2 MERE S AN 12 T &M%
BEAR . SLIGRURE PRI EEAR 5 70%, MHREEA 5 30%. 762028 ANE A 5 1, SRAVE AR, HER . F il
R 3 N HEAR RV 3 228 1 .

SEE P X I T BAHL SVM(SingleSVM)FT CloudSVM 4 43 205 5 3 B G 00, 45 3k 5. £ 6 fis.

% 5 Self_set %A /0 A B2 L3k 2% 6 Moore_set 44 4 NG 1R BE LA
Table5 Comparison of classification accuracy of Self set dataset Table6 Comparison of classification accuracy of Moore_set dataset
index index
test method precision recall F-measure test method precision recall F-measure
SingleSVM 0.928 0.956 0.942 SingleSVM 0.941 0.953 0.947
CloudSVM 0.922 0.949 0.935 CloudSVM 0.945 0.948 0.946

TSR R, CloudSVM 78 2 N4 Ly B R AE# 4F, B SingleSVM B KR ZEA R, HE
MIAE DN 53 25 28 I 0 0 B ) SR R TR) o UINZRFE BT Q8] 4 BT o 7E SVM 43 28 88 I 2R BT [E] |, SingleSVM #Y
YIS Bl X 2 900 i B U SR 0 KRR PE T, Moore_set B4R R M4 E(E K £, Wid SingleSVM Il 2RI, 1S
R18, FERFAER K T CloudSVM 4328 25 i I 25 B 190 265 i 12 504 AR i 9K, IRt 8] L 38°F- %2, Moore_set
B B BARFRIEE R, (BAEEACIN LRt , WSk ny B2 bR, B AR AR IE(E 2 1 Self_set Hi4fs A (9 Y1 5k i 1]
EH T, WA, CloudSVM 7EHEAT SVM Zp 25 28I 2R, 34X 3~5 Y gl ok 4% 3 S HF ) it o 723 K
FRAEAERE AR OCT L [RIRE AT AP Wi 8.

Kl 4 iy CloudSVM Z7EERE 1 B 17 1 %k, S T AE AR B R EBE R T SVM 2K sy Il 4536
B, SrNAESERE 1 FIAEHE 3 IREE T X SVM 328 - Tk, R [a) BUBE i) 540 48 I A I X L an il 5 o o KR
LI 25 A A BE VI 2 B8 R A A 3G i, IR ] %) 39 4 TS

== CloudSVM(Self_set) e==ill==CloudSVM(Moore_set)
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Fig.4 Comparison of training time between SingleSVM and CloudSVM Fig.5 Comparison of training time in different clusters
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I 28 i it o 2 2 A B Hadoop = iH8 V-5, SR8 OO AT 5 00 VAR I 48 0 1 SR SE AL B LA B2 SVM 4328
AR, TEAR 3 e M (AT HR T R BE & T 45 U AL BB 4 2R AR N SR i [a) . il SE R E R, 3R
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