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Image copy—paste tampering detection algorithm based on color constrained

coupling distance penalty model
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Abstract: At present, many image tampering detection methods mainly measure the distance
between image features to complete feature matching, ignoring the color information of the image, resulting
in more false detection and missed detection in the detection results. In this paper, color information is
introduced into the process of image feature matching, and a tamper detection algorithm based on color
constraint model is designed. The Laplacian operator and Harris operator are utilized to extract the image
features. The R, G and B primary color information of the pixels, as well as the image feature descriptor
are adopted to form a color restriction model for measuring the color information between feature points.
Then the image feature matching is accomplished by using the distance measurement between the measure
value and the feature points to fully eliminate the mismatch phenomenon and effectively improve the
matching accuracy. Additionally, the distance penalty model is constructed according to the distance
variance between feature points to cluster the matched image features for identifying the tampered content
accurately. The experimental results show that compared with other tamper detection algorithms, the
proposed algorithm not only has higher detection accuracy for forgery content, but also has better
adaptability for content operations such as blur and rotation.
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Fig.1 Process of image tampering detection algorithm in this paper
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Fig.4 Feature matching results
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Fig.6 Detection results of copy—paste tampered images by different algorithms
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Tablel Statistical data of detection results of different algorithms in Fig.6

algorithm forged content area(pixels) detection of forged content area(pixels) detection accuracy/%
reference [12] algorithm 4780 4308 90.13
reference [13] algorithm 4780 4497 94.08
reference [14] algorithm 4780 4529 94.75
this algorithm 4780 4 680 97.91
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Fig.7 Detection results of copy—paste+blur+noise tampering images by different algorithms
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Table?2 Statistical data of detection results of different algorithms in Fig.7

algorithm forged content area(pixels) detection of forged content area(pixels) detection accuracy/%
reference [12] algorithm 12272 11013 89.74
reference [13] algorithm 12272 11357 92.54
reference [14] algorithm 12272 11415 93.02

this algorithm 12272 11935 97.25
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Fig.8 Detection results of copy—paste+rotation tampering images by different algorithms
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Table3 Statistical data of detection results of different algorithms in Fig.8

algorithm forged content area(pixels) detection of forged content area(pixels) detection accuracy/%
reference [12] algorithm 5615 4988 88.83
reference [13] algorithm 5615 5019 89.39
reference [14] algorithm 5615 5052 89.97
this algorithm 5615 5168 92.04

(a) initial image (b) copy-paste+scaling (c) detection results of (d) detection results of (e) detection results of ® detgction r_esults of
tampered image reference [12] reference [13] reference [14] this algorithm

Fig.9 Detection results of copy—paste+scaling tampered images by different algorithms
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Table4 Statistical data of detection results of different algorithms in Fig.9

algorithm forged content area(pixels) detection of forged content area(pixels) detection accuracy/%
reference [12] algorithm 2229 1906 85.51
reference [13] algorithm 2229 1984 89.01
reference [14] algorithm 2229 2007 90.04
this algorithm 2229 2032 91.16
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(a) initial image (b) copy—paste tampered (c) detection results of (d) detection results of (e) detection results of 63 detect?on results of this
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Fig.10 Detection results of multiple copy—paste tampered images by different algorithms

B 10 SRS 2200 R LR P (5 AR I 45 24



FIFE: ETERHABMSESENNEKEL RN 489

# 5 1A 10 ORI EAR IS RN GE TR
Table5 Statistical data of detection results of different algorithms in Fig.10

algorithm forged content area(pixels) detection of forged content area(pixels) detection accuracy/%
reference [12] algorithm 2618 2256 86.17
reference [13] algorithm 2618 2301 87.89
reference [14] algorithm 2618 2335 89.19
this algorithm 2618 2403 91.79
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Fig.11 Accuracy test results of different algorithms
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Table6 Average time of tamper detection for different algorithms
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