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Secure distribution of high-speed digital encryption/decryption keys over a classical fiber channel is strongly
pursued for realizing perfect secrecy communication systems. However, it is still challenging to achieve a secret
key rate in the order of tens of gigabits per second to be comparable with the bit rate of commercial fiber-optic
systems. In this paper, we propose and experimentally demonstrate a novel solution for high-speed secure key
distribution based on temporal steganography and private chaotic phase scrambling in the classical physical layer.
The encryption key is temporally concealed into the background noise in the time domain and randomly phase
scrambled bit-by-bit by a private chaotic signal, which provides two layers of enhanced security to guarantee the
privacy of key distribution while providing a high secret key rate. We experimentally achieved a record
classical secret key rate of 10 Gb/s with a bit error rate lower than the hard-decision forward error correction
(HD-FEC) over a 40 km standard single mode fiber. The proposed solution holds great promise for achieving
high-speed key distribution in the classical fiber channel by combining steganographic transmission and chaotic
scrambling. © 2024 Chinese Laser Press

https://doi.org/10.1364/PRJ.502992

1. INTRODUCTION

Nowadays, with the rapid development of various advanced
modulation and multiplexing technologies, the capacity of fi-
ber-optic networks has witnessed tremendous progress [1,2].
However, versatile increasing attacks seriously threaten fiber-
optic network security, not only from the upper layer network
attack but also from the lowest physical layer interception
[3–6]. It is imperative to develop secure communication tech-
nologies to protect confidential data from eavesdropping.

Secure key distribution (SKD) is the main bottleneck for
secure communication. To establish unconditional symmetric
secure communication, a private key has to be shared securely
between two authorized parties and combined with the one-
time pad data encryption method [7]. For such an absolutely
secure encryption method, it is expected that the secret key rate
should be matched with the bit rate of the confidential data.
Hence, achieving high-speed secure key distribution is an indis-
pensable and quite challenging task for high-speed secure
communication [8–10].

Traditionally, SKD is conducted by mathematical algo-
rithms relying on computational security, but it is facing the
risk of exhaustive attacks by the rapid growth of supercomput-
ing [11,12]. As a physical layer SKD technology, quantum key
distribution (QKD) allows two authorized parties to share a
secret key via a quantum channel with unconditional security
based on quantum mechanics, but it suffers from the limitation
of key rate-distance product and incompatibility with commer-
cial fiber-optic links [13,14]. It hence stimulates researchers to
explore high-speed secure key distribution technologies based
on classical optical fiber channels.

Several typical approaches have been previously reported for
classical physical layer key distribution, including fiber-laser
[15–19], fiber channel features [20–22], and optical chaos
[23–42]. The fiber-laser-based approach enables secret key ex-
change by randomly selecting the laser cavity length or laser
wavelength so that two distant users can share the secret key
whenever the variables coincide with each other [15–19].
However, the key rate restricted by the variable switching speed

Research Article Vol. 12, No. 2 / February 2024 / Photonics Research 321

2327-9125/24/020321-10 Journal © 2024 Chinese Laser Press

https://orcid.org/0000-0003-1874-9944
https://orcid.org/0000-0003-1874-9944
https://orcid.org/0000-0003-1874-9944
https://orcid.org/0000-0001-9879-1514
https://orcid.org/0000-0001-9879-1514
https://orcid.org/0000-0001-9879-1514
mailto:wangyc@gdut.edu.cn
mailto:wangyc@gdut.edu.cn
mailto:wangyc@gdut.edu.cn
https://doi.org/10.1364/PRJ.502992


and long laser cavity can only reach ∼100 b=s [16]. For the
fiber channel feature approach, the secret key is extracted from
highly correlated noise due to channel reciprocity based on op-
tical phase [20], polarization mode dispersion [21], polarization
fluctuation [22,23], etc. Because of the relatively slow channel
feature fluctuation, the key rate is generally limited to the mag-
nitude of Mb/s [22]. Although active perturbation methods
were proposed to accelerate the fluctuation and increase the key
rate [22,23], providing a high secret key rate of up to 10 Gb/s
remains a challenge.

Alternatively, thanks to the rapid fluctuation and broadband
nature of optical chaos [24–26], secret key distribution based
on chaos synchronization was proposed as a very attractive way
for classical key distribution, which provides a high key rate of
up to Gb/s [27–42]. The most widely employed scheme is the
common-signal-induced chaos synchronization, which gener-
ates a pair of consistent keys from remote synchronized optical
chaos due to the common driving of a public random source
[31–37]. It has been demonstrated that both the chaotic laser
and optoelectronic oscillator could be used as the chaotic re-
sponse source in the traditional common-driving response ar-
chitecture [31–42]. Due to the limitation of laser relaxation
oscillation frequency [24], the laser chaos-based response
scheme only supports a key rate of a few Gb/s [31–33]. For
using optoelectronic oscillators that could release the relaxation
oscillation frequency limitation, a high key rate of 6 Gb/s is
predicted but has not been experimentally demonstrated yet
[38]. On the other hand, the security of the common driving-
response architecture for correlated key generation strongly re-
lies on the cross-correlation between the common driving signal
and response chaotic signal, as well as the practical difficulty of
manufacturing a hardware matched chaotic response source
[31–42]. Unfortunately, security vulnerabilities have been re-
vealed due to the relatively high driving-response correlation
for most conventional schemes and rather limited hardware key
space for chaotic response sources [31–37]. Furthermore, the
common driving source should be placed in a third-party node
in the transmission link, which induces the potential security
risk of hijacking and adds complexity of network management.

Besides distilling secret keys from random chaotic signal
based on chaos synchronization, optical chaos has also been
proposed and demonstrated for chaotic phase scrambling to en-
able confidential signal transmission by encrypting a message as
a noise-like signal [43–45]. Jiang et al. first introduced and nu-
merically demonstrated chaotic spectral phase scrambling based
on synchronized optical chaos for physical secure communica-
tion [43]. We have reported an experimental demonstration of
the chaotic phase scrambling for encryption of a 28 Gb/s on-
off-keying signal [44]. Zhao et al. have further demonstrated a
secure wavelength-division multiplexing (WDM) system based
on multi-channel spectral aliasing by chaotic phase scrambling
induced spectral broadening [45]. Compared with intensity
scrambling, chaotic phase scrambling is superior in terms of
easier implementation without the subtraction operation for
descrambling, enablement of reversible processing using off-
the-shelf phase modulation components, transformability to
intensity scrambling assisted by chromatic dispersion, and en-
hanced security by optical phase processing that is not easily

discovered by an eavesdropper, but it would become ineffective
for a stand-alone intensity modulated signal. Instead of scram-
bling a signal against malicious attacks, concealing a signal in
either time or spectral domain by optical steganography is an-
other extremely attractive way, which makes an eavesdropper
unknow the existence of the confidential signal, not even to
attack it. Steganographic transmission of a 500 Mb/s message
with amplified spontaneous emission noise as a carrier has been
successfully demonstrated [46].

In this paper, inspired by previous pioneering works, we
propose and experimentally demonstrate a new way for high-
speed secure key distribution based on temporal steganography
and private chaotic phase scrambling. The secret key is tempo-
rally concealed into a private chaotic signal in the time domain
and randomly phase scrambled bit-by-bit by the chaotic signal
before distributing to the classical fiber channel. A semiconduc-
tor laser cascaded with an electro-optic phase feedback loop
structure is employed as a chaotic source to generate the private
chaotic scrambling signal. A single phase modulator is em-
ployed to simultaneously perform chaotic phase scrambling and
secret key modulation. The phase scrambled secret key is tem-
porally kept constant to enable steganographic transmission
without the awareness of an eavesdropper. The security of the
secret key is double guaranteed by the first level of unawareness
by temporal steganography and the second level of private cha-
otic phase scrambling. Based on this solution, we successfully
demonstrate a record high secret key rate of 10 Gb/s over
a 40 km classical standard single mode fiber (SSMF) link
with a bit-error-rate (BER) below the 7% HD-FEC limit
of 3.8 × 10−3.

2. PRINCIPLE AND EXPERIMENTAL SETUP

The schematic diagram of the proposed high-speed secure key
distribution scheme over classical fiber channels is illustrated in
Fig. 1. In this scheme, a chaos synchronization channel is em-
ployed to provide a pair of distributed private chaotic signals by
injecting a common driving signal from a driving laser (DL)
into a twin of private response chaotic modules (PRCMs)
located at the legitimate users’ sides (Alice and Bob). The
PRCM guarantees that the generated private chaotic signal
has extremely low correlation with the common driving signal
exposed in the public channel and provides hardware security
against a malicious eavesdropper’s attack. At the secure key dis-
tribution (SKD) channel, a true random key generator (TRKG)
first generates a secret digital key to be distributed, which is
then mixed with the private chaotic signal coming from the
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Fig. 1. Schematic diagram of the proposed classical secure key dis-
tribution scheme. DL, driving laser; PRCM, private response chaotic
module; TRKG, true random key generator; CW, continuous-wave
laser; OPS, optical phase scrambler; OPD, optical phase descrambler;
TRKR, true random key receiver; PD, photo-detector.
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PRCM at Alice’s side, so that the digital key is temporally con-
cealed into the random fluctuated private chaotic signal for
steganographic distribution. The mixed signal is further im-
posed onto an optical phase scrambler (OPS) seeded by a sep-
arate continuous-wave laser (CW) to simultaneously perform
digital key modulation and chaotic phase scrambling of the se-
cret key using a single optical module.

At Bob’s side, the hardware matched PRCM similarly gen-
erates the synchronized private chaotic signal, which is imposed
onto an optical phase descrambler (OPD) to descramble the
random phase of the received distribution signal. The resulting
phase descrambled signal is further demodulated and directed
into a true random key receiver (TRKR), accomplishing the
secret key distribution process, which provides dual-level of
security provided by temporal steganography and private cha-
otic phase scrambling. Since the distributed signal at the SKD
channel is randomly phase scrambled and temporally exhibits
as a constant background noise, it is difficult for Eve to be aware
of the existence of the secret digital key by just performing di-
rect-detection attack using a simple photo-detector (PD) in the
transmission link. Moreover, even if a sophisticated Eve notices
the existence of the secret key and attempts to attack the system
by tapping the common driving signal for phase descrambling
or directly applying phase demodulation techniques, the dis-
tributed key is still kept secret as long as the PRCM hardware
is not revealed to Eve in the scheme.

Figure 2 shows the experimental setup of the proposed
secure key distribution scheme. The chaos synchroniza-
tion channel and SKD channel are combined together via
wavelength-division multiplexing for secure key distribution.
As for the chaos synchronization channel, a super-luminescent
diode (SLD) followed by a tunable optical filter (TOF) with
a 3 dB bandwidth of ∼0.5 nm and center wavelength of
1549.98 nm is utilized as a common driving source. A 3 dB
optical coupler (OC) is then used to split the driving signal into
two portions, which are independently injected into the private

response chaotic modules located at Alice and Bob, respectively.
Each PRCM consists of a distributed-feedback (DFB) laser and
an electro-optic phase feedback loop to greatly suppress the
driving-response cross-correlation and enhance the hardware
key space, which further guarantees the privacy of the generated
chaotic signal from both the transmission link and the local
hardware chaotic source. The wavelengths of the two DFB la-
sers for Alice and Bob are finely adjusted to be assigned an iden-
tical wavelength of 1549.91 nm. The threshold currents for
DFB1 and DFB2 are measured as 11.38 mA and 10.38 mA.
The driving currents for DFB1 and DFB2 are both biased at
1.3 times the threshold currents. The temperatures for the two
lasers are set as 21°C and 18.3°C, respectively. Two erbium-
doped optical fiber amplifiers (EDFAs) are employed to control
the injection strengths of the driving signal to achieve chaos
synchronization based on common injection induced synchro-
nization. The injection strengths for DFB1 and DFB2 are 0.39
and 0.41, respectively.

At each legitimate user’s side, the synchronized chaotic sig-
nal output from the response DFB lasers (DFB1, 2) is directly
injected into an electro-optic phase feedback loop, which com-
prises a phase modulator (PM), a variable optical attenuator
(VOA), a tunable optical delay line (TDL), a Mach–Zehnder
interferometer (MZI), a photo-detector (PD), and an electrical
amplifier (EA). An external-cavity continuous wave
laser (CW1) with a center wavelength of 1550.92 nm and a
narrow linewidth of ∼100 kHz is shared as the seed light by
the chaos synchronization channel and secure key distribution
channel at Alice’s side. The continuous wave generated by the
CW1 is first phase modulated by the synchronized chaotic sig-
nal output from DFB1 and then intentionally time delayed by
TDL1 before splitting into two portions by a 50:50 optical cou-
pler (OC), one of which is transformed into a feedback inten-
sity scrambled chaotic signal byMZI1 with a free spectral range
(FSR) of 10 GHz and converted into an electrical signal by
PD1. The intensity scrambled chaotic signal is further com-
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Fig. 2. Experimental setup of the proposed high-speed secure key distribution scheme. SLD, super-luminescent diode; TOF, tunable optical
filter; DFB, distributed feedback laser; CW, continuous-wave laser; OC, optical coupler; VOA, variable optical attenuator; PC, polarization con-
troller; CIR, circulator; EDFA, erbium-doped-fiber-amplifier; PD, photo-detector; EA, electrical amplifier; MZI, Mach–Zehnder interferometer;
DCF, dispersion compensation fiber; TDL, tunable delay line; PM, phase modulator; DSO, digital sampling oscilloscope.
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bined with the externally injected chaotic signal by a power
combiner and is eventually fed back to drive the phase modu-
lator so that the intensity combined signal is converted into a
new phase scrambled signal, which forms a recirculating phase
feedback loop. In contrast, the other portion is directed into a
dispersive component to generate the private chaotic scram-
bling signal. A piece of dispersion compensation fiber
(DCF1) can be used as the dispersive component. Thanks to
the random phase modulation to intensity perturbation conver-
sion due to the chromatic dispersion introduced by the disper-
sive fiber [43], the private phase scrambled signal after PM1 is
transformed into another intensity scrambled chaotic signal for
further photo-detection and phase scrambling of the secret dig-
ital key. In the setup, the bandwidth and half-wave voltage of
the PM are 10 GHz and 3.3 V. The 3 dB bandwidth for the
PDs is 10 GHz. The EAs are low noise electrical amplifiers
(Connphy CLN-3545) with a 3 dB bandwidth of 30 GHz. The
total time delay of the feedback loop is around 69.54 ns, which
can be flexibly adjusted by the TDL1. The dispersion of the
DCF1 is around −1000 ps=nm. The key hardware parameter
values of the feedback loop and the physical parameters of the
DFB response lasers contribute together to ensure the privacy
of the output chaotic scrambling signal.

Afterward, the generated chaotic scrambling signal from the
phase feedback loop is converted to an electrical signal by PD3,
amplified by AMP3, and then combined with the electrical dig-
ital key sequence by a power combiner to conceal the secret
key in the time domain. Variable electrical attenuators are em-
ployed to precisely control the concealment coefficient (α),
which is defined as the power ratio between the digital secret
key sequence and the chaotic scrambling signal. Practically, the
secret key can be generated by a true random number gener-
ator. To emulate the digital secret key, a pseudo-random binary
sequence (PRBS) of 223 − 1 generated by an arbitrary waveform
generator (Keysight AWG 8195A) is utilized in this scheme.
The temporally concealed digital key sequence is then applied
into another phase modulator (PM3) to perform phase shift
keying modulation so that the secret key is further concealed
into the private chaotic signal in the phase domain. Since the
phase modulated combined signal temporally exhibits as an in-
tensity constant background noise, a malicious eavesdropper
will be unaware of the existence of the secret key sequence that
is concealed into the private chaotic signal to enable temporal
steganographic transmission. More importantly, thanks to the
unpredictable and non-reproducible features of optical chaos
[24–26], the phase of the secret digital key sequence is ran-
domly scrambled bit-by-bit by the private chaotic scrambling
signal, which is equivalent to the digital “one-time-pad” cryp-
tography counterpart but is implemented in the optical domain
for realizing high-speed classical secure key distribution. Unlike
the previous chaotic phase scrambling induced spectral aliasing
mechanism that is effective for the multi-channel WDM envi-
ronment [45], the current scheme can be flexibly adapted to
either single- or multi-channel systems, and notably only a sin-
gle phase modulator is employed to simultaneously perform
digital secret key modulation and private chaotic phase scram-
bling. Based on this scheme, the security of the key distribution
is double guaranteed by the first level of temporal unawareness

and the second level of private chaotic phase scrambling. After
that, the chaotic phase scrambled secret signal is distributed
over a 40 km standard single mode fiber (SMF) followed by
a span of 6.4 km DCF for dispersion compensation.

At the authorized user Bob’s side, the common driving signal
is first wavelength demultiplexed from the received signal and
then injected into the chaotic response source comprising a
DFB2 and a hardware matched electro-optic phase feedback
loop to generate a private synchronized chaotic optical signal,
which is further converted into an electrical chaotic signal by
PD6. The output synchronized signal from the inverse out-
put port of the PD6 is then amplified to drive the PM4 so that
the received chaotic phase scrambled secret signal is phase
descrambled by the remotely generated private chaotic de-
scrambling signal, unveiling the secure phase modulated key
sequence in the SKD channel. A tunable delay line (TDL3) is
used to temporally align the timing mismatch between the pri-
vate chaotic descrambling signal and the secure key distribution
signal. The phase modulated secret key is finally extracted by
MZI3 with an FSR of 10 GHz and thus successfully distributed
to Bob. A malicious eavesdropper without any knowledge of
the proper hardware parameters will be unable to counterfeit
a matched chaotic response source and intercept the private
chaotic descrambling signal, which provides hardware security
to enable secure distribution of the secret key.

3. RESULTS AND DISCUSSION

A. Chaos Correlation Performance
To guarantee the privacy of the chaotic scrambling signal and
ensure high-speed secure key distribution, it is essential to in-
vestigate the chaos correlation performance at different stages
in the chaos synchronization channel. A high synchronization
coefficient could lead to a reduced key distribution error, and a
low driving-response cross-correlation coefficient would result
in enhanced scrambling security. Figures 3(a)–3(h) illustrate
the measured temporal waveforms and the corresponding cross-
correlation plots measured at different positions in Fig. 2,
respectively. When the common driving signal is directly
injected into the response DFB lasers, it is clear that the tem-
poral waveforms of the output chaotic signals from DFB1,2 at
positions A and B show strong dependence on the source
driving signal at position S, as illustrated in Figs. 3(a) and 3(b).
A high driving-response cross-correlation coefficient (C:C),
which can be calculated by C:C� h�S�t� − hS�t�i� ·
�A�t� − hA�t�i�i∕

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
h�S�t� − hS�t�i�2i · h�A�t� − hA�t�i�2i

p
, where

S�t� and A�t� represent the temporal waveforms of the source
driving and response signals, is measured to be as high as 0.41,
indicating the serious security risk of eavesdropping by simply
intercepting the driving signal for private chaotic phase scram-
bling. The correlation performance between the two synchron-
ized output waveforms of DFB1,2 at A and B is shown in
Figs. 3(c) and 3(d), which exhibits high resemblance between
each other and a high synchronization correlation coefficient of
∼0.96. Benefiting from the nonlinear waveform transforma-
tion due to the phase to intensity conversion introduced by
the electro-optic phase feedback loops, the eventual waveforms
of the chaotic scrambling signals output from the response cha-
otic sources at C and D are entirely distinct from that of the
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common driving signal at S, as shown in Fig. 3(e). Compared
with the case of direct injection into open-looped DFB re-
sponse laser induced synchronization that has a relatively high
residual correlation, as shown in Figs. 3(a) and 3(b), the
residual cross-correlation by introducing the electro-optic phase
feedback loops can be significantly reduced down to ∼0.1,
which is plotted in Fig. 3(f ), indicating that there is no private
chaotic scrambling signal related information exposing in the
public link so as to sufficiently guarantee the security of key
distribution. It is also noted that the eventual output chaotic
signals at points C and D are still highly correlated with each
other, with a high correlation coefficient of ∼0.91, showing
that high-quality chaos synchronization between the chaotic
scrambling/descrambling signals is maintained, as illustrated
in Figs. 3(g) and 3(h).

Figures 4(a) and 4(b) show the corresponding optical spectra
measured at different points in the experimental setup. It is evi-
dent that the optical spectra of the chaotic signal output from
the DFB1,2 exhibits similar profiles due to the common noise-
signal driving induced synchronization. Compared with free-
running DFB lasers, the synchronized output signals are
slightly broadened and red shifted due to the external injec-
tion [47]. Similarly, after the nonlinear transformation by the
electro-optic phase feedback loops, the optical spectra for the
eventual output chaotic signals still match well with each other,
revealing that the private chaotic scrambling/descrambling sig-
nals are well synchronized.

Having observed the chaotic waveforms and optical spec-
tra, attention is now focused on the relationship between the

cross-correlation performances and the key hardware parame-
ters in the setup. Figures 5(a) and 5(b) show the contour plots
of the synchronization (points C and D) and driving-response
cross-correlation coefficients (points S and C) versus the phase
modulation depth of PM1,2 and absolute dispersion value of the
dispersive components. It can be seen from Fig. 5(a) that the
phase modulation depth dominates the synchronization coef-
ficient, which requires a minimum value of ∼0.88 to ensure
a key distribution error rate lower than the 7% HD-FEC in
this system. Increasing the phase modulation depth leads to the
reduction of driving-response cross-correlation and thus en-
hancement of the security, but it would gradually degrade the
synchronization coefficient accordingly, as shown in Figs. 5(a)
and 5(b). In contrast, the dispersion has a trivial effect on the
synchronization, but increasing it could dramatically reduce
the residual driving-response cross-correlation to be lower than
∼0.1, which corresponds to an ultralow mutual information of
∼0.015 bit between the common driving and private chaotic
scrambling signal to sufficiently guarantee the security.
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Fig. 3. Temporal waveforms (left column) and corresponding cor-
relation plots (right column) of the output chaos measured at points
(a), (b) S and A, (c), (d) A and B, (e), (f ) S and C , and (g), (h) C and
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Figure 6(a) plots the cross-correlation coefficients versus
the PM1,2 modulation depth for a fixed dispersion value of
1000 ps/nm. It is clear that, with the increase of the modulation
depth upon 1.1, the residual driving-response cross-correlation
is gradually reduced down from 0.4 to 0.1, while the synchro-
nization coefficient keeps still above 0.88. Further increment of
the PM modulation depth would result in the reduction of the
synchronization coefficient. When the PM modulation depth
surpasses 1.4, the synchronization coefficient becomes lower
than 0.88. Hence, the PM modulation depth is controlled to
be around 1.1–1.4 to simultaneously guarantee the synchro-
nization performance and security. Figure 6(b) depicts the
correlation coefficients versus the dispersion for a fixed PM
modulation depth of 1.2. When increasing the dispersion, the
synchronization coefficient keeps stably above 0.88, but the
residual driving-response correlation coefficient gradually de-
creases down to a plateau of ∼0.05. A minimum dispersion
value of ∼600 ps=nm is required to reduce the residual driving-
response correlation lower than ∼0.1 in the system. Therefore,
a DCF with an absolute dispersion value of ∼1000 ps=nm is
utilized in the system to satisfy the requirement.

B. Tolerance of Hardware Parameters Mismatch
In addition, since the key hardware parameters including the
DFB laser inner parameters, DCF dispersion, feedback loop
delay time, PM modulation depth, and MZI interference delay
time are the most important factors that determine the chaos
synchronization performance, it is quite essential to evaluate
the tolerances of these hardware parameters mismatch. As a
fundamental layer of hardware security, a pair of parameter-
matched DFB lasers is desired for legitimate users to achieve
high-quality chaos synchronization. The mismatch of DFB
laser parameters would inevitably have impact on the synchro-
nization coefficient and thus the key distribution performance.
Figure 7 shows the effects of synchronization coefficient on the
mismatch of DFB laser inner parameters, which mainly takes
the linewidth enhancement factor α, active region length La,
linear gain coefficient gn, carrier density at transparency N 0,
and carrier capture time τc into account [25]. It has been
found that the tolerances of laser parameters mismatch for
α, La, gn, N 0, and τc are around −0.880%–0.827%,
−0.141%–0.140%, −1.33%–1.16%, −0.404%–0.317%, and
−0.458%–0.440%, respectively. The maximum tolerable mis-
match is lower than �2%, indicating that two DFB lasers
should be produced by using the same fabrication wafer in
order to achieve high-quality chaos synchronization between

legitimate users and also to prevent an eavesdropper from ac-
cessing a third laser with highly matched laser inner parameters.

Figures 8(a)–8(d) further show the correlation coefficients
at points C and D versus the other key hardware parameter
mismatch. It is apparent that any external hardware parameter
detuning would cause the degradation of synchronization co-
efficient between the chaotic scrambling/descrambling signals.
For a synchronization coefficient reduction to ∼0.88, the
mismatch tolerance for the dispersion is ∼120 ps∕nm, the
feedback loop delay time is ∼12 ps, the PM modulation depth
is ∼0.25, and the MZI interference delay time is ∼300 fs,
respectively. The relatively sensitive external hardware param-
eters could contribute to enhancing the security against an
eavesdropper’s attack, but meanwhile, the difficulty of achiev-
ing hardware match between legitimate users will be also in-
creased. Fortunately, all those hardware parameter mismatch
tolerances are in the controllable range of commercial pro-
ducts. Practically, a tunable dispersion compensator (TeraXion,
TDCMX) with a dispersion resolution of ∼5 ps∕nm, an elec-
trically tunable optical delay line with a delay time resolution
of ∼1 ps, and an FSR tunable MZI (Kylia, WT-MINT) with
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a voltage-controlled interference delay time resolution of
∼15 fs are all commercially available to control the hardware
mismatch.

Based on the key parameter mismatch tolerances, the hard-
ware key space enhancement can be evaluated when compared
with that of using a solitary DFB laser as the response chaotic
source, which provides a laser inner parameter key space of ∼245
in this scheme. Assuming that a tunable dispersion compensator
with a maximum dispersion tuning range of �3000 ps∕nm, a
tunable MZI with a free spectral range of 3.33 GHz to infinite,
and a feedback loop delay time of 100 ns are employed in the
setup, a total hardware key space enhancement of ∼232 can be
obtained according to the previous reported key space analysis
method [48,49]. By enlarging the delay time in the phase feed-
back loop and cascading additional dispersion elements, a further
expanded hardware key space can be expected. It is extremely
difficult for a malicious eavesdropper to perform brute-force at-
tacks by searching through all possible combinations of the hard-
ware key parameters, which provides enhanced hardware security
for the private chaotic scrambling signal and thus guarantees the
security of the key distribution simultaneously. Compared with
previous optical chaos key distribution schemes based on distill-
ing correlated random bits from driving-response induced
synchronized chaos [31–33], the security of this scheme can
be improved in terms of significantly reduced driving-response
cross-correlation, expanded hardware key space with an aggre-
gated key space of ∼277, and more importantly, supporting tem-
poral concealment of the secret key and scrambling of the phase
distribution by a private chaotic signal. Accordingly, the hard-
ware complexity is inevitably increased since there is always
a tradeoff between complexity and security. It has been de-
monstrated that all the related chaotic signal processing can be
implemented using commercial hardware components with con-
trollable complexity. Although two wavelengths are employed for
the proof-of-principle demonstration of secure key distribution
instead of establishing two individual fiber transmission links
with the third-party common driving source, the wavelength
channel for distributing the noise-driving signal can be poten-
tially replaced by the noise channel located between two trans-
mission channels in a multi-channel environment or reusing the
normal digital signal transmission channel as the driving channel
to save valuable wavelength resources in future.

C. Performance of the Classical Secure Key
Distribution
After achieving chaos synchronization, private chaotic phase
scrambling and temporal steganographic transmission are ap-
plied to demonstrate the high-speed secure key distribution.
Figures 9(a)–9(j) show the typical measured waveforms and
corresponding eye diagrams for the temporal stealthy and pri-
vate phase scrambled key signals in different scenarios. As de-
picted in Figs. 9(a) and 9(b), in the case of without chaotic
phase scrambling, the phase modulated digital key sequence
can be directly demodulated using the corresponding MZI.
After the demodulation, the digital key signal with non-
return-to-zero (NRZ) data format and a clear eye diagram of
10 Gb/s can be easily obtained without any security against
eavesdropping. In contrast to the Figs. 9(a) and 9(b), when the
digital key sequence is phase scrambled by the synchronized

private chaotic signal and temporally concealed into the back-
ground noise in the time domain, the measured waveform and
corresponding eye diagram exhibit as a noise, making an eaves-
dropper unaware of the existence of the private digital key se-
quence in the transmission channel and preventing the
eavesdropping attack. In the worst-case scenario, even if an
eavesdropper intercepts the chaotic scrambled signal in the
transmission link and attempts to extract the private key se-
quence using a matched MZI, only a disordered random pat-
tern will be obtained due to the absence of proper private
chaotic phase descrambling, utterly unrelated to the original
private key sequence, as illustrated in Fig. 9(e). Accordingly, the
eye diagram after the MZI demodulation is completely closed,
indicating that the proposed key distribution scheme is strongly
secure against a sophisticated eavesdropper’s attack with well-
equipped demodulation components, which is shown in
Fig. 9(f ). Therefore, the security of such a classical key distri-
bution scheme is sufficiently guaranteed by the dual-level of
temporal steganography without awareness and private chaotic
phase scrambling without being cracked. The temporal stega-
nography contributes to enhancing the security of stand-alone
chaotic phase scrambling.

On the contrary, for a legitimate user (Bob) that owns not
only the demodulation components but also the matched cha-
otic response source to perform first the private chaotic phase
descrambling and then the digital key demodulation, the pri-
vate key can be successfully retrieved with correct bit patterns
and a clear eye diagram, as depicted in Figs. 9(g) and 9(h).
Figure 9(i) shows the received private key sequence after
40 km transmission, which is still well preserved and distrib-
uted to Bob. The corresponding eye diagram in Fig. 9(j) is

(b)
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without 

scrambling

Scrambled 

stealthy signal

Descrambled 

signal for BtB

Time (50ps/div)Time (1ns/div)

Illegible 
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signal after 

transmission

(a)

(d)(c)
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(j)(i)
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Waveform Eye diagram

Fig. 9. Waveforms and eye diagrams for (a), (b) the demodulated
key without scrambling, (c), (d) the scrambled signal without demodu-
lation, (e), (f ) the illegible eavesdropped signal using only an MZI,
(g), (h) the properly descrambled key in BtB case, and (i), (j) the de-
scrambled signal after transmission.
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clearly open with negligible degradation compared with the
case of back-to-back (BtB) in Fig. 9(h), which successfully dem-
onstrates secure distribution of a high-speed 10 Gb/s private
key over the classical optical fiber channel. One may note that
the optical chaos key distribution process in this scheme exhib-
its an encrypted phase-shift-keying data transmission in the
physical transmission layer, but more than that, it is essentially
a combination of temporal concealment and phase scrambled
secret key transmission for chaos protected key distribution
with a true random digital key as a requisite.

Figure 10 shows the optical spectral evolution of the laser
source (blue line), the original key modulated signal (red line),
and the chaotic phase scrambled/descrambled signals (green
and purple lines), respectively. Compared with the original
key modulated signal, the implementation of chaotic phase
scrambling causes the optical spectrum to be slightly expanded
due to the phase modulation induced spectral broadening.
After performing chaotic phase scrambling via utilizing the
synchronized private chaotic signal generated by the matched
chaotic response source, the legitimate user is able to erase the
imposed chaotic phase, leaving alone the phase shift keying
modulation of the digital key sequence. The corresponding
optical spectrum after descrambling is compressed back and
resembles the spectrum of the original key modulated signal,
indicating that the digital key has been successfully extracted
and distributed to Bob.

To evaluate the secure key distribution performance, Fig. 11
depicts the measured BER versus the mask coefficient (α) for
different scenarios. The black line represents the measured BER
performance of the descrambled key sequence for the legitimate
user Bob in the BtB case, where the BER decreases with the
increasing of the mask coefficient. It is clear that the BER is
always lower than the HD-FEC limit of 3.8 × 10−3 when the
mask coefficient is larger than 0.09. The BER performance
of the descrambled key sequence after 40 km transmission is
shown as the blue line, which exhibits a similar tendency to
the BtB case, but the mask coefficient is shifted to be larger
than 0.15 to enable the BER to be lower than the HD-FEC
limit. Therefore, there is a lower bound limit for the mask co-
efficient to guarantee the key distribution performance. As for
a malicious eavesdropper with simple direct detection to inter-
cept the temporal stealthy and chaotic scrambled secure key
sequence, the measured BER stably keeps as 0.5, which is

clearly shown as the purple line. In the case of a malicious attack
by employing an MZI for direct phase demodulation, the mea-
sured BER is always larger than the HD-FEC limit when the
mask coefficient is less than 0.25 for both the BtB and trans-
mission cases. Even if Eve intercepts the driving signal and ap-
plies it for chaotic phase descrambling, the obtained BER is still
not lower than the HD-FEC limit thanks to the low correlation
between the driving and private response signals induced by the
PRCM hardware. However, when the mask coefficient exceeds
the upper bound limit of 0.25, the secure key sequence will
emerge from the chaotic scrambling signal, and the measured
BER is lower than the HD-FEC limit. Hence, the key distri-
bution system will become unsecure when the mask coefficient
is too large. In other words, for a direct detection attack, the
private chaotic scrambling technique alone can still guarantee
the system security in the absence of the temporal concealing
process. But for an advanced phase demodulation attack, the
security provided by pure chaotic phase scrambling would be
threatened without the temporal concealing process. It be-
comes essential to simultaneously implement temporal stegano-
graphic transmission and private chaotic phase scrambling for
secure key distribution against different attacks. To guarantee
the BER performance and security of key distribution against
eavesdropping, the mask efficient should be controlled in the
range of 0.15–0.25 for the transmission scenario. Generalized
key reconciliation and privacy enhancement algorithms can
be further applied for post-processing of the distributed key
sequence [50–52].

In addition, the effects of PM3,4 phase modulation depth
mismatch and synchronization delay time mismatch between
the chaos synchronization and SKD channels on the BER per-
formances are also measured, as depicted in Figs. 12(a) and
12(b). It is evident that both the PM modulation depth mis-
match and channel delay time mismatch lead to the deteriora-
tion of BER performance. A lower mask coefficient causes
reduced hardware parameter mismatch tolerances. A PM
modulation depth mismatch of ∼�3 dB and channel synchro-
nization delay time mismatch tolerance of ∼�25 ps could be
tolerated for the lower bound limit of the mask coefficient to
guarantee the BER to be lower than HD-FEC threshold.
Increasing the mask coefficient upon the upper bound limit
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would lead to much relaxed mismatch tolerances, which can be
properly handled by variable attenuators and tunable optical
delay lines in the setup. The sensitive synchronization delay
time of the chaos descrambling channel with respect to the
SKD channel makes it impossible for an eavesdropper to de-
scramble the SKD signal without proper time synchronization
even if the private chaotic descrambling signal is available, let
alone just by intercepting the driving signal.

Finally, as one of the key indicators for secure key distribu-
tion, it should be pointed out that the net secret key rate in the
current system is closely related to the attack detection methods
and mask coefficient employed. For a conventional power de-
tection attack, the Eve cannot obtain any confidential phase
information after 40 km transmission, resulting in a upper
bound of a secret key rate of 10 Gb/s. However, for a sophis-
ticated Eve’s attack with MZI demodulation, considering that
there is information leakage to Eve when varying the mask
coefficient, the net secret key rate should be calculated by
�10 Gb=s� × [MI(Legal)−MI(Illegal)], where MI represents the
mutual information. For a mask coefficient of 0.15, the re-
sultant net secret key rate is around 7.3 Gb/s and 6.6 Gb/s
for BtB and 40 km transmission. A higher mask coefficient
would induce larger information leakage and lower net secret
key rate. It should also be noted that the achievable upper
bound secret key rate is mainly limited by the bit rate of
the source key generator and the PM modulation bandwidth,
as well as the chaos bandwidth of the private scrambling signal.
Further improvement of the upper bound secret key rate up to
40 Gb/s can be anticipated by employing a much faster key
generator, a broadband LiNbO3 PM, and a wideband chaotic
entropy source, whose chaos bandwidth should be no less than
the secret key rate to ensure efficient masking of the secret key
and avoid filtering attack. It is also desirable to achieve long-
distance key distribution for not only metropolitan-area net-
works but also backbone network-oriented secure communica-
tions with up to thousands of kilometers, in which case the
primary challenges are establishing high-quality chaos synchro-
nization after the long-reach transmission link and high-fidelity
transmission of the phase scrambled secret key signal. Since the
long-distance transmission would inevitably introduce fiber
channel impairments arising from the chromatic dispersion, fi-
ber nonlinearity, and accumulated amplified spontaneous emis-
sion noise, it is essential to optimize the transmission link by
precisely compensating the chromatic dispersion and employ-
ing hybrid EDFA and distributed fiber Raman amplifiers to

achieve long-distance chaos synchronization and key distribu-
tion [53], which remains for our future exploration.

4. CONCLUSION

In summary, we propose and experimentally demonstrate a new
way for high-speed physical layer key distribution based on
temporal steganography and chaotic phase scrambling over the
classical optical fiber channel. A record high secret key rate of
10 Gb/s over 40 km single mode fiber is successfully achieved
in the experiment. The security of the proposed key distri-
bution scheme is double guaranteed by the first layer of tem-
poral steganographic transmission to avoid the awareness of
an eavesdropper and the second layer of bit-by-bit chaotic ran-
dom phase scrambling by synchronous private chaotic signals.
A common noise-driving induced synchronization scheme is
adopted to generate the synchronized private chaotic scram-
bling and descrambling signals between the legitimate user’s
sides. Based on the injection of a chaotic signal output from an
open-loop noise-driven semiconductor laser into an electro-
optic phase feedback loop, an electro-optic hybrid chaotic
hardware response source is established to simultaneously sup-
press the high residual driving-response correlation and expand
the hardware key space, which further contributes to greatly
enhancing the security for key distribution. The proposed ap-
proach may provide a new strategy for achieving high-speed
classical key distribution based on advanced chaotic signal
processing and optical steganography using the standard single
mode fiber channel and commercially mature components.
It also has great potential to be combined with digital cryptog-
raphy for applications in future high-speed secure communica-
tion systems.
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