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The quantum network makes use of quantum states to transmit data, which will revolutionize classical commu-
nication and allow for some breakthrough applications. Quantum key distribution (QKD) is one prominent
application of quantum networks, and can protect data transmission through quantum mechanics. In this work,
we propose an expandable and cost-effective quantum access network, in which the round-trip structure makes
quantum states travel in a circle to carry information, and the multi-band technique is proposed to support multi-
user access. Based on the round-trip multi-band quantum access network, we realize multi-user secure key sharing
through the continuous-variable QKD (CV-QKD) protocol. Due to the encoding characteristics of CV-QKD, the
quadrature components in different frequency bands can be used to transmit key information for different users.
The feasibility of this scheme is confirmed by comprehensive noise analysis, and is verified by a proof-of-principle
experiment. The results show that each user can achieve excess noise suppression and 600 bit/s level secure key
generation under 30 km standard fiber transmission. Such networks have the ability of multi-user access theo-
retically and could be expanded by plugging in simple modules. Therefore, it paves the way for near-term large-
scale quantum secure networks. © 2023 Chinese Laser Press

https://doi.org/10.1364/PRJ.492448

1. INTRODUCTION

A quantum network is an interconnected network that makes
use of the properties of quanta to transmit data, and could revo-
lutionize ways of information exchange in the future [1]. The
quantum network [2] has many breakthrough applications,
such as a quantum secure network through quantum key dis-
tribution (QKD) [3–10] or quantum secure direct communi-
cation [11,12]. In addition, it can also perform tasks impossible
in classical physics, such as distributed quantum computing
[13] and accurate global timing [14], whcih will bring accurate
navigation and Earth sensing. Moreover, the quantum network
could even lead to accurate telescopes [15] and new fundamen-
tal tests of quantum nonlocality, quantum teleportation [16],
and quantum gravity [17].

QKD is one prominent application of quantum networks,
and is the core technology of quantum secure communication
[18]. It can provide secure keys for legal parties even in the
presence of eavesdroppers, and its theoretical security is guar-
anteed by the basic principles of quantum mechanics [19]. The
QKD protocol can be divided into discrete-variable QKD
(DV-QKD) [20] and continuous-variable QKD (CV-QKD)
[21–42] according to the physical quantity that carries key in-
formation. According to the quantum technology roadmap

released by OIDA [43], point-to-point QKD has been matured
to build networks and gradually commercialized [44–64]. A
representative quantum secure network is the Beijing–
Shanghai trunk line [65], which achieves quite long distance
transmission. In addition, the Cambridge quantum metropoli-
tan area network is constructed with high bandwidth data
transmission [66]. Furthermore, quantum networks in the
United Kingdom have been operating for several years with
three nodes separated by 5–10 km optical fiber [67]. The
46-node quantum metropolitan area network in Hefei realizes
real-time voice telephone, text messaging, and file transmission
[68]. For multi-user access, the quantum access network
(QAN) proposed by Fröhlich et al. [69] is the first scheme to
realize the upstream QAN between users and a common node.

The physical implementation of a quantum network for
QKD is an important issue. On one hand, constructors need
to consider the coverage of the quantum network, which can be
divided into backbone networks, metropolitan area networks,
and access networks. On the other hand, builders should also
be concerned with quantum network topologies, such as star,
tree, and mesh. For different coverages and topologies, the
physical structure of the quantum network is a vital issue.
Considering the preparation and measurement of quantum
states by multi-users, the quantum states generated from
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different sources require a large number of detectors, while
those generated from the same source will interfere with each
other and be difficult to separate. An alternative scheme is to
build large-scale networks based on the mature point-to-point
QKD system. However, limited by its complexity, this scheme
cannot support access services for such a large number of users.
Therefore, a new type of quantum network architecture needs
to be proposed to simplify the original complex network with
multi-user access.

Therefore, we propose an expandable and cost-effective
quantum network physical structure, called round-trip
multi-band QAN (RM-QAN), to improve network perfor-
mance and support multi-user access. The RM network struc-
ture utilizes quantum states traveling in a circle to transmit
data, and uses the frequency division multiplexing (FDM) tech-
nique to isolate different users. In RM-QAN, each user requires
only one modulator and one circulator when plugging into the
network. In addition, only one laser and one detector are
needed to build the entire network, which is flexible and cost
effective. Such networks could theoretically support multi-user
access without performance penalty, and network users can
achieve 600 bit/s level quantum secure key generation under
30 km network range. Moreover, network scalability and noise
suppression are excellent, which is a promising solution for
building near-term multi-user quantum secure networks.

In this paper, our RM-QAN scheme is introduced in detail.
First, we describe the physical structure of RM-QAN and ex-
pound upon its advantages. In addition, we use RM-QAN to
realize CV-QKD and evaluate the performance of QKD
through a complete noise analysis. Based on this physical struc-
ture, we construct a proof-of-principle experimental platform
and verify the feasibility of multi-user secure key sharing.
Finally, we provide a conclusion.

2. RESULT

A. Physical Structure of RM-QAN
Our RM-QAN physical structure is described as follows. In the
QAN, the quantum network unit (QNU) is the device held by
the user, which corresponds to the optical network unit (ONU)
[70–72] in the optical access network. The QNU does not need
to be responsible for receiving light in our scheme, nor does it
need to be responsible for generating light sources. Instead,
QNU needs only to modulate the key information. It reduces
the overall system cost of the QAN. The work of generating
and receiving light is all done by the quantum line terminal
(QLT). QLT is the terminal equipment used to connect quan-
tum trunks, which corresponds to the optical line terminal
(OLT) [70–72] in the optical access network. Notably, QLT
serves as a terminal in the QAN, distinct from its function
as a relay. In this scheme, multiple QNUs share their respective
keys with the same QLT. The round-trip structure is divided
into two stages. First, the optical carrier is transmitted from the
QLT side to the QNU side. There is a loss of 1/N in this part,
but it is not involved in the transmittance of QKD. Second, the
optical carrier is transmitted from the QNU side to the QLT
side. Light transmitted to the QLT side is brought together
from signals of all users. There is also a loss of 1/N in this part,
which is involved in the transmittance of QKD. Therefore, the

multi-user quantum network can be completed with one laser
and one detector, which is more efficient than other schemes.
In our scheme, according to the upstream transmission direc-
tion, it can be understood that QNU is Alice and QLT is Bob
in the classical scheme.

For a single user, this QKD scheme is actually a plug-and-
play QKD architecture. The plug-and-play scheme was pro-
posed in Ref. [73] and experimentally verified in DV-QKD
[74–76] and CV-QKD [77]. In addition, the plug-and-play
scheme has corresponding commercial QKD systems [78].
For security, QNU can further randomize the global phase
of each pulse, measure the incoming intensity, and introduce
sufficient attenuation, and the standard security proofs of a
one-way system can be used [79], which has been used in
the CV case [77].

FDM is a multiplexing technology that modulates multiple
baseband signals to different frequency carriers and then super-
imposes them to form a composite signal. The FDMmethod is
like a “frequency modulation (FM) radio system,” which can be
tuned to different frequencies to receive information from dif-
ferent sources. In the implementation, since the quadrature
components can be modulated on different frequency bands,
they can be used to transmit the quantum key [52,53], and
therefore the FDM method can be adopted for multi-user
key distribution. Time division multiplexing (TDM) is an al-
ternative scheme, but it has a high requirement of time slot
control. The principle of our scheme is described in de-
tail below.

As can be seen from the schematic diagram of RM-QAN in
Fig. 1, there are multiple QNUs corresponding to one QLT.
First, a continuous wave is generated and transmitted by QLT
in the optical layer. Then, it is divided intoN pieces through an
N:1 splitter, which does not carry any data. After receiving
light, QNU will conduct secure key modulation through a ra-
dio frequency (RF) signal, which carries the information on
different frequency bands, and can be distinguished clearly
on the spectrum. QNU selects the number k ∈ f0,1,2,3g to
form a random sequence of length n with equal probability.
Then QNU prepares n coherent states according to the random
sequence. The ith coherent state can be expressed as

jαki � jαei�2k�1�π∕4i, i ∈ f0,1, � � � , ng, (1)

where α2 � V QNU∕2 � V A∕2. V QNU is the modulation vari-
ance of QNU in our scheme. Since QNU is equivalent to Alice,
all V QNU below are replaced by the more familiar expression
V A. Assuming that the carrier frequency registered for the
first QNU is AMHz and the carrier frequency interval of
adjacent QNUs is BMHz, the carrier frequency modu-
lated by the second QNU can be expressed as A� BMHz.
Similarly, the carrier frequency modulated by the N th QNU is
A� N · BMHz. In the modulation process, the original signal
k is separated into two groups of information a and b in binary,
where a represents the first binary number, and b represents the
second binary number. Then, the baseband signal is modulated
according to the corresponding carrier frequency of each QNU.
Therefore, the transmitted signal can be represented by

f �t� � a sin�ωt� � b cos�ωt�, (2)
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where ω is the carrier frequency, and t is the time series. The
advantage of this modulation method is that the signal can keep
a four-state orthogonal form. Then the key is transmitted back
through the round-trip structure, and the modulated signal
light is returned to the splitter. The signal light modulated by
each QNU is gathered together by the splitter to form a signal
light containing N frequency bands. Finally, the signal light is
passed back to the QLT through the round-trip structure.

After receiving through a coherent receiver, QLT will get a
mixed multi-band spectrum, in which the information is indis-
tinguishable in the time domain but can be clearly distin-
guished in the frequency domain. QLT first checks all
bands that QNU has registered. When accessing the network,
each QNU needs to register its frequency band, i.e., carrier fre-
quency. QLT checks the registered bands to see which QNU is
currently communicating. This registration method can effec-
tively prevent Eve from using illegal frequency bands to obtain
information. For these bands, QLT uses bandpass filtering to
separate them. Then, QLT performs the first phase shift recov-
ery for the information, which addresses the optical phase drift
during signal transmission. After that, since the key obtained at
this time still carries out spectrum shifting, QLT needs to re-
move its carrier by coherent demodulation for each QNU.
Coherent demodulation can obtain baseband signals ga�t�
and gb�t�. The formula of coherent demodulation is

ga�t� � f �t� sin�ωt� � b
2

sin�2ωt� − a
2
cos�2ωt� � a

2
,

gb�t� � f �t� cos�ωt� � a
2

sin�2ωt� � b
2

cos�2ωt� � b
2
, (3)

where ω is the carrier frequency, and t is the time series. Then
ga�t� and gb�t� are low pass filtered to obtain the baseband

signal for each QNU. After that, QLT downsamples the ob-
tained data according to the symbol rate. QLT then performs
a second phase shift recovery to complete the original data re-
storation. The second recovery is because the data may have
rotation as a whole due to the phase of the RF signal, and
the original data need to be obtained by the inverse operation
as a whole. Finally, QLT does the frame synchronization for
data alignment.

To prove that the interference between each user’s signal
does not exist, assume that

ESN �t� � ASN cos�ωSN t � ϕSN �,
EL�t� � AL cos�ωLt � ϕL�, (4)

where ESN represents the signal of the N th user, EL represents
the local oscillator (LO), ASN and AL denote power,
ωSN � ωO � ωN and ωL � ωO are the frequency, ωO repre-
sents the frequency of light, ωN represents the carrier frequency
of the N th user, ϕSN and ϕL represent the phase, and t denotes
the time series. The output optical power after coherent detec-
tion is

P � K �jES1 � � � � � ESN � ELj2 − jES1 � � � � � ESN − ELj2�

� 4K
XN
i�1

�ASiAL cos�ωSi t � ϕSi� cos�ωLt � ϕL��

� 2K
XN
i�1

ffiffiffiffiffiffiffiffiffiffiffi
PLPSi

p
fcos�ωi t � ϕSi − ϕL�

� cos��2ωO � ωi�t � ϕSi � ϕL�g, (5)

where K is the coefficient of photoelectric conversion.
Therefore, the beat frequencies between different users’ signals
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Fig. 1. Schematic diagram of the round-trip multi-band quantum access network (RM-QAN). First, a continuous wave is generated and trans-
mitted by the quantum line terminal (QLT). Then, the continuous wave is divided into N pieces through an N:1 splitter. The quantum network
unit (QNU) modulates the key information on different carrier frequencies to be distinguished clearly on the spectrum. Then the key is transmitted
back through the round-trip structure, and the modulated signal light is returned to the splitter. Finally, the signal light is passed back to the QLT,
which demodulates the received signal.
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are eliminated after coherent detection. The frequency of the
latter term

PN
i�1 cos��2ωO � ωi�t � ϕSi � ϕL� is far beyond

the bandwidth of the detector and cannot be detected. Only the
former term

PN
i�1 cos�ωi t � ϕSi − ϕL� still exists. In conclu-

sion, interference between different users does not exist after
coherent detection.

This round-trip structure is mainly vulnerable to Eve’s prac-
tical security attacks, including the phase remapping attack
[80,81] and the Trojan-horse attack [79]. For the phase remap-
ping attack, the effective solutions are that QNU checks the
arrival time of the reference pulse and the signal pulse by mon-
itoring, verifying that she is applying the correct modulations to
her states [80]. For the Trojan-horse attack, since we cannot use
the isolator in the two-way structure, the filter can be used to
exclude the eavesdropper’s input light [79]. In addition, there
are three technical countermeasures: (1) installing a watchdog
detector with a switch at the entrance of QLT that randomly
routes a small fraction of incoming signals to this detector;
(2) opening the door for Eve for a smaller time duration;
(3) reducing the width of phase modulation voltage pulse [82].
Certainly, from a theoretical perspective, a higher amount of
privacy amplification can help QNU and QLT to destroy
the partial information of Eve. We need to estimate the maxi-
mum leakage due to Trojan-horse attacks, and incorporate
these elements in the security proof [79,83,84].

The RM physical structure has many advantages compared
with downstream and upstream QANs. In the downstream
QAN, the transmitters are located at QLT, while the receivers
are located at QNU [85]. This downstream scheme has two
major disadvantages. First, each QNU in the network requires
a detector, which is normally expensive and difficult to operate.
Second, it is impossible to locate the data of each user certainly.
Therefore, all detectors must run at the same speed as the trans-
mitter to avoid missing the key, which means that most of the
detector’s bandwidth is unused. In the upstream QAN, QNU is
responsible for transmitting the key, and QLT is responsible for
receiving the key [69]. The upstream scheme still requires
multiple laser sources to prepare a quantum signal, which is
difficult for ordinary users to afford. In addition, the network
capacity has to be determined before building the up-
stream QAN.

RM-QAN solves the above issues well. In our scheme, each
QNUneeds only one modulator and one circulator to plug into
the network, and the entire network requires only one laser and
one detector, which is efficient. Moreover, the bandwidth of the
detector is fully used due to FDM. In addition, network scal-
ability and noise suppression are wonderful, which means a
large number of users can easily access it at any time.

B. CV-QKD Based on RM-QAN

1. Secret Key Rate
In the following, we evaluate the reachable secret key rate under
the RM-QAN for discrete modulation coherent state (DMCS)
CV-QKD [34]. The formula of the secret key rate for unit
system repetition frequency is in Appendix A. For the
practical CV-QKD system, the secret key rate K s can be calcu-
lated as

K s � RK p, (6)

where R is the repetition frequency of the CV-QKD system.
The excess noise is the untrusted noise in the system.
Through the physical noise analysis in Section 3, the excess
noise of the RM-QAN can be described as

ε � εRB � εFC � εOC � εMO � εAM � εPH: (7)

In Eq. (7), εRB represents the noise introduced by Rayleigh
backscattering. εFC denotes the noise introduced by the fre-
quency cross talk, which is caused by photons leaking from
other frequency bands. In addition, εOC represents the noise
introduced by the imperfection of the optical circulator, espe-
cially concerning the isolation and directionality. εMO is the
modulation noise caused by the uncertainty of modulation
voltage. The change in the number of photons caused by spon-
taneous radiation will be reflected in the amplitude of the laser,
forming amplitude noise εAM. The spontaneous radiation of
the laser causes not only a change of intensity but also a random
change in the frequency of the laser pulse signal, forming phase
noise εPH. Specific theoretical derivation values of each noise
component can be found in Section 3.A.

Other parameters are quantum efficiency η � 0.42, electri-
cal noise vel � 0.18, reconciliation efficiency β � 0.97, modu-
lation variance V A � 0.5 SNU, and repetition frequency
R � 1 MHz. TheN:1 splitter on the return path can introduce
1/N loss on each arm, thereby reducing the secret key rate of all
users, and transmittance will change to T� 10−αL∕10∕N S,
where N S is the branch number of the N:1 splitter. In the next
step, we can introduce high speed optical switches to eliminate
the loss caused by the splitter. The comparison diagram of the
secret key rate between this scheme of different network
capacities N and other classical schemes is shown as Fig. 2.

In Fig. 2, the Pirandola–Laurenza–Ottaviani–Banchi
(PLOB) bound has the farthest transmission distance when
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Fig. 2. Comparison diagram of secret key rate between this scheme
of different network capacities and other classical schemes. Parameters
are set as η � 0.42, vel � 0.18, β � 0.97, V A � 0.5 SNU (shot
noise unit), R � 1 MHz. It describes the change of secret key rate at
different transmission distances in the Pirandola–Laurenza–Ottaviani–
Banchi (PLOB) bound and round-trip multi-band continuous-
variable quantum key distribution (CV-QKD) with different users,
where the ordinate value corresponding to the dotted line is the secret
key rate under the condition of 30 km achieved in theory.
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the secret key rate is determined without a repeater and the
highest secret key rate when the transmission distance is deter-
mined [86]. The curve of CV-QKD in different users is the
relationship between the secret key rate and the distance cor-
responding to the different network capacities of RM-QAN. As
can be seen from the figure, the secret key rate of all schemes
decreases with the increase of transmission distance. Our
scheme does not exceed the limit of PLOB under the same
transmission distance. In addition, when the network capacity
increases, the secret key rate decreases due to the gradual in-
crease of optical circulator noise and frequency cross talk noise.
The secret key rate will decrease obviously with the increase of
network capacity, since the assumed eavesdropper Eve can ob-
tain �N − 1�∕N signal, resulting in the increase of maximum
information that Eve can get. However, RM-QAN can still
support the encoding of 128 users. It conforms to the concept
of “the last kilometer” multi-access network.

2. Network Capacity
Network capacity is defined as how many users the network
system can support and is mainly affected by the branch num-
ber of the N:1 splitter. The network capacity of RM-QAN is
also affected by noise. The physical noise analysis in Section 3
shows that only optical circulator noise and frequency cross talk
noise are related to network capacity N. When network capac-
ity is small, frequency cross talk noise is the main component of
excess noise. However, when network capacity is large, fre-
quency cross talk noise tends to be constant, and optical cir-
culator noise is the main part of the noise. According to
previously calibrated parameters, the relationship among net-
work capacity, transmission distance, and secret key rate is
shown in Fig. 3.

In Fig. 3, the abscissa represents the transmission distance,
the ordinate represents network capacity, and the color legend
on the right of the graph represents the value of the secret key
rate of each user, which decreases gradually from red to blue.
Different network capacity scenarios are distinguished in Fig. 3
due to the varying transmittance attenuation caused by differ-
ent splitting ratios, resulting in a direct effect on the secret key
rate of users. As can be seen from Fig. 3, when network capacity
is determined, the secret key rate decreases gradually with the
increase of transmission distance. When the transmission

distance is determined, the secret key rate decreases with the
increase of network capacity. When users are added, the change
of excess noise is small, and the secret key rate of each user
remains almost constant. Certainly, if the detector bandwidth
is not high enough, the number of users will be mainly limited
by the detector bandwidth under the FDM scheme. If the
number of users is larger, QLT requires higher output optical
power to ensure that QNU achieves a certain output modula-
tion variance, and we can use a high output power laser. It re-
flects that the RM quantum network scheme can accept a high
network capacity without a performance penalty. In practical
implementation, to achieve more accurate modulation variance
adjustment, the light entering QNU and the total optical power
will be larger, so network capacity will decrease. If network
capacity is determined, the secret key rate of each user will
be stable and not affected when more users access this network.
In addition, our scheme needs only an optical circulator and a
phase modulator (PM) to plug in a user, which has a low cost
requirement for new users to access and a small impact on the
secret key rate of each existing user. In conclusion, this scheme
has high practicability.

C. Experiment Verification

1. Experimental Setup
The optical structure of RM-QAN used in the experiment is
shown in Fig. 4. First, the light generated by the laser of QLT is
divided into two parts by a beam splitter (BS) with a 2:1 ratio.
The laser we use in the experiment has a very narrow linewidth,
typically 100 Hz. Therefore, the interval between light before
transmission and after transmission is less than the coherent
length of the laser. On this basis, we realize homodyne detec-
tion, which means the beat frequency is zero. Light of higher
power acts as the LO of the system. Light of lower power passes
through a variable optical attenuator (VOA) to the optical cir-
culator. The function of QLT’s VOA is to weaken light into
appropriate optical power. Light is transmitted from port1
to port2 of the optical circulator and to the 30 km optical fiber
spool. Afterward, the continuous wave laser is transmitted to a
BS through the optical fiber spool. Then the light is evenly di-
vided into eight QNUs by BS with a ratio of 8:1. Due to the
limitation of modulated RF signal ports, we connected three
QNUs in one experiment and verified the experimental
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possibility of eight users through multiple experiments. After
arriving at the QNU, light is transmitted to a VOA through
port2 to port3 of the optical circulator. The function of
QNU’s VOA is to balance the optical power of each user.
However, due to the manual adjustment of VOA, the optical
power of each user cannot be completely identical, so there are
differences in the signal-to-noise ratio (SNR) of each user in the
experimental results. In practical implementation, the elec-
tronically controlled VOA can accurately control the output
optical power of the QNU side. Light then enters a PM for
QKD modulation, which is achieved using an arbitrary
waveform generator (AWG). Different QNUs modulate infor-
mation on different carrier frequencies, which can be distin-
guished on the spectrum diagram. QNU1, QNU2, and
QNU3 in Fig. 4 select 10 MHz, 20 MHz, and 30 MHz bands,
respectively. Afterward, the signal light enters the polarization
controller (PC). The function of QNU’s PC is to adjust the
polarization of each user, which can be eliminated after we
use all polarization-maintaining fiber in practical implementa-
tion. After passing through the PC, it enters through port1 of
the optical circulator, exits through port2, and returns to BS
with an optical ratio of 8:1. At BS, the signal lights of the
QNUs are converged into an optical fiber. After passing
through the optical fiber spool again, the signal light enters
from port2 of the optical circulator at the QLT and comes
out from port3. Then the signal light reaches the PC of QLT
for overall polarization adjustment. Finally, the signal light and
LO light enter the integrated coherent receiver (ICR). After
detection, the signal is collected in an oscilloscope. According
to the Nyquist sampling theorem, the sampling frequency must
be higher than two times the highest signal frequency. In this

case, there is no signal spectrum aliasing, and the signal can be
completely recovered. We adopt the no-switching scheme [26]
and the reverse reconciliation scheme [24], which means that
we use data obtained by QLT as a basis for reconciliation. In the
case of reverse reconciliation, we can judge the maximum
amount of information that Eve can obtain through the param-
eter estimation process, and then remove this part in privacy
amplification to ensure the security of the final secret key.
In this scenario, it can resist Eve’s splitting attack.

2. Signal Processing
To separate the data of different users, FDM is adopted in the
experiment. In the modulation of QNU, the modulated signal
is the waveform generated by the baseband signal and corre-
sponding carrier frequency. The signal can be represented by
Eq. (2). Then the AWG loads the signal f �t� to the PM
for phase modulation. There are two advantages to operating
like this. First, the signal formed in this way has an extremely
strong ability to resist phase shift and noise. Second, the signal
must be an orthogonal four-state CV-QKD signal after coher-
ent demodulation. Their relative positions will not be changed,
but only by the overall rotation, which is convenient for signal
recovery. After coherent demodulation, the signal must be an
orthogonal four-state CV-QKD signal. Their relative positions
will not be changed, but will be rotated only as a whole.

In the demodulation of QLT, bandpass filtering is first em-
ployed for different frequency bands. Afterward, QLT deter-
mines whether there is a signal on each registered frequency
band. After that, the first phase shift recovery is carried out
to recover the optical phase. Since the obtained signal is
adopted spectrum shifting, QLT uses coherent demodulation
to restore the original signal of the baseband. It should be noted

Fig. 4. Optical configuration of the round-trip multi-band scheme. First, the light transmitted by the laser of QLT is divided into two parts by a
beam splitter (BS) with a 2:1 ratio. The light of higher power acts as the local oscillator (LO) of the system. The light of lower power passes through a
variable optical attenuator (VOA) to the optical circulator. Light is transmitted from port1 to port2 of the optical circulator and to the 30 km optical
fiber spool. Afterward, a continuous wave is transmitted to a BS through the optical fiber spool. After arriving at the QNU, light is transmitted to a
VOA through port2 to port3 of the optical circulator, and then enters a phase modulator (PM) for signal modulation. Afterward, the signal light
enters the polarization controller (PC). After passing through the PC, it enters through port1 of the optical circulator, exits through port2, and
returns to BS. After passing through the optical fiber spool again, the signal light enters from port2 of the optical circulator at the QLT and comes out
from port3. Then the signal light reaches the PC of QLT. Finally, the signal light and LO light enter the integrated coherent receiver (ICR).
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that the coherent demodulation of QLT needs to be used for
ga�t� and gb�t�. The formula of coherent demodulation can be
expressed as Eq. (3). QLT uses low pass filtering of the base-
band frequency to get the baseband signal. After downsam-
pling, the second phase shift recovery is carried out to rotate
the signal as a whole. Then, the signal is determined by cross-
correlation to complete frame synchronization. In frame syn-
chronization, it is necessary to pay attention to the effect of
mean value on cross-correlation. After that, QLT will do the
parameter estimation to evaluate excess noise and further the
information Eve can acquire, excluding this part in the post-
processing. We also monitor the input optical power at both
QNU and QLT to close the potential practical security
loophole.

3. Experimental Results
The experimental results of RM-QAN are presented in the fol-
lowing. As can be seen from Fig. 5, the 10 MHz, 20 MHz, and
30 MHz frequency bands modulated by three QNUs can be
clearly seen in the mixed spectrum obtained by QLT. There is
no spectrum aliasing in these bands. Since the modulation

scheme is DMCS, the signal constellation presents four states,
which correspond to the different values of k in Eq. (1).
Different values of k correspond to different colors. As shown
in constellation diagrams of three QNUs in Fig. 6, the signal
variance gradually decreases to the variance of shot noise with
the reduction of SNR. It can also be seen from the constellation
diagrams that the four states become more and more indistin-
guishable with the decrease in SNR. However, the result of
cross-correlation is still clear in Fig. 7, which can easily com-
plete frame synchronization. Since AWG is a clock synchron-
ized with the oscilloscope, each red point in Fig. 7 should have
the same horizontal coordinate, which means the frame syn-
chronization position should be with the same value. It was
well verified in our experiments with excellent frame synchro-
nization results. In addition, the excess noise of 100 frames of
each QNU fluctuates around zero, as shown in Fig. 8. Excess
noise mainly comes from frequency cross talk noise, and the
fluctuation comes from the deviation of data statistics. Their
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Fig. 5. Spectrum diagram of the signal obtained by QLT through
the coherent receiver. It describes the change of amplitude at different
frequencies.
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Fig. 6. (a) Signal constellation of QNU1, with V A�0.5587 SNU. (b) Signal constellation of QNU2, with V A�0.5170 SNU. (c) Signal con-
stellation of QNU3, withV A � 0.5641 SNU. The data in the figure were obtained through several experiments, where k represents different states in
discrete modulation coherent state (DMCS) CV-QKD. Different values of k correspond to different colors.
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average is slightly more than zero. Inconsistent noise from dif-
ferent users results from statistical deviation in finite samples.
Since we filter out noise from other users, the noise from differ-
ent users will tend to be same when the amount of data is large.
In Fig. 9, the ordinate value corresponding to the dotted line is
the achievable secret key rate under the condition of 30 km in
our experiment, where the secret key rate of QNU1
is 825.82 bit/s, the secret key rate of QNU2 is 674.46 bit/
s, and the secret key rate of QNU3 is 635.95 bit/s. At present,
due to the limitation of modulated RF signal ports, we have
carried out experimental verification with eight users in

multiple experiments. The feasibility of realizing more users
can be fully inferred from the results, which can be realized
by a BS with multiple interfaces.

3. DISCUSSION

A. Physical Noise Analysis
In RM-QAN, the total noise can be classified into trusted
noises and untrusted noises according to the traditional
QKD noise model. Trusted noises are those that can be
calibrated by the receiver QLT, which cannot be controlled
by Eve, and they constitute electronic noise vel in the secret
key rate bound calculation model. Untrusted noises, however,
are caused by channel non-idealities or device non-idealities.
These noises cannot be calibrated accurately and are control-
lable by Eve. Therefore, these noises constitute excess noise
ε in the secret key rate bound calculation model and indicate
the extent of eavesdropping. To ensure the security of the QKD
access network, we performed an analysis of actual physical
noise. The untrusted noises introduced by our special scheme
are Rayleigh backscattering noise εRB, frequency cross talk noise
εFD, and optical circulator noise εOC. These are all untrusted
noises. At the same time, we also briefly analyze the classical
untrusted noise and classical trusted noise in general CV-QKD.
In this way, the system performance can be analyzed by this
updated physical noise model.

1. Rayleigh Backscattering Noise
In our scheme, light is transmitted from QLT by a round-trip
structure, modulated by QNU, and received by QLT. This
round-trip structure has a scattering effect, resulting in noise.
Scattering noise is mainly divided into Rayleigh backscattering
noise and Raman scattering noise. Raman scattering noise
mainly affects the wavelength division multiplexing (WDM)
system [87]. However, our FDM access network uses a single
laser, which makes the wavelength unique. Moreover, theoreti-
cal analysis shows that the influence of Raman scattering on
CV-QKD can be ignored because the LO light acts as a filter.
In conclusion, only Rayleigh backscattering noise needs to be
considered [88].

Rayleigh backscattering noise εRB is caused by the interfer-
ence of noise photons in the same spectral segment in the co-
herent detection of QLT, which can neither be filtered out nor
attenuated. Rayleigh backscattering can occur anywhere in the
fiber, and it cannot be monitored by a timing detector.
Therefore, Rayleigh backscattering noise is something that
needs to be considered in our scheme. The number of scattered
photons produced by the Rayleigh backscattering effect is [88]

hN̂ RBi � �1 − T �10β∕10hN̂QNUiR, (8)

where R is the repetition frequency of the system, and
η� 10−LQNU∕10. Since all QNUs are in parallel, LQNU is the
loss inside one QNU round-trip. The transmittance is
T� 10−αL∕10, where L represents the length of the optical
fiber, and α denotes the attenuation coefficient. β represents
the Rayleigh backscattering coefficient. hN̂QNUi � 0.5V A is
the number of photons returning from QNU, where V A is the
modulation variance. τ is the electric integration time of the
heterodyne detector, namely, the gate pulse time; then,
Rayleigh backscattering noise is
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εRB � 2hN̂ RBiτ
ηT

� 2�1 − 10−αL∕10�10β∕10hN̂QNUiRτ
η10−αL∕10

� �1 − 10−αL∕10�10β∕10V ARτ
10−LQNU∕1010−αL∕10

: (9)

As shown in Fig. 10, this image describes the relationship
between Rayleigh backscattering noise εRB and transmission
distance L. As can be seen from the figure, Rayleigh backscat-
tering noise increases gradually with the increase of transmis-
sion distance, but its order of magnitude is always within an
acceptable range.

2. Frequency Cross Talk Noise
Because our access network scheme uses FDM to distinguish
users, it inevitably produces photon cross talk between different
frequency bands. When filtering the frequency band of a single
user, the photons from other frequency bands leak in and pro-
duce noise. This noise is called frequency cross talk noise εFC.

Before considering the frequency cross talk noise of all other
users to a single user, we can simply consider the noise between
any two bands εF. First, frequency interval Δf is an important
parameter to describe noise between frequency bands εF. In
addition, the intensity of signal light also affects interband noise
εF, which can be described by modulation variance V A. As the
FDM scheme needs to use a bandpass filter to separate signals
in different bands, the parameters of the filter also affect the
noise between bands εF. The influence of interband noise
εF is also different for different filter types. The classical
Butterworth filter, which is used in our experiment, will be an-
alyzed in the following. The Butterworth filter is mainly af-
fected by the passband range and stopband range of the
bandpass filter. It should be noted that other parameters of
the filter, such as sampling rate, maximum passband attenua-
tion, and maximum stopband attenuation, can be taken as

reasonable values. Within reasonable limits, these parameters
have little influence on filtering results. In conclusion, inter-
band noise εF is mainly affected by frequency interval Δf ,
modulation variance V A, passband range, and stopband range.

Before establishing the QKD link, we calibrated the appro-
priate stopband and passband for the bandwidth filters of indi-
vidual users through experimental test data in advance. By
searching for the optimal SNR, the optimal passband and stop-
band are found. Naturally, it is also possible to determine a
better adaptive dynamic filter through machine learning and
other algorithms to achieve a better filtering effect, but this
is not within the scope of this paper. After hundreds of experi-
ments, we got a reasonable passband and stopband range. Since
signals mainly exist in the first main lobe, we take the passband
boundary as the first main lobe of the signal and the stopband
boundary as the second main lobe of the signal. This filtering
result may not be the best, but it has met our experimental
requirements.

Since the filtering process is solving linear differential equa-
tions with constant coefficients, we use the Monte Carlo
method to obtain the noise between frequency bands εF. After
several simulations, we obtained the relation between frequency
interval Δf and frequency division noise εF under different
modulation variances V A, as shown in Fig. 11.

The dots in the figure represent values obtained by the
Monte Carlo method, and the curves are obtained by the non-
linear fitting method. It can be seen from the figure that the
noise between frequency bands εF is proportional to the modu-
lation variance V A and decreases with the increase of frequency
interval Δf . It is worth mentioning that V A is rounded to bet-
ter represent it in Fig. 11. The value of V A does not affect the
generality of the resulting formula. Thus, interband noise εF
can be expressed as

εF � V A�ea � Δf b�, (10)

where a � 27.27 and b � −2.066. Given the noise between
any two frequency bands εF, we can calculate the frequency
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Fig. 10. Relationship between Rayleigh backscattering noise
and transmission distance. Parameters are set as β � −40 dB,
α � 0.2 dB∕km, V A � 0.5 SNU, R � 1 MHz, τ � 1 ns, LQNU �
3 dB. It describes the change of Rayleigh backscattering noise at differ-
ent transmission distances.
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cross talk noise εFC of a single user, which is affected by all other
users. In our experiment, we found that noise εF when there are
users on both sides at the same distance is the same as noise εF
when there are users on only one side. So frequency cross talk
noise εFC is relevant only to the presence or absence of the user
at a certain distance. Thus, we get the influence of the number
of users, namely, network capacity N, on noise εFC when
V A � 1 SNU, as shown in Fig. 12.

The dots in the figure represent discrete values of noise εFC
under different network capacities, and the curves represent
continuous values derived from the nonlinear fitting method.
As can be seen from the figure, the frequency cross talk noise
εFC influenced by all other users increases gradually with the
increase of network capacity, but the increase rate decreases
gradually. It can be described as

εFC � V Aced∕N , (11)

where c � 3.815 × 10−3 and d � −0.4576. Thus, we can get
that noise εFC will gradually approach the value of c with the
increase of network capacityN, as shown in the inset of Fig. 12.
When network capacity is N � 10, 000, εFC is extremely close

to 3.815 × 10−3. When network capacity tends to be infin-
ite, εFC � 3.815 × 10−3.

3. Optical Circulator Noise
The round-trip QAN introduces an optical circulator to com-
plete the optical round-trip scheme. However, the optical
circulator is not found in the classical CV-QKD system.
Moreover, the noise introduced by the optical circulator is
non-ignorable when there are a large number of users.
Therefore, we analyze the noise effect of the optical circulator
on the system.

An optical circulator is a multiport nonreciprocal optical de-
vice. Its function is to make the optical signal be transmitted
only along the specified port order. The three-port optical cir-
culator we use is transmitted from port1 to port2 and from
port2 to port3. The unique parameters in the optical circulator
are isolation and directionality. Directionality is also called the
cross talk of the optical circulator. The isolation is due to the
imperfection of the optical circulator. When light is reversed,
some light will still pass through. Directionality is caused by the
structure of the optical circulator and other reasons, so that part
of the light passing through port1 is directly output from port3.
The isolation of the optical circulator is defined as the ratio of
input optical power to output optical power in reverse light
transmission [89]. The directionality of the optical circulator
is the ratio of the input optical power of port1 to the output
optical power of port3 when port2 is terminated and there is no
reflection [89]. Therefore, the isolation and directionality of the
optical circulator can be expressed as

I 21 � 10 lg�P21∕P12�,
I 32 � 10 lg�P32∕P23�,
D � 10 lg�P1in∕P3out�, (12)

where I 21 is the optical isolation from port2 to port1, and I32 is
the optical isolation from port3 to port2. In the case of port2 to
port1, P21 is the optical power transmitted by port2, and P12 is
the optical power received by port1. In the case of port3 to
port2, P32 is the optical power transmitted by port3, and
P23 is the optical power received by port2. D is the direction-
ality of the optical circulator, where P1in is the optical power
input of port1, and P3out is the optical power output of port3.

For different optical structures, the noise introduced by the
optical circulator is different. For our scheme, as shown in
Fig. 13, the following analysis can be carried out.
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Fig. 12. Relation between network capacity and frequency cross
talk noise. Parameters are set as c � 3.815 × 10−3, d � −0.4576.
Hollow points are obtained by the Monte Carlo method, and curves
are obtained by nonlinear fitting. The inset shows what happens when
the network capacity is large. It describes the change of frequency cross
talk noise at different network capacities.
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First, we analyze the optical circulator of QLT. It receives
light from the laser at port1 and transmits it to QNU at port2.
The signal light returned by QNU is then received at port2 and
outputs to the detector at port3. As the signal light is returned
to the optical circulator, some light will enter port1 from port2
and return to the laser. Therefore, we added an optical isolator
behind the laser to avoid damaging the laser and generating
noise. Lasers usually need optical isolators to protect them, so
the optical isolator in our scheme is not shown in Fig. 13. For
the light received by port1, some will be directly output to the
detector from port3, which will become noise photons and gen-
erate noise. The noise can be described as

εQLT
OC � 10D∕10V A

10−αL∕1010−LQNU∕10
, (13)

where L is the length of the optical fiber, α is the attenuation
coefficient, and the transmittance is T� 10−αL∕10. Since all
QNUs are in parallel, LQNU is the loss inside one QNU for
a round trip. V A is the modulation variance.

Second, we analyze the optical circulator of QNU. The op-
tical circulator in the QNU receives light from the QLT at
port2, and then transmits it to the PM at port3. Afterward,
it receives the modulated signal light at port1 and outputs it
to the QLT at port2. As light from the QLT enters the optical
circulator, some enters port1 from port2, which finally enters
the PM. However, light will be screened out by PM due to the
unipolarity of PM and will not produce noise. For the signal
light received by port1, some light will directly output to the
PM from port3, becoming noise photons and generating noise.
The noise can be described as

εQNU
OC � 10D∕10NV A, (14)

where N is network capacity and also the number of QNUs.
In summary, the total noise εOC introduced by the optical

circulator is

εOC � 10D∕10V A

10−αL∕1010−LQNU∕10
� 10D∕10NV A

� 10D∕10V A�N � 10αL∕1010LQNU∕10�: (15)

Based on the above analysis, assuming that D � 60 dB,
α � 0.2 dB∕km, V A � 0.5 SNU, and LQNU � 3 dB, we can
get the relation between optical circulator noise and transmis-
sion distance, and the relation between optical circulator noise
and network capacity, as shown in Fig. 14.

As seen from the figure, the noise of the optical circulator
increases gradually with the increase of transmission distance
and network capacity, but it is within the acceptable range.

4. Other Untrusted Noise
In addition to the above mentioned Rayleigh backscattering
noise εRB, frequency cross talk noise εFC, and optical circulator
noise εOC, which are the characteristics of the scheme, un-
trusted noise also includes modulation noise εMO [90], ampli-
tude noise εAM [90], and phase noise εPH [90].

The first is modulation noise. Because of the uncertainty of
modulation voltage, noise will be introduced in the modulation
process, and we need to find the relationship between the
macro uncertainty of voltage and the optical quadrature com-
ponents. In Ref. [90], the relationship between modulation
voltage and optical quadrature components has been derived,
which can be expressed as

εMO � V A

�
π
ΔUDAC

UDAC

� 1

2

�
π
ΔUDAC

UDAC

�
2
�
2

, (16)

in which UDAC represents the voltage of the digital-to-analog
converter (DAC) in AWG, ΔUDAC denotes the specific
deviation of UDAC, and V A is the modulation variance. In
our experiment, ΔUDAC � 0.01UDAC, which is decided by
the resolution of the voltage of AWG; V A � 0.5 SNU, which
corresponds to our experimental setup. In this case,
εMO � 5.09 × 10−4, indicating that the contribution of modu-
lation noise is small in the total noise.
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Fig. 14. (a) Relation between optical circulator noise and transmission distance. The image describes the change of optical circulator noise at
different transmission distances. (b) Relation between optical circulator noise and network capacity. It describes the change of optical circulator noise
at different network capacities. Parameters are set as D � 60 dB, α � 0.2 dB∕km, V A � 0.5 SNU, LQNU � 3 dB.
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Because the LO used in coherent detection is physically real-
ized by a laser, the laser has intensity noise and phase noise. The
physical cause of the relative intensity noise of the laser is that
the laser source uses the principle of excited radiation to pro-
duce more photons. In addition, the change in the number of
photons caused by spontaneous radiation is reflected in the am-
plitude of the laser, forming amplitude noise. Therefore, am-
plitude noise can be calculated as

εAM � εsigRIN � εLORIN

� V A

� ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
RINsigΔvA

q
� 0.25RINLOΔvB

�
: (17)

Consider that the typical parameters of the laser are
RINsig � RINLO � 8 × 10−11 Hz−1, ΔvA � ΔvB � 10 kHz,
V A � 0.5 SNU, and amplitude noise εAM � 4.47 × 10−4.

The spontaneous radiation of the laser causes not only the
change of intensity but also the random change in the fre-
quency of the laser pulse signal, forming phase noise. Due
to the spontaneous radiation phenomenon inside the semicon-
ductor laser, the photon generated by it is random in polariza-
tion and phase, which will directly affect the amplitude and
phase of the light field formed by the excited radiation. For
amplitudes, the magnitude is restored to the mean by glazing
the radiation field with the inversion of the particle number in
the laser medium, but the phase has no such resilience.
Therefore, phase noise can be described as

εPH � 2πτV A�ΔvA � ΔvB�: (18)

According to the conventional parameter of coherence de-
tection to weak coherent light, assume that τ � 1 ns,
ΔvA � ΔvB � 10 kHz, V A � 0.5 SNU, and phase
noise εPH � 6.28 × 10−5.

5. Trusted Noise
In addition to the untrusted noise mentioned above, there is
also trusted noise that can be calibrated or controlled by
QLT. Here we briefly describe three kinds of common trusted
noise: detector thermal noise εDET, analog-to-digital converter
(ADC) quantization noise εADC, and common-mode rejection
ratio (CMRR) noise εCMRR [90].

Detector thermal noise is a kind of white Gaussian noise. Its
amplitude distribution is Gaussian, the mathematical expecta-
tion is zero, and its power spectral density is constant. Thermal
noise is a kind of noise produced by electronic components in
the system, mainly by resistors and metal–oxide–semiconduc-
tor (MOS) tubes. The generation of resistance thermal noise is
related to the thermal motion of electrons. Therefore, the ther-
mal noise of the detector can be expressed as

εDET � 2
NEP2Bτ
hf PLO

, (19)

where NEP �inW∕
ffiffiffiffiffiffi
Hz

p � is the equivalent noise power. NEP
represents the optical signal power required to be input when
SNR � 1. If we take the general parameters NEP�
4.5 pW∕

ffiffiffiffiffiffi
Hz

p
, B� 250MHz, τ� 1 ns, hf � 1.28×10−19 J,

and PLO � 8 mW, then εDET � 9.99 × 10−3.
The weak coherent state is detected and amplified by a bal-

anced detector such that the final output voltage signal is pro-
portional to the measured canonical component. However, if

the output voltage is quantized by an ADC, the ADC intro-
duces additional noise to the weak coherent state, making
the excess noise larger. The same as detector noise, we convert
a macroscopic physical quantity such as ADC noise into noise
on the canonical component of the quantum state. Therefore,
ADC quantization noise can be expressed as

εADC � 2τ

hf �gρ�2PLO

�
1

12

R2
U

22n
� V ADC

�
: (20)

We can estimate ADC noise by common parameters
n � 10 bit, τ � 1 ns, hf � 1.28 × 10−19 J, g � 20 kΩ,
ρ � 0.85 A=W, PLO � 8 mW, RU � 1 V, and V ADC �
10−8 V2; then εADC � 6.05 × 10−4.

A practical differential amplifier in a balanced detector am-
plifies not only the differential currents, but also their average
currents. If a heterodyne detector consisting of two homodyne
detectors is used for detection, the final noise introduced by
CMRR is

εCMRR � hf V 2
ARINsigΔvA

8τPLO�10CMRR=10�2 �
τPLORINLOΔvB
2hf �10CMRR=10�2 : (21)

Assuming that CMRR � 30 dB, PLO � 8 mW, τ � 1 ns,
V A � 0.5 SNU, RINsig � RINLO � 8 × 10−11 Hz−1, ΔvA �
ΔvB � 10 kHz, and hf � 1.28 × 10−19 J, in this case,
εCMRR � 2.50 × 10−4. This noise depends largely on the size
of the relative intensity noise of the LO, so the relative intensity
noise of the LO is required to be extremely low.

4. CONCLUSION

In conclusion, we propose a flexible and efficient quantum net-
work physical structure, namely, RM-QAN. In detail, this
QAN can make quantum states travel in a circle to transmit
data due to the round-trip structure. It can also support
multi-user access through multi-band quantum state transmis-
sion and separation. Based on this proposed network, we realize
multi-user secure key sharing through CV-QKD. The theoreti-
cal noise model of the multi-user CV-QKD has been estab-
lished, the user capacity and theoretical key rate of the
scheme have been discussed, and the proof-of-principle exper-
imental verification has been carried out. The proof-of-princi-
ple experiment shows that each QNU can share a practical
secret key rate of about 600 bit/s at a transmission distance
of 30 km with QLT.

Certainly, there are three main challenges in the practical
implementation of this scheme. (1) At this stage, we analyze
the secret key rate bounds in the asymptotic regime, and
the finite-size effects and composable security are not consid-
ered, which are critical to the final practical implementation. In
such a security framework, we need longer data blocks to
overcome the finite-size effect, which requires a higher commu-
nication rate and larger data storage, and therefore has require-
ments for hardware and algorithms. (2) The practical access of
more users also needs a classical communication protocol re-
lated to the data link layer and network layer to realize infor-
mation synchronization, such as the handshake protocol
between QNU and QLT. After accessing more QNUs, QLT
needs to exchange more classical data in the post-processing
stage, requiring the high bandwidth of the classical channel.
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(3) For practical security, the effective countermeasures of the
phase remapping attack [80,81] and the Trojan-horse attack
[79] have been proposed and can be added in further
implementation.

The advantage of our scheme is the simple optical structure
in the physical layer. Specifically, the round-trip structure re-
quires only one laser and one detector in the entire network,
and only one modulator and one circulator need to be plugged
in when a new user accesses. Performance evaluation shows
such networks have low physical excess noise for each user theo-
retically and can support multi-user access and quantum secure
key generation. Moreover, this scheme can coexist with classical
communication, since classical communication can adopt dif-
ferent frequency bands in FDM. Combined with the compre-
hensive protocols of the data link layer and network layer and
practical security countermeasures, this scheme can be an effec-
tive solution for QKD access network establishment. This work
lays the foundation for the subsequent establishment and ap-
plication of a large-scale and multi-user QAN.

APPENDIX A

In the following, we derive the secret key rate of DMCS CV-
QKD under collective attack. Specifically, in the case of reverse
negotiation, the secret key rate for unit system repetition rate
can be written as

K p � βIAB − χBE, (A1)

where β ∈ �0,1� is reverse negotiation efficiency, IAB is the mu-
tual information between Alice and Bob, and χBE is the maxi-
mum information that Eve can extract from Bob’s secret key.
According to Bob’s measurement variance V B � ηT �V � χtot�
and conditional variance V BjA � ηT �1� χtot�, where T is the
transmittance of the channel, IAB can be calculated as

IhomAB � 1

2
log2

V B

V BjA
� 1

2
log2

V � χtot
1� χtot

,

IhetAB � 2 ×
1

2
log2

V B

V BjA
� log2

V � χtot
1� χtot

, (A2)

where V � V A � 1 is the equivalent variance of pure two-
mode entangled states. V A � 2α2 is the modulation variance
in the preparation–measure model. Because heterodyne detec-
tion measures two quadrature components at the same time,
mutual information is multiplied by the coefficient 2. The total
noise χtot can be described as

χtot � χ line � χdet∕T ,

χ line � 1∕T − 1� ε, (A3)

where χ line denotes channel noise, χdet represents detection
noise, and ε is excess noise. For homodyne detection,
χdet � χhom � ��1 − η� � vel�∕η, and for heterodyne detection,
χdet � χhet � �1� �1 − η� � 2vel�∕η. η denotes quantum effi-
ciency, and vel represents electrical noise.

The core of secret key rate calculation is to evaluate the
upper bound of the information Eve steals. Under collective
attack, the Holevo bound is used to limit the maximum infor-
mation Eve can extract from Bob, so χBE is

χBE � S�ρE� −
Z

dmBp�mB�S�ρmB

E �, (A4)

where mB represents the measurements of Bob, p�mB� repre-
sents the probability density of the measurements, ρmB

E is
Eve’s conditional quantum state under Bob’s measurements,
and S denotes the von Neumann entropy of quantum state
ρ. Eve’s system can purify the system AB1, Bob’s measurement
can purify system AEFG, and S�ρmB

AFG� and mB are independent
of each other in the protocol, so χBE can be
simplified as

χBE � S�ρAB1
� − S�ρmB

AFG�: (A5)

Theoretical security analysis of the CV-QKD protocol
under collective attack shows that under the condition of
known covariance matrix γAB1

of state ρAB1
, if Eve’s eavesdrop-

ping operation is a Gaussian operation, it can get the most in-
formation, which is called “Gaussian attack optimality
theorem.” The theorem states that if the final quantum state
ρAB1

shared by Alice and Bob is regarded as a Gaussian state,
the calculated stolen information by Eve is an upper bound of
the real stolen information. The information entropy calcula-
tion of the Gaussian state is relatively simple, which means the
above equation can be simplified as

χBE �
X2
i�1

G
�
λi − 1

2

�
−
X5
i�3

G
�
λi − 1

2

�
, (A6)

where G�x� � �x � 1�log2�x � 1� − xlog2x. λi is the symplec-
tic eigenvalue of the covariance matrix, where λ1,2 correspond
to the covariance matrix γAB1

of representational state ρAB1
, and

λ3,4,5 correspond to the covariance matrix γmB

AFG of representa-
tional state ρmB

AFG. On the one hand, the covariance matrix γAB1

depends only on Alice and the channel, which is independent
of the specific detection mode. It can be expressed as

γAB1
�

�
V · I 2

ffiffiffiffi
T

p
Z 4 · σzffiffiffiffi

T
p

Z 4 · σz T �V � χ line� · I 2

�
, (A7)

where I 2 � diag�1, 1�, σz � diag�1, − 1�, and Z 4 reflects the
correlation between patterns AB1. It can be described as

Z 4 � 2α2�l 3∕20 l −1∕21 � l 3∕21 l −1∕22 � l3∕22 l −1∕23 � l3∕23 l 1∕20 �,
(A8)

where

l0,2 �
1

2
e−α2�cosh α2 	 cos α2�,

l1,3 �
1

2
e−α2�sinh α2 	 sin α2�: (A9)

It can be found that this matrix is similar to the covariance
matrix in the Gaussian modulation coherent state (GMCS)
CV-QKD protocol, except that the Einstein–Podolsky–Rosen
(EPR) correlation in the GMCS CV-QKD protocol is
ZG �

ffiffiffiffiffiffiffiffiffiffiffiffiffi
V 2 − 1

p
. When V A < 0.5, Z 4 is extremely close to

ZG. Under this condition, it can be considered that the infor-
mation χBE Eve steals from Bob is equal in both protocols.
Based on this conclusion, the secret key rate can be deduced
according to the GMCS CV-QKD protocol, and correspond-
ing parameters A and B are
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A � V 2 � T 2�V � χ line�2 − 2TZ 2
4,

B � �TV 2 � TV χ line − TZ 2
4�2: (A10)

On the other hand, matrix γmB

AFG can be calculated as

γmB

AFG � γAFG − σTAFGB3
HσAFGB3

, (A11)

where the symplectic matrix H represents the measurement
method in the pattern B3. For homodyne detection, H hom �
�X γB3

X �MP, where X � diag�1, 0�. MP stands for the Moore–
Penrose inverse of the matrix. For heterodyne detection,
H het � �γB3

� I2�−1. Matrices γB3
, γAFG, and σAFGB3

can be
obtained by decomposing the following covariance matrix:

γAFGB3
�

�
γAFG σTAFGB3

σAFGB3
γB3

�
, (A12)

which can be obtained by the transformation of the matrix de-
scribing system AB3FG. The matrix of system AB3FG is

γAB3FG � �Y BS�T �γAB1
⊕ γF0G�Y BS, (A13)

where γAB1
is given in Eq. (A7). γF0G describes the EPR state of

variance v, which is used for equivalent electrical noise of the
detector. So γF0G is

γF0G �
�

v · I2
ffiffiffiffiffiffiffiffiffiffiffi
v2 − 1

p
· σzffiffiffiffiffiffiffiffiffiffiffi

v2 − 1
p

· σz v · I 2

�
, (A14)

where v depends on the detection method. For homodyne de-
tection, v � ηχhom∕�1 − η� � 1� vel∕�1 − η�, and for hetero-
dyne detection, v � �ηχhet − 1�∕�1 − η� � 1� 2vel∕�1 − η�.
Finally, matrix Y BS describes the function of the BS on pattern
B2 and pattern F0, which is used for the equivalent quantum
efficiency of the detector. Therefore, matrix Y BS can be
denoted as

Y BS
B2F0

�
� ffiffiffi

η
p

· I 2
ffiffiffiffiffiffiffiffiffiffi
1 − η

p
· I 2

−
ffiffiffiffiffiffiffiffiffiffi
1 − η

p
· I2

ffiffiffi
η

p
· I 2

�
,

Y BS � IA⊕Y BS
B2F0

⊕ IG: (A15)

After obtaining the above matrix, we can find the symplectic
eigenvalues of matrix γmB

AFG. In the following, we directly give
their calculation formula:

λ23,4 �
1

2

�
C 	

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
C2 − 4D

p �
, (A16)

where C and D are determined by the specific detection
method. For homodyne detection,

Chom � V
ffiffiffi
B

p � T �V � χ line� � Aχhom
T �V � χtot�

,

Dhom�
ffiffiffi
B

p V � ffiffiffi
B

p
χhom

T �V � χtot�
, (A17)

and for heterodyne detection,

Chet�
1

�T �V � χtot��2
fAχ2het � B � 1� 2χhet

× �V
ffiffiffi
B

p
� T �V � χ line�� � 2T �V 2 − 1�g,

Dhet �
�
V � ffiffiffi

B
p

χhet
T �V � χtot�

�2
: (A18)

The last symplectic eigenvalue is

λ5 � 1: (A19)
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