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Integrated quantum key distribution (QKD) systems based on photonic chips have high scalability and stability,
and are promising for further construction of global quantum communications networks. On-chip quantum light
sources are a critical component of a fully integrated QKD system; especially a continuous-variable QKD (CV-
QKD) system based on coherent detection, which has extremely high requirements for the light sources. Here, for
what we believe is the first time, we designed and fabricated two on-chip tunable lasers for CV-QKD, and dem-
onstrated a high-performance system based on these sources. Because of the high output power, fine tunability,

and narrow linewidth, the involved on-chip lasers guarantee the accurate shot-noise-limited detection of quantum

signals, center wavelength alignment of nonhomologous lasers, and suppression of untrusted excess noise. The
system’s secret key rate can reach 0.75 Mb/s at a 50 km fiber distance, and the secure transmission distance can
exceed 100 km. Our results mark a breakthrough toward building a fully integrated CV-QKD, and pave the way

for a reliable and efficient terrestrial quantum-secure metropolitan area network. ~© 2023 Chinese Laser Press

https://doi.org/10.1364/PRJ.473328

1. INTRODUCTION

Quantum key distribution (QKD), a kind of quantum cryp-
tography technology, has been theoretically proven to be able
to provide unconditional secure communications. In the past
several decades, QKD has been studied and can be deployed in
real-world fiber networks [1-3]. Integrated and miniaturized
QKD systems provide a constructive solution to realize highly
stable, low-cost, portable, compact, and robust global ultra-
large-scale quantum communications networks [4-8]. The
key to the integrated QKD is the integration of a light source,
a linear element, and a detector. The integration of quantum
photonic components has already been reported [9-14], and a
QKD system integration has been initially demonstrated,
which means there is movement toward a fully integrated QKD
system [15].

Generally, there are two categories of QKD schemes:
discrete-variable QKD (DV-QKD) and continuous-variable
QKD (CV-QKD). The integration of DV-QKD has made sig-
nificant progress, and integrated DV-QKD systems are mainly
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divided into two categories. The first category includes
those with integrated light sources, such as an indium phos-
phide (InP) transmitter chip including an on-chip DBR
laser [coherence time > 1.5 ns, side-mode suppression ratio
(SMSR) > 50 dB, operating wavelength of 1550 nm with
~10 nm tuning range] and a silicon nitride receiver chip, which
achieves 568 kb/s secure key rate for an emulated 20 km fiber
link [9]. Measurement device independent (MDI)-QKD has
been demonstrated between two independent InP transmitters
with on-chip lasers (linewidth of 30 pm, SMSR of 50 dB, and a
tuning capability of 10 nm in the C-band), which achieves
12 kb/s over a 25 km emulated fiber link and 1 kb/s over a
100 km emulated fiber link [11]. Very recently, a fully integrated
QKD system has been proposed with a phase-seeded QKD
transmitter including two on-chip diode lasers (coherence time
~100 ns, linewidth <4.5 MHz). This QKD system can achieve
248 kb/s over a secure transmission distance up to 50 km on
standard fibers [16,17]. We can clearly see that the maximum
transmission distance of all the integrated (fully and pardially
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integrated) DV-QKD systems with on-chip lasers is currently no
more than 50 km. In the second type, only the passive device is
integrated without the on-chip light source. A silicon photonic
polarization encoder with an off-chip laser is demonstrated,
which achieves 157 kb/s in an intercity metropolitan test on
a 43 km fiber (with a 16.4 dB loss) [10]. A silicon chip-based
polarization-encoded MDI-QKD system with two transmitter
chips based on off-chip lasers achieves a finite-key secret rate of
31 b/s over 36 dB channel loss and 497 b/s over 140 km com-
mercial fiber spools [12]. A high-speed QKD transmitter based
on silicon photonic integrated circuits and an off-chip laser is
demonstrated with 329 kb/s over a 20 km fiber link [13]. A
silicon polarization-encoded QKD transmitter with an off-chip
laser is presented, which was used in a proof-of-concept demon-
stration of the BB84 QKD protocol with 0.95 kb/s over a 5 km
long fiber link [14]. For CV-QKD, an integrated CV-QKD sys-
tem with an off-chip light source, has been verified in principle
recently under laboratory conditions [8]. This work demon-
strates the feasibility of a CV-QKD on an integrated chip
platform.

A light source generating designated quantum states is the
critical component for an integrated QKD system. Although
integrated light sources have been demonstrated in DV-QKD
systems [9,11], they have not been studied in CV-QKD sys-
tems since the proposal of the GGO02 protocol [18,19], espe-
cially with a local local oscillator (LLO) scheme. The current
integrated CV-QKD is based on the transmitted local oscillator
(TLO) scheme, which can guarantee the consistency of the LO
wavefront and signal to achieve stable homodyne detection [8].
However, the crosstalk from the LO limits the development of
long-distance transmission and causes potential practical secu-
rity problems. Fortunately, a CV-QKD system based on the
LLO scheme has been proposed, which can ensure that the
quantum detection reaches the shot-noise limit under long-
distance transmission conditions, and significantly eliminates
the signal’s crosstalk by a more robust LO [20,21]. Meanwhile,
since the LO is generated locally at the receiver, potential secu-
rity loopholes are eliminated from the source. Therefore, a
CV-QKD system based on an LLO scheme provides an
up-and-coming solution for integrated CV-QKD systems.

However, an integrated LLO CV-QKD system has
extremely high requirements for light sources. Most QKD reali-
zation requires only one laser source, but an LLO scheme re-
quires two. The three main requirements for on-chip lasers are:
(1) an accurate wavelength tunability to meet the alignment
of the center wavelengths of two lasers; (2) a sufficient optical
output power to ensure shot-noise-limited detection; and (3) a
narrow linewidth and low noise to guarantee low untrusted
excess noise and secure key generation. Therefore, it is still chal-
lenging to have two on-chip light sources with narrow line-
widths, low noise, fine tunability, and simultaneously sufficient
power, which is crucial for high-performance LLO CV-QKD
realization.

In this paper, we implemented a compact, high-performance
III-V /Si3Ny external cavity laser (ECL) that features high out-
put, narrow linewidth, broad wavelength tunability, and high
SMSR. A complete LLO CV-QKD system with a secure trans-
mission distance exceeding 100 km is realized. This work has
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taken a crucial step to solve the bottleneck of the integrated on-
chip laser source in high-performance integrated QKD systems,
especially the integrated LLO CV-QKD systems in the past
two decades since the proposal of the GGO2 protocol
[18,19]. We perform almost perfect correction and compensa-
tion for the frequency offset and phase drift, and finally achieve
the secure key of 0.75 Mb/s under 50 km. This integrated
CV-QKD system based on the LLO scheme solves both the
upper limit of long-distance transmission and the practical
security issues. Meanwhile, we have overcome the problems of
high-performance on-chip laser integration commonly faced by
an integrated QKD system. We extend the applicability of the
HI-V/SizN; ECL to CV-QKD and the potential to other
quantum information applications. This system perfectly com-
plements previous work on CV-QKD systems on a chip, pav-
ing the way for the full integration of metro CV-QKD
networks.

2. ON-CHIP QUANTUM LIGHT SOURCE

In terms of low excess system noise, minor frequency offset be-
tween a signal and an LO, shot-noise-limited detection, and
accurate detection requirements of a high-performance fully in-
tegrated LLO CV-QKD system, the on-chip quantum light
source should simultaneously meet four important conditions:
narrow linewidth, high tunability, sufficient output optical
power, and high frequency stability. Therefore, we created a
design to solve the quantum light source integration problem
in a fully integrated CV-QKD system for high performance.
The inset of Fig. 1(a) illustrates the full schematic structure
of the two ECLs used in the system. The laser consists of an
InP reflective semiconductor optical amplifier (RSOA) chip
butt-coupled with a low-loss silicon nitride cavity extension
chip. The rear side of the RSOA is coated with a high-reflection
(HR) film to serve as the back mirror of the ECL. The
waveguide is slanted by 8 at the front side and coated with
an anti-reflection (AR) film to reduce the interface reflection.
The coupling loss between the RSOA and external cavity is
about 2.5 dB.

To meet the low excess noise requirements, the on-chip
laser should have a narrow linewidth (low frequency noise).
Traditional monolithic III-V lasers such as DFB lasers,
sampled-grating DBR (SG-DBR) lasers, and vertical cavity sur-
face-emitting lasers (VCSELSs), have a relatively large linewidth
due to the short cavity and large internal loss [22]. Compared
to these lasers, ECLs composed of III-V gain and passive cir-
cuits are a solution to narrow the linewidth. To reduce the in-
trinsic linewidth to a kHz-level (coherence time of 0.1—1 ms),
we use the low loss Si; N4 waveguide (0.3 dB/cm) to implement
the external cavity with an effective length of about 26.8 mm.
The low-loss long laser cavity extends the photon lifetime.
Moreover, a well-known negative feedback loop (detuned load-
ing effect) stabilizes the laser [23]. Both contribute to a nar-
rower linewidth, resulting in a significant reduction in the
excess noise in the CV-QKD system (see Appendix A).

The minor frequency offset between the signal and the LO
demanded in the system means that the on-chip laser should
provide high tunability. We designed a high-performance mode
selection filter in the passive cavity composed of a Vernier filter



= .
506  Vol. 11, No. 4 / April 2023 / Photonics Research @_ @ 3 Research Article

(a)

B — 3

Fig. 1. (a) Schematic of the optical layer of the LLO-CV-QKD system with an on-chip III-V /Siz;Ny external cavity laser. The integrated system
contains two parties, Alice and Bob, as, respectively, the transmitter and receiver. Alice’s side consists of an isolator (Iso), two attenuators (ATTs), an
amplitude modulator (AM), a beam splitter (BS), an IQ-modulator (IQ MOD), and a DC supply. Bob’s side has two polarization controllers (PCs)
and an integrated coherent receiver (ICR). The photon detectors (PDs) are used for optical power monitoring. The inset shows the schematic
structure of the external cavity lasers (ECLs). (b) Photograph of the packaged ECLs. The RSOA is butt-coupled to an extension chip. The laser
is supplied with electric current via wires. The on-chip light is measured and used in the QKD system using an optical fiber. (c) Microscope photo of

the ECL. The footprint of the external chip is 2.4 mm x 1.27 mm.

based on two microrings (MRRs) to provide high SMSR and a
wide wavelength tuning range. The circumferences of the two
MRRs are 583 pm and 565 pm, corresponding to free spectral
ranges (FSRs) of 1.93 nm and 1.99 nm, respectively. The ex-
tended FSR can exceed 60 nm. A phase shifter is also integrated
in the cavity to align the wavelength with the passband cen-
ter of the filter. The Vernier filter ensures high-performance,
single-mode lasing and attenuates the side modes and amplified
spontaneous emission noise (ASE) prior to the lasing output.
The single lasing mode is controlled by aligning the resonances
of two MRRs by tuning one MRR. The coarse tuning range
measured by an optical spectrum analyzer (AQ6370D-12,
0.02 nm wavelength resolution; Yokogawa Electric) is more
than 70 nm, as shown in Fig. 2(d). The wide wavelength tun-
ing range is suitable for high-capacity quantum communica-
tions, wavelength division multiplexing systems, and more
potential quantum information applications [24,25]. The las-
ing frequency can be continuously tuned over a long range by
synchronously driving the MRRs and the phase shifter. The
resulting fine-tuning range is about 30 GHz (limited by the
maximum allowed heating power of the phase shifter) depicted

in Fig. 2(b), which ensures the minor frequency offset between
nonhomologous lasers. Additionally, Fig. 2(c) shows that the
maximum SMSR of this ECL is up to 75 dB.

The shot-noise-limited detection requirements in a high-
performance integrated CV-QKD system require the on-chip
lasers to provide sufficient optical power. The output power of
the ECL partially depends on the loss of the external cavity.
Si3Ny has proven to have a lower linear and nonlinear trans-
mission loss compared to silicon waveguides, and thus can
achieve a higher optical power and a narrower linewidth
[26-28]. The relatively large index contrast of Si;N4 wave-
guides also ensures the small bending radius of Vernier
MRRs in the design. LINbOj3-on-insulator (LNOI) is a rising
platform for high-performance, low-loss optical devices
[29,30]. However, the photorefractive effect in LNOI poten-
tially degrades the output power stability of LNOI-based
ECLs. Therefore, we chose to implement Si;N; waveguides
as passive extension chips to provide sufficient optical power.
We also designed a tunable Sagnac loop (TSL) with tunable
reflectivity as another ECL mirror. The reflectivity can be tuned
from 0 to 1 in the 70 nm wavelength range by controlling the
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Fig. 2. (a) L-Icurve at the wavelength of 1545 nm. The lasing threshold is 38.9 mA, and the slope efficiency is about 238 mW/A. The maximum
on-chip output of 47.3 mW is obtained at a 236 mA injection current. The fiber-to-chip coupling loss is measured to be about 3 dB.
(b) Superimposed output spectra of continuous frequency tuning by synchronously driving two Vernier MRRs and a phase shifter. The continuous
frequency tuning range is 30 GHz. (c) Output spectrum showing the single-mode lasing with an SMSR above 75 dB. (d) Measured superimposed
lasing spectra of the ECL during coarse wavelength tuning. When it turns on the RSOA, the initial center wavelength is around 1498 nm. By tuning
one of the MRRY, the lasing wavelength shifts from 1498 to 1531 nm with a step equalling the FSR of the MRR. When tuning the other MRR, the
lasing wavelength first shifts to 1491 nm step by step, then jumps to 1564 nm, corresponding to the tuning range of the laser, and finally shifts to
1532 nm. The current of the RSOA is adjusted to make the output power close to the same level over the whole range. The wavelength tuning range
is around 73 nm from 1491 to 1564 nm with an SMSR more than 65 dB.

phase difference of the Mach—Zehnder interferometer (MZI)
arms (see Appendix A). Both the low loss and tunable reflec-
tivity contribute to a maximum on-chip output of 47.3 mW, as
shown in Fig. 2(a), which meets the requirements of shot-
noise-limited detection under long distance and fully guaran-
tees the practical security of CV-QKD in an implementation.

Accurate detection requires the ECL to have a high fre-
quency stability. Because thermal management of side-placed
chips is easier than 3D integration [31,32], a high frequency
stability is expected. In our experiment, a thermoelectric cooler
(TEC) is placed under the chips to dissipate the heat produced
by the laser. During the operation, the TEC temperature was
fixed at 20°C.

Figure 1(b) shows the ECL packaged in butterfly shells.
Figure 1(c) is a microscope photo of the integrated laser.
With the high-performance on-chip ECL suitable for the
CV-QKD system, we will demonstrate its superior perfor-
mance in the LLO CV-QKD system for practical long-distance

fiber transmission.

3. EXPERIMENT FOR CV-QKD

We experimentally demonstrate a pilot-assisted LLO CV-QKD
in a 50-100 km long fiber link with well-designed chip sources.
Figure 1 shows the experimental setup. At the transmitter, Alice
first uses one isolator and one attenuator (ATT) to control the
optical power from the CW on-chip laser, and then employs
a high performance LiNbOj; amplitude modulator (AM) to

produce a series of coherent state pulses. The AM’s bias voltage
is controlled by a high-precision DC power supply. Then a
beam splitter (BS) is used to split this state into two portions
with an intensity ratio of 99:1. The small part is used for optical
monitoring, while the large part generates the quantum signal
and the pilot signal. Subsequently, an 1Q modulator (IQ
MOD) modulates the signal, and two electronic signals carry-
ing Gaussian-distributed random numbers are generated by
an arbitrary waveform generator (AWG) and amplified by a mi-
crowave amplifier. The coherent states are modulated to
|x4 + ip,), where x4 and p, follow a centered Gaussian dis-
tribution and then are adjusted to a suitable variance of V4 by
tuning another ATT. The pilot-data channel pair is transmitted
through the fiber link on one polarization. At the receiver, with
the help of a manual polarization controller (PC), the time-
multiplexing pilot-data pulses are injected into an integrated
coherent receiver (ICR) for detection. In addition, an intense
LO is generated by another on-chip laser, and its polarization is
adjusted by another PC. A photon detector monitors the LO
intensity, and finally, the LO is injected into the ICR and mixed
with the signal. The phase information of the pilot is used to
compensate for the raw data of the signal, from which the final
key can be distilled.

To keep the frequency offset minor between the signal light
and LO light, we adjusted the two lasers simultaneously to
make the spectral peaks distinguishable, as shown in Fig. 3(a).
Then we connected these two lasers to the QKD system. We
adjusted the phase shifter to reduce the beat frequency undil it
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(a) Optical spectrum of two lasers before (blue) and after (orange) adjustment. (b) Histogram of the measured beat frequency. When

measuring the change of the beat frequency, we use a data volume of 5 Mb per frame and a sampling frequency of 10 Gb/s to measure the frequency
offset of the beat frequency. After analyzing 800 frames of data, we found that the beat frequency of more than 70% of the frames is below 40 MHz,
which sufficiently satisfies the demand of the system. (c) Frequency noise spectrum of the signal and the LO laser.

was below 20 MHz. The beat frequency drifts over time.
Figure 3(b) shows the histogram of the measured beat fre-
quency after a period of time. The change of the central wave-
length of the laser leads to a drift of beat frequency, which may
originate from two sources. The output of the voltage source
gives ripple noise and, as the TEC is placed on the lower surface
of the chip, the local temperature of the chip is affected by the
surrounding environment and is different from TEC. The fre-
quency instability may introduce a certain amount of excess
noise in the preparation of quantum states, thereby degrading
the system performance. Therefore, we adopted a frame-by-
frame processing algorithm in post-processing, and the beat fre-
quency in each frame remains almost unchanged, which greatly
reduces the impact of this frequency instability. As depicted in
Fig. 3(c), we measured the frequency noise spectrum of the
operating laser using an optical noise analyzer (A0040A,
SYCATUS). The intrinsic linewidths of the signal and LO
are 1.6 kHz and 3.2 kHz, respectively, calculated by multiply-
ing the white frequency noise level by 7 in the high-frequency
range (see Appendix A).

4. PERFORMANCE ANALYSIS

The quantum efficiency and electronic noise of this QKD sys-
tem were calibrated in advance. The quadrature selection is
achieved by maximizing the cross-modulation peak-to-peak
difference. Both the output signal and the input signal for x
and p quadrature modulation are recorded, and the data are
collected for 0.5 ps with a sampling frequency of 10 Gb/s.
The output signal on Bob’s side is synchronized with Alice’s
modulation signal by measuring their cross-correlation.
Figure 4(a) shows the normalized cross-correlation measure-
ment between the heterodyne detector output and the corre-
sponding modulation signal, and the inset in Fig. 4(a) shows
the raw secret key shared by Alice and Bob. All signals are
synchronized based on the cross-correlation and pass through
a digital lowpass filter. Next, the filtered signals are demodu-
lated and downsampled to 0.5 Gb/s to generate a set of corre-
lated Gaussian keys that are shown in Fig. 4(a) with Alice’s key
as the x coordinate and Bob’s key as the y coordinate. These
plots confirm that Bob’s key only correlates to one of Alice’s

keys with the same measured quadrature. Information
reconciliation is then applied to the correlated Gaussian key.
Figure 4(b) shows the excess noise performance of the system.

The secure key rate at a longer distance is calculated based
on the assumption of a collective attack under the trusted de-
vice scenario, which means an eavesdropper cannot access the
noise from Bob’s apparatus. Note that a coherent attack is an
optimal attack, and it has proven to be equivalent to a collective
attack under asymptotic conditions. The total losses consist of
the losses on the transmission line and Bob’s equipment, while
the losses on Alice’s side do not affect the final security key.
Table 1 shows the main experimental parameters in the
LLO-CV-QKD system with chip light sources under 50
and 100 km standard fiber links. These parameters can be
achieved using the current post-processing scheme with the
same SNR. The proportion of raw data used for the parameter
estimation is 50%. Considering the unqualified excess noise
(less than zero caused by statistical error or greater than the
secret threshold), a part of the data is excluded through the
post-selection. For a distance of 50 km, the qualified frame rate
(QFR) is around 80%; for 100 km, around 10% of the frame
can be used for subsequent data processing. With these remain-
ing data, the secure key rate of the current CV-QKD system
is estimated. Figure 4(c) shows the Shannon raw secret key
rate. (From top to bottom, the solid black line represents
the PLOB bound, the solid red line represents the expected
LLO CV-QKD bound with a chip source, the orange penta-
gram represents experimental results of our LLO CV-QKD sys-
tem with a chip source, the blue square represents the distance
and secret key rate that have been achieved in the integrated
TLO CV-QKD experiment [8], and the others represent re-
lated integrated DV-QKD works [9,10,13,14,17].)

To finally generate a secret key at such a lower SNR regime,
multidimensional reconciliation and low-density parity check
(LDPC) error correction codes are used to perform key extrac-
tion offline. The multidimensional reconciliation adopts the
rotation algorithm to convert the Gaussian distributed data
into binary distributed data [33]. The LDPC code adopts the
rate-adaptive algorithm, the advantage of which is that the rec-
onciliation efficiency can be maintained under a slight SNR
fluctuation [34]. Through the parameter adjustment, we finally
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Fig. 4. (a) Cross-correlation results of Bob’s measurement and
Alice’s modulation on corresponding quadratures. Inset is the raw se-
cret key shared by Alice and Bob. (b) Measured excess noise at 50 km.
The error bars represent the measured excess noise at 50 km in the
experiment, and the blue line represents the average excess noise of
60 frames of experimental data. (c) Secret key rate.

obtained the final secure key at 50 km and 100 km, respec-
tively, and completed the whole process of key distribution.

Such a result confirms the effectiveness of the integrated laser
source in CV-QKD.

5. CONCLUSION

In conclusion, we have reported the use of on-chip
III-V/SisNy external cavity lasers for a hundred-kilometer
level, high-performance LLO CV-QKD. By giving the on-chip
laser wavelength tunability, a narrow linewidth, and many other
functional advantages, we creatively solved the challenge of in-
tegrating on-chip lasers that can truly support the long-distance
practical metro optical fiber transmission networks of a
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Table 1. Summary of Experimental Parameters
Parameter Value 50 km/100 km
Total excess noise & 0.0579 SNUs 50 km
Channel transmittance 7° 0.1186 50 km
Qualified frame rate QFR ~80% 50 km
Total excess noise & 0.0692 SNUs 100 km
Channel transmittance 77 0.0127 100 km
Qualified frame rate QFR ~10% 100 km
Modulation variance V4 10 SNUs 50 km/100 km
Heterodyne detection 42% 50 km/100 km
efficiency e

Detector electronic noise v, 0.18 50 km/100 km
Symbol rate SR 0.25 GBaud 50 km/100 km
Quantum efficiency 77quan 97% 50 km/100 km
Frame error rate FER 50% 50 km/100 km

CV-QKD system since the proposal of the GG02 protocol.
Based on this on-chip quantum source, future demonstrations
will focus on a fully integrated high-performance LLO-CV-
QKD system that eliminates the security flaws in the physical
mechanism of the previous integrated CV-QKD system based
on the TLO. Moreover, it technically realizes the experimental
verification in the actual optical fiber transmission environment
of metropolitan application scenarios.

APPENDIX A

1. Laser Structure

This hybrid integrated ECL consists of an InP reflective semi-
conductor optical amplifier (RSOA) butt-coupled with a SizNy
external chip. As shown in Fig. 5, the Si;N, waveguide has a
thickness of 800 nm and a width of 1 pm. The thickness of the
undercladding layer is 4 pm. An aluminum (Al) heater is placed
above the waveguide, and the distance between the heater and
the waveguide is 1.7 pm. The RSOA chip consists of five
AlGalnAs quantum wells with a gain spectrum centered in
the C-band. The rear side of the RSOA, acting as a mirror
of the laser, has a high-reflection (HR) coating with a reflectiv-
ity of about 90%. The RSOA waveguide at the coupling facet is
tilted at an angle of 8° to the normal and coated with an anti-
reflection (AR) film. Two add—drop microrings (MRRs) with
slightly different circumferences are integrated into the ex-
tended cavity. The free spectral range (FSR) of the two
MRRs is given by [35]

Heater 10.4pm

4um
Upper-cladding 1.7um
IO.Spm
Under-cladding
A4um Al
B siNg
SiO,
Substrate
Si

Fig. 5. Cross section of the Si3N; waveguide tuned by a metallic
heater.
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/12
FSR; = —2—, (A1)
”gLMRRl
/12
FSR, = —2—, (A2)
e L\RR2

where 7, is the MRR group index. The group index of the TE
and TM modes is slightly different, but the RSOA mainly sup-
ports the TE mode; therefore, we only consider the TE mode.
Lyrry and Lyrgs are the circumferences of the two MRRs,
which are equal to 583 pm and 565 pm, respectively. The
FSRs of the two MRRs are calculated as 1.93 nm and 1.99 nm.
Figure 6(a) shows the transmission spectrum of the two MRRs.
The two sets of resonances are slightly mismatched; thus, the
aligned resonance peaks are preserved while the misaligned ones
are suppressed, resulting in an expansion of FSR, as shown in

Fig. 6(b). The resulting FSR can be expressed as

FSR, - FSR,

FSRgpey = oo 2
filer —1FSR, - FSR, |

(A3)

The extended FSR is about 60 nm. The actual tuning range is
larger than extended FSR. Both MRR process variations and
the tunable reflectivity of the tunable Sagnac loop (TSL) con-
tribute to the difference between the simulated extended FSR
and the actual tuning range [36]. The two cascaded MRRs
work as a Vernier filter to select a single longitudinal mode with

power reflectivity of the conventional Sagnac loop (CSL) is
written as

RSL = 4K2DCt2DC’ (A4)

where kpc and #pc are, respectively, the coupling and trans-
mission coefficients of the coupler. k% is defined as the power
coupling coefficient (PCC). Different from CSL, we use the
TSL in which a Mach—Zehnder interferometer (MZI) replaces
the original DC. Therefore, the reflectivity can be tuned by
controlling the phase difference of the MZI arms. We use
the transfer matrix method (TMM) to derive the power reflec-
tivity of the TSL based on the assumption that there is no loss
in the photonics circuit. As shown in Fig. 7(d), the field transfer
through TSL can be divided into seven stages: passing DC,
MZI arms, DC, other devices, DC, MZI arms, and DC. S is
the transfer function of the DC, and S is given by a matrix as

S = pc jKDC (A5)
Jkoc  toc )

The phase difference of 8 occurs between two MZI arms when
a voltage is applied on one arm. The transfer matrix S, of the
MZI arms can be expressed as

Sarm = < (1) 6?9 ) (A6)

The phase change accumulated is ¢ when light passes the other
devices. The transfer matrix Sg., of other devices can be ex-

arm

the highest net gain. Applying a voltage onto the heater will pressed as
change the waveguide temperature, which will lead to a phase 0
shift of the light. A slight change in the laser cavity round-trip St = < Q(,, é > (A7)
phase (including the RSOA, phase shifter, or MRRs) can result ¢ 0
in a continuous shift of the lasing wavelength until it jumps to Then, the TSL transfer function is expressed as
the adjacent longitudinal mode. The tunability ensures minor
frequency offset between nonhomologous lasers. The Sagnac <E 3) = 88,1 SSaterSSom S(E 1 >, (A8)
loop reflector forms the other mirror of the laser cavity. The Ey £
(a) T T T T L

_5 0 > |€ > |e 2|
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Fig. 6.

(a) Simulated add-drop transmission spectra of two MRRs. The FSR is, respectively, 1.93 nm and 1.99 nm for the two MRRs. The two

sets of transmission spectra are aligned at 1.55 and 1.488 pm. (b) Simulated round-trip transmission spectrum of the external cavity. The extended
FSR is more than 60 nm due to a slight difference in the circumference between the two MRRs.
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where E| and E, are the input optical fields, and £3 and E are
the output optical fields. The power reflectivity is derived by
setting £y = 0 and £, = 1, so

R = |E4|* = [2kpctpcd”[the (e’ + e49) - kb (¢ + D]
(A9)

The reflectivity is mainly determined by the PCC and phase dif-
ference 6. The PCC of the DC varies with wavelength, as shown
in Fig. 7(a). The PCCincreases from 0.402 t0 0.591 in the range
of 1500-1600 nm. Figure 7(b) presents the relationship be-
tween the PCC and reflectivity based on different 6. When tun-
ing the thermal phase shifter of one arm, the reflectivity of the
different PCC (0.4-0.6 corresponds to 1500—1600 nm) will
change. Figure 7(c) shows the function relation between the
phase difference and reflectivity given the PCC. Note that when
the PCC is in the range of 0.15-0.85, a full reflectivity tuning
from 0 to 1 can be achieved by adjusting the phase shifter. The
tunable reflectivity ensures the high output optical power that

- Vol. 11, No. 4 / April 2023 / Photonics Research 511
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Voigt shape contributed by 1/f noise (Gaussian shape) and
quantum-limited white noise (Lorentzian shape). The
Lorentzian linewidth (intrinsic linewidth), obtained from the
frequency noise spectrum, is

(A10)
where S is the power spectral density of the white noise.

The theoretical intrinsic linewidth of the semiconductor di-
ode lasers can also be expressed as [37]

— 0
AZ/intrinsic - ”Sw

Ahonga,,(a,, + a;
Ap— D 2( )
47y Py,

where 4 is the Planck constant, » is the frequency of light, Ny is
the spontaneous coefficient, ¢ is the speed of light in vacuum,
ayy is the linewidth enhancement factor related to material, @,),
is the mirror loss, @; is the internal loss, 7, is the
averaging group refractive index, and P, is the output power
of the laser. a,,, a;, and 7, can be expressed, respectively, as

(A11)

(1 +ap),

1 1
meets the requirements of shot-noise-limited detection. a,, = ln( ), (A12)
2[‘t0tal Rl RZ
2. Linewidth Calculation
The ﬁ‘eq'u.enCY.noise spectrum of a ser?iconduc.tor diode lase'r _ {arsoa) Lrson + (@exe) Lexe + 8o (A13)
can be divided into two parts [23]. While the noise spectrum is i = I >
. . . .. total
dominated by 1/f noise and other technical noise in the lower
frequency range, the white noise that originates from sponta-
neous emission and carrier fluctuations dominates in the higher _ {nrsoa)Lrsoa + Wm)lﬂt‘ (A14)
frequency range. Generally, the laser spectrum profile is like a ¢ Ligal
(@) 06 ‘ (b) —= (© :
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Fig. 7.

(a) Simulated PCC of the MRR as a function of wavelength. (b) Power reflectivity of the TSL changes with PCC for various phase

differences. (c) Power reflectivity of the TSL changes with phase difference for various PCCs. (d) Illustration of the TSL transfer function derivation.
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Here, (arsoa) and (npsoa) are the averaging loss and group
refractive index of the RSOA, (@) and (7,,,) are the averaging
loss and group refractive index of the extended cavity, and R,
and R, are the reflectivities of RSOA facet and Sagnac loop.
Lrsons Le> and Ly, are the effective lengths of the RSOA,
external cavity, and total laser. 8y is the coupling loss between
the RSOA and the external cavity. The effective length through
a microring exceeds the actual length. The effective length of
the symmetric MRR at the resonant wavelength as a function of
the power coupling coefficient is expressed as

1-K5, 1
Lring = ( 2 g + E) LMRR'

ring

(A15)

The effective length of external cavity can be expressed as
Lext = Lringl + LringZ + Lbus’ (A1 6)

where Ly, is the length of waveguide except MRRs. The
effective length of total laser can be expressed as

Ligal = Lrson + Lexe (A17)

Table 2 summarizes the main parameters of the chip quantum
source. The theoretically calculated linewidth is about
Av = 2 kHz, which means that the intrinsic linewidth is at
the kHz level.

We tested the performance of the chip laser used in our
experiments. The linewidth of signal laser and LO laser was
tested as Avg = 1.6 kHz and Av; = 3.2 kHz, respectively.
Moreover, the relative intensity noise (RIN) was measured
as -120 dBc/Hz.

3. Signal Preparation and Modulation

We first converted the laser output continuous laser light
source into a pulsed light source. We used an intensity modu-
lator with a high extinction ratio and a 10 GHz modulation
bandwidth to realize the pulse cutting; specifically, an arbitrary
waveform generator (AWG) generated an electrical signal with a
symbol rate of 500 MHz, a duty cycle of 20%, and a peak-to-
peak value of 750 mV. Next, a microwave amplifier with a
bandwidth of 10 GHz acted as a modulator driver to amplify
the output electrical signal, thereby achieving a higher extinc-
tion ratio. Meanwhile, a voltage source with high stability was
used to control the bias point of the modulator. By observing
the signal waveform after the coherent detection, the baseline of

Table 2. Summary of Parameters

Parameter Value Experimental/Theoretical
Lyirry 0.583 mm Theoretical
Lyrr2 0.565 mm Theoretical
Krzing 0.052 Theoretical
Lisoa 0.5 mm Theoretical
Lius 5.3 mm Theoretical
(nrson) 3.6 Theoretical
(Mexe) 2.13 Theoretical
(arson) -90 dB/cm Experimental
(Xexe) -0.3 dB/cm Experimental
Py 30 mW Experimental
I -3 dB Experimental
R, 0.9 Theoretical
R, 0.1 Experimental

the pulse chain is close to 0, indicating near-perfect pulse gen-
eration. Then we used the AWG combined with an IQ modu-
lator to realize the Gaussian modulation. The phase reference
signal is interleaved in the Gaussian modulated pulse. Finally, a
variable optical attenuator is used to attenuate the modulated

signal to meet the modulation variance requirements of the
CV-QKD transmitter.

4. Signal Reception and Processing

After receiving the signal, Bob used a polarization controller to
ensure the consistency of the state of polarization (SOP) of the
signal and the SOP of the local oscillator (LO). The LO was
generated by another designed on-chip laser with an extremely
narrow linewidth. An integrated coherent detector was used to
achieve signal reception, and then the electrical signal carrying
the value of quadrature components was sampled. The syn-
chronization signal was generated by the transmitter to realize
the time synchronization between the transmitter and the
receiver. In the data processing, we first used the orthogonal
algorithm to realize the orthogonalization and normalization
of the signal, and then a digital filter with suitable parameters
was designed to filter out the noise. The phase compensation of
the signal was performed by the phase reference signal.
Considering that the phase noise of the two chip lasers was
extremely low, perfect compensation basically could be
achieved. After that, the transmittance and the excess noise
were estimated through the classical parameter estimation.
Once these two parameters can be guaranteed to have secure
key generation, the system will execute the data reconciliation
and privacy amplification according to the estimated SKR.

5. System Noise Analysis

Due to experimental imperfections in this system, in addition
to shot noise, there are other sources of noise in this system
[38]. This extra noise is called excess noise. Usually, the excess
noise £ can be expressed as the variance of the quadrature op-
erators, normalized to shot noise units. The sources of excess
noise can be from the transmitter, the channel, or the receiver.
For example, noisy quantum state preparation in the transmit-
ter may be caused by intensity fluctuations of the laser or im-
perfect modulation. Additionally, noise detection at the receiver
or quantization noise can be the components of the trusted
noise. In addition, excess noise can also come from various
types of scattering in the fiber. These noise sources are often
reasonably assumed to be statistically independent so that they
can be added to the variance of the operator, and the untrusted
excess noise can be expressed as [38]

¢ = CriNgig T SRINLO + Emod + Epr + 7+ (A18)

Specifically, the excess noise contributed by the relative in-
tensity noise of the signal can be expressed as [38]

‘fRIN,sig = Vmod\/ RINsig >

where V.4 represents the modulation variance, RINg,
represents the relative intensity noise of the signal, and B rep-
resents the bandwidth of the detector. Here, we take the experi-
ment parameters to estimate the noise: V.4 = 10 SNUs,
RINg, = -120 dBc/Hz, and B = 10 kHz (effective band-
width), s0 &pn g = 1.00 x 107 in SNUs.

(A19)
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Meanwhile, the part of the excess noise contributed by the
relative intensity noise of the LO is

1 N
Erinio = iT RIN{ 6BV -rino(9)s (A20)

where RIN|  is the relative intensity noise of the local oscillator
light, B is the bandwidth of the local oscillator light, and
V_rin.Lo(§) is the variance of the quadrature operator § when
the RIN of the LO is not considered. According to Ref. [38],
Eq. (A20) can be simplified to

1 1
ErinLo = ﬁRINLOBTVmod = ZRINLOBVmod' (A21)

Here, we take the experimental parameters V' .,y = 10 SNUs,
RIN; o = -120 dBc/Hz, and B =10 kHz, so &rinio =
2.50 x 1078 in SNUs.

The portion of excess noise contributed by modulation

noise is
A oU 1 SU 2\ 2
Vo) = i V(254 (*2) )
(A22)

where 6 Upa represents a specific voltage offset associated with
the digital-to-analog converter, g represents the gain factor used
to amplify the voltage, and U, represents the voltage required

to achieve phase inversion 7. In our scheme, g = TS there-

fore, Eq. (A22) can be simplified to

oU 1/ 68U 2\?
Eiod = Vinod (n e <nﬂ> ) (A23)

Ubac Ubac

Here, usually we take 7 = 16 bits for the AWG in our experi-
ment; therefore, §Upac ~ 1.52 x 102 Upyc and Vg = 10
SNUs. Then, &,0q4 = 2.27 x 107 in SNUs.

The portion of excess noise contributed by modulation
noise is

5PR = Vmod X ZE(AvS + Ayl) X T, (A24)

where Avg and Av; represent, respectively, the signal laser line-
width and LO laser, and 7 represents the time interval between
the two pulses. Here, since 7 =2 ns, Avg = 1.6 kHz, and
Av; = 3.2 kHz, then &pp = 6.02 x 107% in SNUs.
The trusted detection noise contributed by thermal noise
is [38]
=2 NEP?Br
det ’ f Pio >
where 2 indicates that the noise is introduced by two coherent
detectors. For photodetection, NEP often depends on dark cur-
rent magnitude and thermal noise amplified by transimpe-
dance. We take conventional parameters for estimation:
NEP =10 pW/~/Hz, B=1GHz, 7=03ns, hf =
1.28 x 107 J, and P = 10 mW; then, we can obtain that
Ejer = 4.69 x 1072 in SNUs.
The trusted detection noise contributed by ADC noise
is [38]

2T 1 R2
= A2
$apc 7 (2p)Pro (12 7 + Vapc m) (A26)

Usually, we can estimate this part of the excess noise by using
some common typical parameters; for instance, 7 = 0.3 ns,

(A25)
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¢=32kQ, p=080A/W, P.o=10mW, Ry = 0.1V,
n = 8 bits, and Vapcine = 1078 V2, s0 Expc = 1.60 x 1073
in SNUs.

In conclusion, from the theoretical calculations above, we
can find that both the untrusted noise and the trusted noise
are minimal, which is highly consistent with the low-noise re-
sults in our experiments. Table 3 shows the system’s main esti-
mated excess noise by theoretical calculation.

6. Heterodyne Detection

When implementing heterodyne detection, the coherent state
is divided into two parts, and then the homodyne detection is
separately performed. Therefore, we will focus on the homo-
dyne detection process below. In shot-noise units, the relation-
ship between the annihilation operator and the quadrature
operator is

== (x + ip). (A27)

For the local oscillator hght, since it is a classical light field, it
can be expressed as

a0 = llaoll e (A28)

Next, the local oscillator light and the coherent state enter the
beam splitter with a transmittance of 1/2 through the two input
ports to interfere, and the two light field modes of the output of
the BS are

o I @+ ao) 2
a | _ |2 _ |
50/ o | = [ | = 0] @20

where &1, &, are the annihilation operators for the two output
light field modes. The photon number operator at the output
port can be calculated as

IO I .
mo=ala = E(ofr + aj o) (@ + arp)

1

=5 (@'a+ afqaro + arpd’ + ajpd), (A30)
iy = @by = - (aﬁ — o) (@ -arp)
1
= 5 (&T& + aanLO - aLO&T - G’{O&). (A31)

By subtracting these two terms, the output photon number op-

erator of the homodyne detector can be obtained as
A;’\l = ;21 - 7’%2 = aLo(AZT + aio& (A32)

Table 3. Estimated Main Excess Noise Components of
the LLO-CV-QKD System with Chip Source

Noise Source Noise Magnitude (in SNUs)

SriNgig (untrusted) 1.00x 1073
:RIN,LO (untrustcd) 2.50 x 1078
Enod (untrusted) 2.27 x 1078
&pr (untrusted) 6.02x 1074
Eec (trusted) 4.69 x 1072
Eapc (trusted) 1.60 x 1073
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Therefore,
AR = |laro||(% cos @ + psin 6). (A33)

Its measurement depends on the phase of the LO light, which
can be controlled to make the output proportional to the quad-
rature component.

7. Secure Key Rate Analysis

To calculate the secret key rate of the GMCS-CV-QKD
protocol, it is necessary to first establish an entanglement equiv-
alent model that is equivalent to the preparation-measurement
model, and its schematic diagram is shown in Fig. 8. Speci-
fically, its equivalent as follows.

(1) The preparation of Alice’s coherent state is equivalent to
the heterodyne detection of one mode A of an Einstein—
Podolsky—Rosen (EPR) state, which is a bimodal squeezed
state, while the other mode By is sent to Bob. Here, the vacuum
state variance of the bimodal squeezed state is

V=Vy+1 (A34)

(2) At Bob’s side, the quantum efficiency 5 of the actual
detector is equivalent to a beam splitter (BS) with transmittance
7, and the electrical noise v, is equivalent to the noise intro-
duced by one of the modes F of the EPR state with variance »
passing through the beam splitter. The variance v is chosen to
ensure that the total detector noise is also in this model as 7y 4.
Therefore, for heterodyne detection

v = (hee - D/(1=-n) =1+ 204/(1 -n), (A35)

where 1 is subtracted from the numerator because an additional
unit of shot noise is introduced in heterodyne detection.

After the entanglement equivalent model above is estab-
lished, the secure key rate can be derived under this model.
Since the security analysis of the protocol under coherent attack
is based on the generalization of the security analysis under col-
lective attack by means of exponential quantum de Finetti theo-
rem [39], the derivation of the security key rate under collective
attack becomes the foundation. Specifically, in the case of re-
verse negotiation, the secure key rate can be written as

R = Bl - xue> (A36)

where f# € (0,1) is the reverse negotiation efficiency, /g is the
amount of mutual information between Alice and Bob, and yyg
is the maximum amount of information that Eve can get from
Bob’s key. For /,p, from Bob’s measurement variance

Ve =nT(V + xo) (A37)
and the conditional variance
Vea =0T+ x> (A38)
it can be computed as [40]
fhe = 2 x %logz % _ logz%j:::, (A39)
where
V=V,+1 (A40)

Here, the mutual information is multiplied by a factor of 2
since heterodyne detection simultaneously measures both
quadrature components.

The core of the key rate calculation is to evaluate the upper
bound on the amount of information that Eve steals. Under the
collective attack, people adopt the Holevo bound to limit the
maximum information Eve can get from Bob, so ypg is [40]

e = S(pp) - / dmp(m) S, (Ad)

where mp represents Bob’s measurement, while p(mp) repre-
sents the probability density at which it was measured, pp®
is the conditional quantum state of Eve under Bob’s measure-
ment, and S represents the von Neumann entropy of quantum
state p. Since Eve purifies system AB to acquire maximal in-
formation, the tripartite state is pure, and the von Neumann
entropy of the subsystem can be calculated through the
Schmidt decomposition. Besides, according to the Schmidt de-
composition, it is simplified to evaluate Eve’s information
through Alice’s and Bob’s information. Since Eve’s system pu-
rifies system AB;, Bob’s measurement purifies system AEFG,
and S(p)i;) is independent of mp in Gaussian agreement,
e can be simplified to [41]

XBE = S(pABl) - S(PX!?G . (A42)

The theoretical security analysis of the continuous-variable pro-
tocol under collective attack shows that, given the covariance
matrix yap, of state pap, if Eve’s eavesdropping operation is a
Gaussian operation, it can get the most information, which is
called a Gaussian attack on the optimality theorem [42—44].
This theorem shows that if the quantum state pp, shared
by Alice and Bob is regarded as a Gaussian state, the calculated
amount of information stolen by Eve is an upper bound on the
actual amount of information stolen. The information entropy

PB I

Heterodyne

detection

XB
Homodyne
/ detection

.—D“XB (PB)/

Fig. 8. EPR scheme. The EPR pair is on the left. Heterodyne detection is done on part of it. The other part enters the channel through the right
transmission, and is affected by the channel and the eavesdropper Eve. The receiving end adopts two detection methods: heterodyne detection and
homodyne detection. To express the detection noise and quantum efficiency of the receiving end, it is equivalent to another EPR pair interfering

with the transmission part through the BS with the transmission rate #.
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calculation of the Gaussian state is relatively simple, which al-
lows the formula above to be simplified to

2 5
1BE=ZG<Ai;1>—ZG<liZ_I), (A43)

i=1

where
G(x) = (x + Dlog, (x + 1) - xlog,x, (A44)

and /; is the symplectic eigenvalue of the covariance matrix, 4; »
correspond to the covariance matrix y 5, of the representation
state pap,» and A3 4 5 correspond to the covariance matrix yf
of the representation state pj7;. On the one hand, yap, only
depends on Alice’s side and channel. It has nothing to do with
the specific detection method and can be expressed as

T
YA Oap, ]

YAB, = [
OAB, 7B,

V.I T(VE-1).
2 ( ) O, , (A45)
V T(Vz_l)'gz T(V+)(line)'[2
where
I, = diag(1, 1), (A46)
o, = diag(1,-1). (A47)

The symplectic eigenvalues of the matrix above can be calcu-
lated as

1
By=sA% VA Z4B), (A48)
where
A=V*(1-2T) + 2T + T*(V + yine)? (A49)
and

B =T*(Vine + D™ (A50)
On the other hand, the matrix Y} can be calculated by
YAt = VARG — Oarg, HOARGB,» (AS1)
where the symplectic matrix A represents the measurement on
mode Bj. Specifically, for heterodyne detection,
Hyee = (3, + 1) (A52)

The remaining matrices yg,, ¥ ArG> and oapgp,can be obtained
by decomposing the covariance matrix

VAFG GKFGB A
= 3
Y AFGB; [ OArGB, vs, }) (AS3)

and this matrix can be obtained by transforming the rows and
columns of the matrix describing the system AB;FG, and the
matrix of the system AB3FG is

vas,ic = (Y®) T [yap, @ 7r,clV™, (A54)

where 7 ¢ describes the EPR state with variance » (equivalent
to the electronic noise of the detector); specifically

v-1, V@ -1) -0,
YF,G — s
V@ -1) -0, v-1,

(A55)
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where v value depends on the specific detection method.
Finally, the matrix Y35 describes the beam splitter (equivalent
to the quantum efficiency of the receiver) for modes B, and F;
specifically

i 1-n-1
= | g, VTR e
N B S T,
and
Y =171, ® YESFO ® I, (A57)
YBSZIA@YEZSF[)@]G. (A58)

With the above matrix, we can find the symplectic eigenvalue
of the matrix y)j;. Next, we directly give their calculation
formula:

1
By=5(CVC-4D), (A59)

where C, D are determined by the specific detection method.
For heterodyne detection,

Chee = Gy We + B+ 1+ Ey +2T(V2 - 1)),

(A60)
where £y = 220 (VB + T(V + Jiine))s
V + \/E)(het> :
Dy=|——"2"]). A61
e (T(v + leor) (aeh

The last symplectic eigenvalue is A5 = 1. According to the for-
mula above, we can evaluate the secure key rate of GMCS-

CV-QKD.
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