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Optical chaotic signals emitted from an external-cavity feedback or injected laser diode enable small-signal in-
formation concealment in a noise-like carrier for secure optical communications. Due to the chaotic bandwidth
limitation resulting from intrinsic relaxation oscillation frequency of lasers, multiplexing of optical chaotic signal,
such as wavelength division multiplexing in fiber, is a typical candidate for high-capacity secure applications.
However, to our best knowledge, the utilization of the spatial dimension of optical chaos for free-space secure
communication has not yet been reported. Here, we experimentally demonstrate a free-space all-optical chaotic
communication system that simultaneously enhances transmission capacity and security by orbital angular
momentum (OAM) multiplexing. Optical chaotic signals with two different OAM modes totally carrying
20 Gbps on–off keying signals are secretly transmitted over a 2 m free-space link, where the channel crosstalk
of OAM modes is less than −20 dB, with the mode spacing no less than 3. The receiver can extract valid infor-
mation only when capturing approximately 92.5% of the OAM beam and correctly demodulating the correspond-
ing mode. Bit error rate below the 7% hard-decision forward error correction threshold of 3.8 × 10−3 can be
achieved for the intended recipient. Moreover, a simulated weak turbulence is introduced to comprehensively
analyze the influence on the system performance, including channel crosstalk, chaotic synchronization, and trans-
mission performance. Our work may inspire structured light application in optical chaos and pave a new way for
developing future high-capacity free-space chaotic secure communication systems. © 2023 Chinese Laser Press

https://doi.org/10.1364/PRJ.496535

1. INTRODUCTION

In comparison with wireless radio communication, free-space
optical (FSO) communications have attracted great interest
due to their higher capacity and security [1–3]. In practical sce-
narios, however, the security of FSO systems is susceptible to
atmospheric scattering and beam divergence as the transmission
distance increases, making it possible to be intercepted using addi-
tional receivers [4,5], especially for those scenarios where the para-
mount need is to ensure secure transmission of high-data
confidentiality, such as underwater communication, star–earth
communication, interstellar communication, deep space commu-
nication, and similar contexts. Consequently, enhancing the

physical-layer security of FSO systems has gained increasing at-
tention in recent years. Optical chaotic signals enable small-signal
information concealment in noise-like chaotic carriers. Combined
with chaos synchronization, it can enhance the information secu-
rity of the physical layer to achieve secure optical transmission
[6,7]. Although it has been well investigated in fiber optic chan-
nels [8–14], the exploration of optical chaotic communication in
FSO links is still in its infancy [5,15–20], particularly in terms of
experimental investigations, as summarized in Table 1.

Optical chaotic signals emitted from external-cavity feed-
back or injected laser are impacted by the intrinsic relaxation
oscillation of a laser, which limits their bandwidth to only a few
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gigahertz, making it challenging to support high-capacity FSO
secure communication [21]. Although several schemes for gen-
erating broadband chaotic signals have been proposed [22–29],
the poor synchronization quality and stability of the high-
frequency part of chaotic carriers restrict the enhancement of
private communication capacity. Alternatively, multiplexing
of optical chaotic signals is a typical candidate for high-speed
secure application. In fact, traditional schemes used in fiber op-
tic channels are limited to manipulating the time, frequency,
phase, and/or polarization domains of chaotic lasers. However,
the utilization of spatial dimension of optical chaotic signals
well-suited for FSO links has not yet been reported.

On the other hand, as an intrinsic degree of freedom of
light, orbital angular momentum (OAM) has attracted great
attention in optical communication and quantum information
due to its discrete unbounded orthogonal modes in the spatial
dimension [30,31]. Recently, OAM multiplexing has been ex-
perimentally demonstrated to enhance capacity in classical and
quantum communication [32–34], including in free space
[35–38], fiber [39,40], and on-chip [41]. This offers a prom-
ising opportunity to establish a high-speed FSO chaotic secure
communication system with the spatial optical field manipula-
tion of optical chaos.

Here, we propose a capacity- and security-enhanced FSO
chaotic communication scheme by exploring the spatial dimen-
sion of chaotic signals. A proof-of-concept transmission experi-
ment that encrypts 20 Gbps on–off keying data with all-optical
chaos modulation and spatial OAMmultiplexing is successfully
demonstrated. The influence of mode spacing between two
OAM channels on channel crosstalk is quantitatively analyzed
to optimize transmission performance. The security of the pro-
posed systems guaranteed by the inherent profiles of optical
chaos and OAM is investigated separately. Valid information
can only be obtained at the receiver side when the majority

parts of OAM beams are captured and demodulated correctly
as well as the same chaotic synchronization hardware parame-
ters implemented on the transmitter side. Additionally, weak
atmospheric turbulence with D∕r0 ≈ 1.2, where D is the aper-
ture of the optical system and r0 is the Fried parameter, is in-
troduced to systematically investigate the effects of atmospheric
turbulence on the OAM mode crosstalk, chaotic synchroniza-
tion, and transmission performance. Overall, the proposed
chaos-based OAM multiplexing FSO system allows for a pri-
vate transmission with a bit error rate (BER) below the 7%
hard-decision forward error correction (HD-FEC) threshold
of 3.8 × 10−3.

2. EXPERIMENTAL SETUP

Figure 1 shows the experimental setup of the proof-of-principle
secure chaos-based OAM multiplexing FSO communication
system. On Alice’s side, a commercial external-cavity semicon-
ductor laser (ECSL) with conventional optical feedback is uti-
lized as a drive laser (DL) source to generate the chaotic optical
carrier. The optical feedback loop consists of an 80:20 fiber
coupler (FC1), a polarization controller (PC1), a variable
optical attenuator (VOA1), and a fiber mirror (M1). After pass-
ing through an optical isolator (ISO1), the chaotic optical car-
rier is modulated by 10 Gbps nonreturn-zero on–off keying
(NRZ-OOK) signals from a 65-GS/s arbitrary waveform gen-
erator (AWG) through a 10 GHz Mach–Zehnder modulator
(MZM) to achieve message encryption. The encryption perfor-
mance can be characterized by the masking coefficient β, which
is defined as the ratio of the peak-to-peak value of the message
signal to the peak-to-peak value of the chaotic carrier signal and
can be flexibly adjusted by the amplitude range of the AWG.
An erbium-doped fiber amplifier (EDFA) and VOA2 are used
to precompensate for the power impairment in the OAM

Table 1. Secure Data Transmission of Chaos-Based FSO Experimental Systems

Transmission
Wavelength (nm) Spatial Mode

Number of
Transmission Channels

Transmission
Environment Capacity Distance Bit Error Rate Refs.

690 Gauss 1 Outdoor 60 kbps 5 km 1.92 × 10−2 [15]
5700 Gauss 1 No turbulence 0.5 Mbps 1 m 6 × 10−2 [18]
1550 Gauss 1 Simulated D∕r0 ≈ 2.4 8 Gbps 10 m 2.4 × 10−3 [20]
1550 Laguerre–Gauss 2 Simulated D∕r0 ≈ 1.2 20 Gbps 2 m 2.1 × 10−3 This work

Fig. 1. Experimental setup of the secure chaos-based OAM multiplexing FSO communication system. DL, drive laser; FC, fiber coupler;
PC, polarization controller; VOA, variable optical attenuator; M, mirror; ISO, optical isolator; MZM, Mach–Zehnder modulator; EDFA,
erbium-doped fiber amplifier; FDL, fiber delay line; Col., collimator; LP, linear polarizer; BS, beam splitter; SLM, spatial light modulator;
SL, slave laser; PD, photodetector; DPO, digital phosphor oscilloscope.
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modulation and beam combination parts and to control the
power incident on the spatial light modulators (SLMs).

The encrypted signal is split into two branches, whose data
streams are decorrelated by inserting a 10 m single-mode fiber
(SMF) in the lower channel. Each beam is collimated in free
space and converted to a different OAM mode of l � −3 or
l � �1 using a computer-generated phase hologram loaded
on the SLM, where l denotes the topological charge. The
SLM used here is a phase-only reflective phase modulator with
a spatial resolution of 12.5 μm. PC2 and a free-space linear
polarizer (LP) are used to optimize the polarization of the light
incident to SLMs. The two OAM beams are spatially multi-
plexed using a beam splitter (BS) and coaxially propagated
in free space for ∼2 m. In laboratory conditions, no distortions
are observed during the propagation of multiplexed beams in
such an optical link. Therefore, to simulate the effect of turbu-
lence, we introduced external wavefront distortion using a tur-
bulence emulator. The turbulence emulator is a thin phase
screen plate mounted on a rotating platform and placed in the
middle of the optical path. The equivalent effective Fried co-
herence length r0 is about 2.5 mm. Considering that the beam
diameter D when passing through the thin phase plate is about
3 mm, the emulated turbulence is classified as weak turbulence,
with D∕r0 ≈ 1.2, which is the turbulence strength correspond-
ing to the subsequent discussion of the effect of atmospheric
turbulence on the system performance.

After free-space transmission, a beam down-collimator sys-
tem comprising two lenses with focal lengths of f 1 � 50 mm
and f 2 � −30 mm is used to reduce the size of the received
optical beam for OAM demultiplexing and detection. On
Bob’s side, to detect the data transmitted on each OAM chan-
nel, SLM3 is used to conduct the OAM demultiplexing. The
OAM beam is converted to a Gaussian-like beam using an in-
verse-phase hologram loaded on SLM3, while the other beam
remains in an OAM state with a nonzero charge. Only the cor-
rectly converted Gaussian beam could be coupled into the SMF
for later detection and processing. Moreover, a small signal
EDFA is used here to compensate for the free-space link loss.
The encrypted signal is then split into two parts using a 2 × 2
fiber coupler (FC3). One part, with its state of polarization ad-
justed by PC3, is unidirectionally injected into the slave laser
(SL) for chaos synchronization, and the synchronized chaotic
signal is detected by a photodetector (PD1). The other part
passes through a delay line to eliminate the synchronization
error and is then detected by PD2. The recovered message
is decrypted by subtracting the synchronized chaos signal from
the encrypted transmitted signal and then filtered by a lowpass
fourth-order Butterworth filter with a cut-off frequency of
0.8R, where R is the transmission bit rate. In our experiment,
the operation wavelengths of DL and SL are set to 1549.68 nm,
and their emission powers are set to 0 dBm. The feedback
strength of DL is fixed at −10 dB. The bandwidths of both
PDs are 20 GHz. A high-speed digital phosphor oscilloscope
(DPO) collects the two signals detected by the PDs with a sam-
pling rate of 100 GSa/s and two 59 GHz bandwidth channels.
The transmission efficiencies ofOAM−3 andOAM�1 are 5.2%
and 3.4%, respectively. The low transmission efficiency ob-
tained in this framework is due to the use of beam splitters

to generate OAM modes. While this approach enhances the
modulation efficiency of the OAM mode, it inevitably results
in a substantial energy loss at the modulation end. In addition,
another purpose of such an approach is to conserve the space
taken up by the experimental setup, as the method involving
small-angle reflection requires the construction of a longer
modulation optical path.

3. RESULTS AND DISCUSSION

In this section, we thoroughly investigate and discuss the sys-
tem’s channel crosstalk, security, and transmission performance,
along with the impact of atmospheric turbulence on the pro-
posed scheme. It is noteworthy that the results presented in the
first two subsections were obtained without considering the in-
fluence of atmospheric turbulence.

A. Channel Crosstalk Analysis
Crosstalk among OAM modes during OAM multiplexing may
arise due to multiple factors, such as beam axis misalignment
with the center of the SLM, aberrations, and atmospheric tur-
bulence, which will cause significant degradation in the perfor-
mance of communication systems. To clarify, we denote the
channel that generates the OAM beam using SLM1 as CH1
and the channel that generates the OAM beam using SLM2
as CH2. In our experiment, channel crosstalk is defined as
the ratio of the power received on the desired channel when
the other channel is transmitting with the desired channel
off (Pothers) to the power received on the desired channel when
only the desired channel is transmitting with the other channel
off (Pself ); that is, ηCrosstalk � 10 log10�Pothers∕Pself �. We inves-
tigate the impact of OAMmode spacing Δl between two chan-
nels on power crosstalk and chaotic synchronization crosstalk to
determine the channel spacing with optimal mode purity dis-
tribution. Theoretically, the mode spacing can be infinite due
to the inherent orthogonality characteristic of OAM. However,
in practical communication systems, various factors, such as the
transceiver aperture, modulation devices, and transmission dis-
tance, impose limitations on the largest OAM mode. Here, the
mode spacing is determined by fixing the OAM order loaded
on SLM2 in CH2 (l2 � �1) and changing the OAM order
loaded on SLM1 in CH1 (l 1 � f�2, -1, -2, -3g), correspond-
ing to the mode spacing Δl � f1, 2, 3, 4g.

Figure 2 illustrates the normalized power crosstalk of the
two OAM multiplexed channels. The four power values mea-
sured in each mode spacing case are normalized to the maxi-
mum value, which is detected when transmitting and receiving
OAM l 1. It should be noted that there is a power difference
of approximately −4.2 dB between CH2 and CH1. This differ-
ence is likely due to the fact that the beam diameter of CH2 is
slightly larger than that of CH1, leading to imperfect demodu-
lation at SLM3 compared with CH1; further, the transmission
efficiency of CH1 is also better than CH2. Figure 2(a) presents
the results measured without the chaos feedback structure
(i.e., blocking the 20% parts of the output at FC1). It can be
seen that, as the mode spacing increases, the crosstalk contin-
uously decreases, reducing from −14.84 to −31.12 dB for CH1
and from −8.62 to −27.98 dB for CH2. When Δl � 3, the
crosstalk drops below −20 dB, indicating that the impact of
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channel crosstalk on the transmission performance is negligible.
As shown in Fig. 2(b), the evolutions of the detection power
and crosstalk power with mode spacing for both channels are
similar to those in Fig. 2(a) after adding the chaos feedback loop
structure. This indicates that the presence of chaotic signals ex-
hibiting random intensity fluctuations in the time domain does
not alter the spatial energy distribution of the optical field.
In other words, chaotic cryptography is compatible with free-
space OAM multiplexed communication systems. It is worth
noting that there is a notable discrepancy in the CH2 crosstalk
arising at Δl � 4. The absolute values of crosstalk power are
0.05 μW in the absence of chaotic structure and 0.02 μW in its
presence. The slight power reduction is intuitively attributed
to measurement errors from experimental factors since it is un-
able to measure the crosstalk power from CH1 to CH2 in both
structures simultaneously.

Chaotic synchronization is the core of chaotic confidential
communication technique, which usually employs the cross-
correlation coefficient (CC) to quantify synchronization quality
[10]. A CC value of 0.9 or above is considered to achieve high-
quality chaotic synchronization in most chaos-related applica-
tions. We then investigate the effect of OAM mode spacing

Δl on chaotic synchronization performance, as depicted in
Fig. 3(a). Here, synchronization crosstalk is defined as the
CC value calculated on the desired channel when the other
channel is transmitting with the desired channel off. When
Δl � 1, the CC values for both channels with direct detection
are around 0.8, while the crosstalk CC values are even higher
than those in direct detection cases, indicating that severe cross-
talk between OAM channels will threaten the security of the
chaotic confidential communication system. As Δl increases,
the synchronization crosstalk gradually decreases, and the CC
values for both channels stabilize above 0.9 in the case of direct
detection when Δl ≥ 3. Figures 3(b) and 3(c) depict the cross-
correlation curves of CH1 and CH2 with CC values of 0.94
and 0.92, respectively, for Δl � 4. The results show that the
chaotic encrypted signals transmitted by both channels achieve
high-quality chaotic synchronization with the locally generated
chaos at the receiver, guaranteeing the performance of sub-
sequent chaotic decryption.

Subsequently, we investigate the effect of mode spacing on
the transmission performance of chaotic OAM multiplexing
communication systems, as shown in Fig. 4. The transmission
performances of CH1 and CH2 are similar, and, for the sake

Fig. 2. Measured channel crosstalk for the two OAM modes (a) without chaos feedback loop and (b) with chaos feedback loop. Take mode
spacing Δl � 1 as an example: CH1-Detection means CH1 sendsOAM�2, while the inverse phase hologramOAM−2 is loaded on SLM3 for direct
demodulation when CH2 is blocked. CH1-Crosstalk means the crosstalk from CH2 to CH1, that is, CH2 sends OAM�1, whileOAM−2 is loaded
on SLM3 when CH1 is blocked.

Fig. 3. (a) Measured chaotic synchronization channel crosstalk for the two OAM modes; (b) cross-correlation plot for CH1 when Δl � 4;
(c) cross-correlation plot for CH2 when Δl � 4.
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of simplify, we only present the BER curve of CH2. It can be
observed that, when Δl � 1, the BER of the decrypted data
exceeds the hard decision forward error correction (HD-FEC)
threshold, indicating serious crosstalk between two OAM chan-
nels and poor chaotic decryption performance (CC ≈ 0.79).
At this point, the corresponding eye diagram is closed at
R � 8 Gbps. As the mode spacing increases, the transmission
performance of CH2 gradually improves, and when Δl reaches
3, CH2 can support a maximum communication rate of
10 Gbps. Based on the above analysis of channel crosstalk with
mode spacing, we choose Δl � 4, i.e., SLM1 is loaded with
OAM−3 and SLM2 is loaded with OAM�1 for subsequent
experiments.

B. Security and BER Performances
Conventional FSO communication systems are considered to
have inherent security properties due to the narrow beam and
high directionality of the laser. However, as the laser undergoes
scattering and beam divergence during atmospheric transmis-
sion, there is a possibility of unauthorized interception of the

beam by other receivers. The security of the proposed en-
crypted FSO communication system is derived from the inher-
ent security properties of chaotic signals and OAM beams.

In this context, the scheme’s security is first evaluated
from the perspective of chaos. Take CH2 as an example,
Figs. 5(a)–5(c) show the temporal waveforms of the NRZ-
OOK signal from generation to encryption to decryption
process at the transmission rate of 7 Gbps; Figs. 5(d)–5(f ) re-
present the corresponding eye diagrams. The original informa-
tion signal is directly detected and collected by the DPO. After
connecting the chaotic external feedback loop, the small signal
is completely concealed in the chaotic carrier by adjusting the
signal amplitude output of AWG, as shown in Fig. 5(b). The
intensity of the encrypted signal shows noise-like fluctuations,
and the communication eye diagram is tightly closed. When
the hardware parameters such as the lasers’ chip, drive current,
and temperature control of DL and SL are well matched, the
legitimate receiver can locally generate a synchronized chaotic
signal by injection-locking mechanism and chaotic filtering
effect. Figure 5(c) shows the decrypted message signal obtained
by offline DSP processing with only slight differences com-
pared with Fig. 5(a), which indicates the information can be
effectively recovered by the legitimate receiver. Chaos-modu-
lated encryption schemes are vulnerable to a link attacking ap-
proach called “direct detection with linear filtering” (DDLF),
where the eavesdropper directly detects the encrypted data us-
ing a PD and filters the data with a cutoff frequency equaling
the transmission rate to recover the original message [7,18].
This phenomenon is caused by the uneven power spectrum
of the chaotic optical carrier generated by the conventional op-
tical feedback structure. Specifically, the low-frequency compo-
nents of the signal have low power, leading to relatively low
efficiency in concealing information. Consequently, the origi-
nal information can potentially be extracted through a DDLF
attack [12]. In the following discussion, we assume that the
eavesdropper has prior knowledge of the OAM pattern trans-
mitted in the link and couples the correctly demultiplexed
beam into SMF for the DDLF attack. Figure 5(g) depicts the
BER performance for encrypted messages, legally decrypted
messages, and illegally received messages for both channels.
Here, 2 × 109 bits are used to calculate the BER values for each
case. The BERs of the encrypted messages for both channels

Fig. 4. Performance of the chaos-based OAM multiplexing FSO
communication system with different mode spacing. (a) Measured
BER curves for different mode spacing for CH2 in the case of direct
detection. Take mode spacing Δl � 1 as an example: direct detection
means the BER value when CH1 sends OAM�2 and CH2 sends
OAM�1, while the inverse phase hologram OAM−1 is loaded on
SLM3 for CH2 direct demodulation. Eye diagram at R � 8 Gbps
for (b) Δl � 1, (c) Δl � 2, (d) Δl � 3, and (e) Δl � 4.

Fig. 5. Experimental temporal waveforms for CH2 of (a) the original NRZ-OOK signal at the output of AWG, (b) the encrypted signal at the
output of MZM, and (c) the decrypted signal after offline DSP. Eye diagrams of (d) the original NRZ-OOK signal, (e) the encrypted signal, and
(f ) the decrypted signal. (g) BER performances for CH1 and CH2 in the case of legal reception, illegal reception, and encryption.
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maintain a high level (larger than 0.2), indicating excellent en-
cryption performance. For the legitimate receiver, the BERs of
CH1 and CH2 are both below the FEC limit, and the maxi-
mum communication rate of each channel reaches 10 Gbps; for
the illegal eavesdropper, the BERs are much higher than that of
the legal receiver, and the system can no longer support the
recovery of the original data when R ≥ 7 Gbps.

In our chaos-modulated FSO communication system, the
masking coefficient β is a crucial parameter for evaluating
the encryption efficiency, as the information is superimposed
on the carrier by the MZM. The BER curves with β for both
channels at R � 10 Gbps for encrypted, decrypted, and inter-
cepted messages are shown in Fig. 6. The BERs for decrypted
and intercepted messages gradually decrease with the increase of
β; when β reaches around 18%, the BER of the legitimate
receiver drops below the FEC limit. In contrast, when β is less
than 24%, the BERs for encrypted and intercepted messages
are always higher than 3.8 × 10−3. However, when β is further
increased, it can be predicted that there is a possibility that the
BER of messages obtained by means of DDLF is below the
FEC threshold. These results indicate that a low masking co-
efficient can effectively resist DDLF link eavesdropping but at
the cost of sacrificing the transmission and decryption perfor-
mance. Therefore, a trade-off between the security and trans-
mission performance of the system is necessary, and properly
setting the bit rate (R ≥ 7 Gbps) and the masking coefficient
(18% ≤ β ≤ 24%) in our system enables information to be
effectively hidden and recovered in the chaotic optical carrier
and resist eavesdropping.

Our proposed scheme using OAM to carry the multiplexing
data offers another inherent security enhancement. On the one
hand, the beam’s OAM mode can be considered a physical key
preassigned by the transceivers, albeit with a limited key space.
The OAM data can only be collected into the SMF when the
receiver uses a phase hologram with the inverse OAM order of
the transmitter, making the SMF act as a mode selector. The
largest OAM mode supported by both channels in the pro-
posed system is found to be OAM�10, indicating that the size
of the key space is 21. To verify the secure property offered by

the OAM modes, it is assumed that the receiver has the same
chaotic synchronization hardware structure as the transmitter
and utilizes different modes for demodulation. Figure 7 shows
the intensity profiles of the demodulated optical fields and the
corresponding decrypted message waveforms for different phase
holograms used by the receiver at R � 10 Gbps. As shown in
Fig. 7(a3), the OAM beam is transformed into a Gaussian-like
beam with a bright spot in the center only when the phase holo-
gram loaded on SLM3 is set to l � �3. Figure 7(b3) shows
that the data after correct OAM demultiplexing and chaotic
decryption are nearly identical to the original information.
On the contrary, as shown in Figs. 7(b1) and (b2), where the
receiver uses the wrong phase hologram for demultiplexing, the
demodulated light field still retains a donut shape, and the de-
crypted message waveforms appear as noise dithering.

On the other hand, the inherent security property of OAM
also stems from the fact that the recovery of OAM data from
atmospherically scattered light is complicated due to the time-
varying scattering process that randomizes the phase structure
of the OAM beams [4]. Despite the seemingly limited size of
the key space offered by the OAMmode, an eavesdropper must
still intercept the OAM beam should he wish to demodulate
the OAM mode through exhaustive approaches. In this sce-
nario, we assume an eavesdropper intercepts part of the OAM
lights field by loading a partially blocked phase hologram on
SLM3. Figure 8 presents the experimentally measured BER
curves of both channels at R � 10 Gbps with varying percent-
ages of phase hologram blocking. In the case of full reception,
the BERs of the decrypted data for both channels are approx-
imately 2.1 × 10−3, while the BER detected by DDLF is above
the FEC threshold, indicating that the eavesdropper cannot
correctly decrypt the tapped optical signal without knowing
the hardware parameters of the chaotic system. At this time,
the chaotic system guarantees the security of the proposed com-
munication systems. As the percentage of blocking increases,
both the BERs by chaotic decryption and DDLF increase;

Fig. 6. Measured BER curves for different cases as a function of
masking coefficient β. Fig. 7. (a1)–(a3) Intensity profiles of demodulated beams for differ-

ent loading patterns (l � −3, l � −2, l � �3) when transmitting
l � −3 and �1; (b1)–(b3) temporal waveforms of corresponding
original message (gray line) and recovered message (colored line) at
R � 10 Gbps.
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when the portion of blocking is higher than 7.5%, the BER by
chaotic decryption exceeds the FEC threshold. The above result
implies that, even if the eavesdropper knows the precise param-
eters of the chaotic laser system and steals 92.5% of the optical
field, no valid information can be obtained from it. Therefore,
the security of the proposed chaos-based OAM multiplexing
communication system is further enhanced.

C. Atmospheric Turbulence Analysis
One of the critical challenges in implementing such a transmis-
sion system is the impact of atmospheric turbulence on light as
it propagates through the free-space channel. The random fluc-
tuations in the refractive index of the atmosphere cause vortex
beams to suffer from phase distortion, beam spreading, singu-
larities drift, and other phenomena, all of which lead to cross-
talk between neighboring OAM channels and degradation of
the information capacity and transmission performance of the
FSO communication system. In our system, we introduce weak

atmospheric turbulence with D∕r0 ≈ 1.2 in the transmission
link and discuss the influence of turbulence on the optical field,
channel crosstalk, chaotic synchronization, and transmission
performance. Figures 9(a)–9(c) compare the intensity profiles
of two independent OAM beams and the multiplexed beam
under different scenarios. It can be observed that the OAM
beam experiences beam diverging after a short free-space link
transmission. Under the weak atmospheric turbulence, it is evi-
dent that the OAM light fields degrade, resulting in nonuni-
form intensity distribution and the slightly irregular spot shape.
The crosstalk matrices for OAM−3 and OAM�1, with and
without atmospheric turbulence, are presented in Figs. 9(d)
and 9(e). The OAM beams suffer from intermodal crosstalk
caused by turbulence, leading to degradation of approximately
10 and 22 dB for CH1 and CH2, respectively.

We then analyzed the effect of turbulence on free-space uni-
directional injection-locked chaotic synchronization. Figures 10(a)
and 10(b) depict the crosstalk matrices of the synchronization CCs
for CH1 and CH2 in the absence and presence of turbulence,
respectively. In the absence of turbulence, the chaotic carriers
achieve high-quality synchronization (CC > 0.9) with the lo-
cal-end chaotic signals at the desired channels, with less crosstalk
between them. However, when weak turbulence is introduced,
their channels’ synchronization performance deteriorates rapidly
(CC ≈ 0.85) while increasing synchronization channel crosstalk.
Figure 10(c) illustrates the evolution of BER with transmission
rate R for both channels with and without turbulence. The trans-
mission performance of both channels is almost identical and sup-
ports a maximum transmission rate of 10 Gbps/channel in the
case of no turbulence. In the presence of turbulence, the transmis-
sion performance of both channels deteriorates, reducing the
maximum transmission capacity to 8 Gbps/channel. This degra-
dation is caused by atmospheric turbulence, which affects the
transmission quality and reception efficiency of the OAM beams
and degrades the synchronization performance of the chaotic sys-
tem. The difference in performance between the two channels is
because BER values of only one channel can be measured at a
time, given the device limitations, while the turbulence phase

Fig. 8. Measured BER as a function of the percentage of beam block
for secure chaos-based OAM multiplexing FSO transmission link.
Insets (I) to (III) show the phase holograms partially blocked in SLM3.

Fig. 9. Intensity profiles of (a1)–(a3) generated OAM beams (l � −3, l � �1, and superposition of l � −3 and �1) at Tx (transmitter);
(b1)–(b3) received OAM beams (l � −3, l � �1, and superposition of l � −3 and �1) at Rx (receiver) without turbulence; (c1)–(c3) received
OAM beams (l � −3, l � �1, and superposition of l � −3 and �1) at Rx with weak turbulence. Normalized channel crosstalk matrix of OAM
multiplexing (d) without turbulence; (e) with turbulence.
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screen is time-varying. From the above results, it can be inferred
that the proof-of-principle experimental demonstration of our
chaos-based OAM multiplexing FSO system is highly sensitive
to atmospheric turbulence. Therefore, corresponding turbulence
mitigation techniques should be employed to ensure the purity
of the OAM beam and the synchronization performance of
the chaotic signal in practical application links.

4. CONCLUSION

In conclusion, a secure FSO communication system is pro-
posed and experimentally demonstrated using all-optical chaos
modulation and OAM. We discuss the impact of OAM mode
spacing on the channel crosstalk, chaotic synchronization, and
transmission performance. Increasing the mode spacing to four
results in channel crosstalk below −20 dB and high-quality syn-
chronization with CC > 0.9. We successfully transmit private
10 Gbps/channel OOK signals with BER below 7% HD-FEC
in a free-space link of 2 m. The information security of this
system is guaranteed by the inherent properties of the chaotic
carrier and the OAM beam. On the one hand, even in the sce-
nario where an eavesdropper captures the entire spatial struc-
ture of the OAM beam and accurately demodulates it into a
Gaussian beam using exhaustive methods or deep learning
techniques, the demodulated data remain noise-like properties,
and chaotic carrier cannot be synchronized without prior
knowledge of the hardware parameters of the chaotic system.
Consequently, the information remains undecipherable. On
the other hand, even if the eavesdropper knows the hardware
parameters of the chaotic system and captures 92.5% of the
OAM beams, valid information still cannot be obtained, where
these two assumptions are challenging to realize in practical ap-
plications. To the best of our knowledge, this is the first experi-
ment to introduce OAM in chaotic communication systems to
enhance security and data capacity simultaneously, resulting in
the highest transmission rate achieved in chaotic FSO commu-
nication to date.

Further, we analyze the effect of atmospheric turbulence on
the proposed system’s performance. The results demonstrate
that turbulence not only degrades the optical field information
of the OAM beams but also reduces the synchronization per-
formance of the chaotic system. Therefore, different turbulence
mitigation techniques are needed for practical applications,
such as using adaptive optics [42,43], MIMO balanced detec-
tion [44], vector optical manipulation [45], and other channel

compensation algorithms [46]. Moreover, an exciting next step
is to realize long-distance chaotic secure communication with a
large aperture optical system, such as planar digital optics [47].
This work is a crucial step in applying chaotic cryptography to
space communication systems and extends a new approach to-
ward manipulating the spatial dimension of chaotic signals to
achieve security and bandwidth enhancement for chaos-based
applications.
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