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Untrusted node networks initially implemented by measurement-device-independent quantum key distribution
(MDI-QKD) protocol are a crucial step on the roadmap of the quantum Internet. Considering extensive
QKD implementations of trusted node networks, a workable upgrading tactic of existing networks toward
MDI networks needs to be explicit. Here, referring to the nonstandalone (NSA) network of 5G, we propose
an NSA-MDI scheme as an evolutionary selection for existing phase-encoding BB84 networks. Our solution
can upgrade the BB84 networks and terminals that employ various phase-encoding schemes to immediately sup-
port MDI without hardware changes. This cost-effective upgrade effectively promotes the deployment of MDI
networks as a step of untrusted node networks while taking full advantage of existing networks. In addition, the

diversified demands on security and bandwidth are satisfied, and network survivability is improved.
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1. INTRODUCTION

Quantum key distribution (QKD) [1-3] can share a private key
securely between two authorized parties, Alice and Bob. This
private key can establish unconditional secure communication
combined with a one-time pad [4]. The security of QKD relies
on the principles of quantum physics, with any eavesdropping
on a quantum channel being detected inevitably by extra signal
disturbance [5-8]. Compared with classical cryptography, the
security of QKD is independent of computation complexity.
Therefore, QKD is counted among the solutions to secure
communication in the quantum age.

For large-scale applications, networking is imperative for
QKD, which can provide secure commutation service for nu-
merous users [9,10]. In recent years, many influential networks
[11-19] have been conducted, including mature demonstra-
tions for real-life applications. These works mark the achieve-
ment of the trusted node network and take the initial step
toward the quantum Internet [20].

The trusted node network cannot provide end-to-end QKD
services without the credibility of intermediary nodes. This
limitation lowers the survivability of networks, which means
the ability of the network to provide secure key-distribution
service if there are trusted nodes is controlled by eavesdroppers.
In trusted-node-based networks, if the loss of credibility hap-
pens to one node due to attacks, large parts of the network may
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be paralyzed (full connection is a solution but with high cost
and low feasibility; Ref. [21] provides a practical and detailed
analysis for the scenario). For example, an untrusted central
node can deprive the star topology of function, and losing cred-
ibility of a relay node can split a line-topology network, where
the star topology and the link topology are normally used to
construct a quantum network [10,19] in metropolitan and
wide areas, respectively. Therefore, upgrading such networks
to untrusted-node-based networks for moving away from
dependence on node credibility is necessary.

Any schemes that support an untrusted node can be theo-
retically employed in untrusted-node-based networks, such as
quantum repeaters [22-25], measurement-device-independent
QKD (MDI-QKD) [26-28], twin-field QKD (TF-QKD)
[29-32], and device-independent QKD (DI-QKD) [33-37].
Compared with other schemes, MDI-QKD, the scheme that
can completely remove all detector side-channel attacks and
whose measurement unit can be regarded as an untrusted node,
is the most mature and easiest one to implement [38—41] and
initially shows the capability of networking [42]. Therefore,
MDI-QKD is an immediate object of network upgrade [20].

Although upgrading to MDI networks can improve surviv-
ability, the cost and demand must be emphasized in network
upgrades. On the cost side, the main protocol in existing
networks is the BB84 protocol; however, it is incompatible with
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the MDI protocol. One major difference is the measurement
mechanism. MDI-QKD requires a Bell state measurement
(BSM) in the measurement unit, but BB84 does not need that
[43]. Therefore, the measurement unit of the BB84 protocol
cannot be used in the MDI protocol. The other difference is
in the encoder of the transmitter. The bases of state preparation
in QKD are X, ¥, and Z, which correspond to Pauli matrices
0, 6,, and o, respectively. Consider the example of phase en-
coding in fiber-based QKD. In the BB84 protocol, all three
bases can reach a low error rate, and any two of them can
be used. However, in MDI protocol, only Z basis (time-bin
basis) can reach a low error rate, two employed bases must con-
tain the Z basis, and the other basis is X or Y. Although the
difference in encoder can be harmonized by constraining the
basis choice of BB84 protocol or postselection technique [44],
the minimum requirement of the upgrade is to replace all QKD
receivers, which is still a significant expenditure for device man-
ufacturers and users. On the demand side, the requirements of
two types of communication channels, control channel and
data channel, in security and bandwidth are different. The con-
trol channel, which transfers command messages between de-
vices, requires high security but low bandwidth. By contrast,
the data channel requires high bandwidth but a relatively
low security level. These two channel scenarios are suitable
for MDI-QKD and BB84 protocols, respectively, because
the former is more secure than the latter but with a lower
secure key rate [45]. Therefore, considering the cost and de-
mand, the hasty upgrade of existing networks is inadvisable,
and a workable road map toward MDI networks needs to
be explicit.

A viable solution to the cost and demand issues is the non-
standalone (NSA) network in 5G [46]. In the deployment of
5G, the devices of 4G also face the problem of being replaced.
In addition, the few user devices that support 5G mode require
a balance between the progress of the deployment and the de-
mand. The NSA architecture is a step-by-step transition from
4G to 5G. By changing parts of devices, the 5G technology
can be initially supported in 4G networks. As a result, the
5G network will be established completely as all old devices
are replaced. Contrasted with the standalone (SA) network, the
NSA upgrades 4G networks while taking full advantage of
them, which is the most economical evolution path. Therefore,
the NSA can be transplanted to QKD networks.

The central feature of the NSA is supporting a new protocol
on almost-old facilities. Regardless of the NSA, the presses
have reported supporting MDI on polarization-encoding
SARGO04 [47] and BB84 [48] and demonstrating the polariza-
tion-encoding reconfigurable network of QKD and quantum
digital signature (QDS) [49]. However, the solution for phase-
encoding systems is still missing, which is probably more rel-
evant because the phase encoding has an advantage of tolerance
to channel disturbance, which helps it to be widely deployed in
established QKD networks [11-14,16-18] and become a ma-
ture commercialized solution. Therefore, the issues of the up-
grade are imperative to phase-encoding networks, and the NSA
can be harnessed in the upgrade toward MDI networks.

Here we propose an NSA-MDI scheme as the evolution of
existing phase-encoding BB84 networks which harmonizes

BB84 and MDI protocols in a single system. In our design,
the MDI protocol can be implemented based on existing
phase-encoding BB84 networks with few hardware changes.
The barrier to the deployment of MDI networks is lowered,
and the maximum udilization of existing networks shows the
cost-effective side of this design. In addition, the supportability
of MDI and BB84 protocols not only enables the utilization of
the high key rate of BB84 and the high practical security of
MDI in a single network for various application scenarios
but protects existing trusted-node-based BB84 networks from
paralysis when the credibility of some nodes is lost. Such
advantages over cost and demand benefit the manufacturers,
the service providers, and the users, and then promote the
deployment of MDI networks.

To achieve that, the incompatibilities of encoding and mea-
surement between MDI and BB84 protocols must be removed.
Here we redesign the optical structure of the BSM unit in MDI
protocol by introducing the same structure as original BB84
systems, which is not limited to a specific realization of phase
encoding. In this paper, an asymmetric Mach—Zehnder (MZ)
structure [50-52] and an asymmetric Faraday—Michelson
(EM) structure [18,53,54] are adopted as an example shown
in the Protocol section and the Experimental System section,
respectively. The new BSM of the MDI protocol is identical to
the decoder of the BB84 protocol. Only a polarization control-
ler is added to realize polarization indistinguishability for MDI
protocol if it does not exist in the BB84 system using, for ex-
ample, FM structures. Therefore, our evolution path can offer
existing BB84 networks the capacity of MDI protocol with lit-
tle hardware cost. In addition, the theoretical error rate of X
basis can be low in our scheme (detailed theoretical proof is
shown in Appendix A), which avoids the need for optical switch
[55] or phase-postselection techniques [44]. To show the supe-
riority of our evolution path, we experimentally demonstrate
the BB84 protocol between Alice and Charlie, Bob and
Charlie, and the MDI protocol between Alice and Bob, respec-
tively. The experimental results are shown in the Experimental
Results section. A summary is provided in the Discussion
section.

2. PROTOCOL

Our MDI-QKD system is based on phase encoding and is
schematically shown in Fig. 1. Structurally, an asymmetric
Mach—Zehnder interferometer (AMZI) is placed on Charlie
to harmonize the MDI protocol with the BB84 protocol.
This additional structure helps him not only communicate with
Alice and Bob as a legal user using BB84 protocol, respectively,
but also play the untrusted relay of MDI-QKD between Alice
and Bob. It also can reduce the theoretical error rate of the X
basis in phase-encoding decoy-state MDI-QKD, which avoids
extra payments of fast optical switch and phase-postselection
techniques that the previous phase-encoding MDI-QKD
schemes are needed to realize a phase shift compensation or
a conversion from phase information to polarization informa-
tion in Ref. [55] and reduce the error rate in the decoy-state
protocols in Ref. [44], respectively.

In our system, the basis is chosen from % = {X, Y'}. The X

basis consists of |+) = Lz(s—i- |)) and |-) = %(M -0,
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Fig. 1. Schematic diagram of the nonstandalone MDI protocol.
PM, phase modulator; Laser, pulsed weak-coherent source; BS, beam
splitter; SPD, single-photon detector.

and the Ybasis consists of | + i) = %(h) +i|l))and | -i) =

1 : : .
E(M - i|/)), where |s) and |/) represent the time-bin states
traveling along the short and long arm of AMZI, respectively.
In addition, the three-intensity-decoy-state schemes [56,57] are
adopted in both BB84 and MDI protocols. Specifically, the in-
tensity of each laser pulse is randomly chosen from
I ={p,v,w}, and the intensities satisfy y >v+ @ and
v>w>0. We use P to denote the probability that a laser
pulse is prepared at a basis of f &€ % and an intensity of
1 € T, respectively. For each instance of protocols, the inten-
sities, Z, and the probabilities, Pfi , are optimized for the maxi-
mum secure key rate.

A. MDI
For the MDI protocol, Alice and Bob randomly prepare their
quantum state on bases 3, and f3;, respectively. Each inceptive
pulse is divided into two adjacent pulses by their AMZIs. A
relative phase is introduced by the phase modulator of
AMZI according to the selected basis and key. The relations
of the modulated phase to basis and key are listed in
Table 1, where 6, and 0, represent the relative phase modu-
lated by Alice and Bob, respectively. In addition, the intensities
of their laser pulses are modulated as ¢, and 1,, respectively, and
the corresponding probabilities are P,ﬂa” and Pﬁ“, respectively.
Then Alice and Bob send their pulses to Charlie for BSM.
For each pair of quantum states, unlike the original, the
Charlie’s AMZI further divides the incident pulses into three
states of time stamps, |ss), |s/(/s)), and |//). Charlie detects
the middle one with two single-photon detectors (SPDs) be-
cause it contains the phase information of Alice and Bob.
After basis sifting, the coincidence counting is retained,
which represents a successful BSM, and other events are dis-
carded. Here we briefly show the probabilities of valid re-
sponses, Q, on the conditions that 6, =6, and 6, # 0,
and the error rates, E,

Table 1. Code Table in MDI Protocol
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In these equations, for simplification, the dark-count rate
and afterpulse probability of the detector are neglected, the de-
tection efficiency and transmittance are regarded as 100%, and
the reference frames of Alice and Bob are aligned, which means
0, = 0. The realistic version is shown in detail in Appendix A.
Note that because Q¥[y 49, = 0, we regard the responses
under 8, = 0, and 0, # 6, as correct and error responses of the
X basis, respectively. On the contrary, for the Y basis, the re-
sponses under 6, # 6, are regarded as correct responses for a
low error rate.

According to Eq. (1), the error rate of the X basis can be very
low, which reflects the same characteristic as the Z basis used in
the original scheme [39,40,57]. Therefore, our scheme can
realize a phase-encoding MDI protocol by only modulating
the phase. Neither optical switch nor the phase-postselection
technique is required. Such an encoding scheme is also consis-
tent with the phase—encodin§ BB84 protocol.

Finally, with the data of 7, and E{i ,,» the secure key can be
extracted from the data when both Alice and Bob encode their
bits using signal states (#) on the X basis. The single-photon
yield and error yield can be estimated by the rest of the data
and engaged in the calculation of the secure key rate [57]. The
SKR is given by
R= P (e V(1= Hy(ei) - Q) £ H (B,

@)
where Y7" is the lower bound of the yield of single-photon
pairs, ¢5;" is the upper bound of the phase-flip error rate,
H,(x) = -xlog,(x) - (1 - x)log,(1 - x) is the binary Shannon
entropy function, and £, is the error correction efficiency. The
calculation of secure key rate is also shown in detail in

Appendix B.

B. BB84

For BB84 protocol, both Alice and Bob can communicate with
Charlie. Here we provide a detailed description of the protocol
by the example of the communication between Alice and
Charlie. Alice first prepares her quantum state at a basis S,
and an intensity 1, with probabilities P{j, “. The AMZI also divides
each laser pulse into two adjacent pulses. The phase modulators
modulate the relative phase, 6,, between them according to
the random basis and key Alice selected. The relations of the
modulated phase to basis and key are listed in Table 2.
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Table 2. Code Table in BB84 Protocol

[+) [-) | +4) | -7)
0,(0,) 0 7 : i
0. 0 0 £ £

Then Alice sends her quantum state to Charlie. Charlie se-
lects a basis 5, with probabilities P’ by modulating the relative
phase, 0. The relation between 6, and basis is also listed in
Table 2. After the transmission along Alice’s and Charlies
AMZIs, the original pulse is split into three parts according
to different paths: two short arms (|ss)), one short and one long
arms (|s/(/5))), or two long arms (|//)). Charlie detects the
|s/(s)) with two SPDs. In all possible outcomes, no detection
events are discarded, and the others are counted as valid re-
sponses if the bases of Alice and Charlie are identical.
Specifically, due to the random assignment of a bit value, the
double-click events cause 50% of the error rates [58]. Then,
the yield, Q,ﬂ , and error rate, E,ﬁ , of a basis f# and an intensity
1 can be obtained from statistics.

Finally, with the data of Q,ﬁ and E,ﬁ , the parameters that are
required in the calculation of the secure key rate can be esti-
mated and bounded by decoy technology [56]. The secure
key rate can be obtained by

1 21 2
R = v (:f)( + (1 —Hz(e{p)) —AEC—Glogze——logz—)

3)

where s is the number of vacuum events, s; is the number of
single-photon events, e, , is the phase error rate, IV is the total

o
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number of pulses (sent by Alice or Bob), H,(x) =
-xlog, (x) - (1 - x)log,(1 - x) is the binary Shannon entropy
function, Agc = ## f,H,(E") is the consumption of the infor-
mation in error correction, f, is the efficiency factor of the
error-correction method used, and &, and &, are secure
parameters. The details of the calculation of the secure key rate
are shown in Appendix C.

3. EXPERIMENTAL SYSTEM

The experimental setup is schematically introduced, as shown
in Fig. 2. The laser and intensity modulator (IM) 1 of Alice and
Bob compose the weak coherent pulse source. The laser is a
frequency-locked continuous-wave source whose central wave-
length is locked to a molecular absorption line at 1542.38 nm,
with a precision of 0.0001 nm, corresponding to an approxi-
mately 10 MHz accuracy in the spectrum domain. Then, IM1
chops the continuous-wave laser into pulses with a 2.5 ns tem-
poral width and 40 MHz repetition rate.

IM2 and an electronic variable optical attenuator (EVOA)
of Alice and Bob modulate the intensity of pulses for decoy-
state technology [59—62]. In our system, the three-intensity de-
coy-state method is used, and these three intensities are denoted
by u, v, o, respectively. IM2 modulates the intensity according
to the decoy-state method. The EVOA enables single-photon
attenuation of the modulated pulses.

The asymmetric Faraday—Michelson  interferometers
(AFMIs) replace the AMZIs for robustness and are used for
the phase-encoding quantum state preparation. The two arms
of an AFMI are called the short arm (s) and the long arm (/),
respectively. Specifically, for each AFMI, each laser pulse is split
into two adjacent pulses by the beam splitter (BS). Then the

FM

SPD

Circ

EPC

6

Fig. 2. Experimental setup for the nonstandalone MDI-QKD system. Alice and Bob can implement phase-encoding MDI-QKD and generate
secure key with Charlie via BB84. Laser, frequency-locked lasers; IM1, intensity modulator as pulse generator; IM2, intensity modulator as decoy
state generator; BS, beam splitter; PM, phase modulator; PS, phase shifter; FM, Faraday mirror; EVOA, electronic variable optical attenuator; EPC,
electronic polarization controller; Cire, circulator; SPD, single-photon detector. For Alice, Bob, and Charlie, the combination of one BS, one phase
controller, and two FMs constitutes their own AFMI; the other PM is used for phase randomization.
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phase modulator (PM) modulates the relative phase between
them. Here the modulated relative phases of Alice, Bob, and
Charlie are denoted by 0, 6,, and 0., respectively, and
0 €{0,7,7/2,3x/2}, which correspond to |+),]-),| + i),
| - i), respectively. The Faraday mirror (FM) rotates the
polarization to compensate for the disturbances caused by bi-
refringence within the asymmetric Faraday—Michelson interfer-
ometer (FMI).

Charlie is linked to Alice and Bob by a 10 km long optical
fiber, respectively, corresponding to 1.96 dB of loss for each
link. Charlie’s electronic polarization controller (EPC) is used
to guarantee the polarization indistinguishability of Alice’s and
Bob’s states in the MDI protocol. A dual-EPC configuration
[42] or polarization scrambling method [57] is more efficient
in a field environment, which is a trade-off between perfor-
mance and cost. After the decoding of Charlie’s FMI, the laser
pulses become a superposition of three time stamps state cor-
responding to the paths of laser pulses. In both BB84 and MDI
protocols, the middle pulses are detected for Mach—Zehnder
interference and BSM, respectively, by two InGaAs/InP SPDs
(Qasky WT-SPD300-LN [63]) with a detection efficiency of
25% and an averaged dark count rate of 7.5 x 107° per gate.
Moreover, the internal transmittance of Charlie’s optical com-
ponents is 4.2 dB.

In electronics, all intensity modulators and phase modula-
tors are driven by homemade digital-to-analog converters
(DAC:s). Their modulating voltages are found by scanning the
outputs of the DACs. Specifically, for the three AFMIs, the
voltages of the modulated relative phases can be obtained by
alternately modulating two different codes of the phase modu-
lator while maintaining the voltages of other modulators.
Scanning the voltage difference between the two coding modes
and recording the counts’ curves of one detector in the two
coding modes, the phase difference between the curves is the
differential phase to which the differential voltage corresponds.
Especially when conducting the MDI protocol, the phase
modulator of Charlie can be used as a phase shifter to compen-
sate reference-frame misalignment between Alice and Bob by
scanning the voltage to minimize the coincidence counts when
they select different phase in the X basis or the same phase in
the Y basis. The system is controlled by an FPGA module (NI
PCle-7852R). The FPGA module converts the random infor-
mation of basis and key to digital signals and then sends them
to the DAC:s for encoding. The FPGA module also implements
basis sifting and data collection according to the encoding in-
formation and responses of the SPDs.

4. EXPERIMENTAL RESULTS

A. MDI-QKD
We first test the system’s performance by measuring the visibil-
ity of Hong-Ou—Mandel (HOM) interference on Charlie’s
side. We obtain a visibility of 47.8% over 20 km of single-mode
fiber, which approaches the theoretical limit of 50% for weak
coherence sources.

For high performance, we optimize the parameters of our
system before key distribution using particle swarm optimiza-

tion (PSO) [64]. Specifically, u = 0.284, v = 0.057, @ = 0,
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Fig. 3. Virtual network topology and link rates of our system.

P = 0.466,
P, = 0.130.

Then, to achieve a higher practical security, we consider fi-
nite-sized effect and adopt the three-intensity decoy-state
method. Here we apply the large deviation theory, specifically,
the Chernoff bound [28,65], for the fluctuation estimation in
our experiment, with a fixed failure probability of e = 1071°
and a total number of sifted pulse pairs NV, = 3.97 x 10'!.
Finally, we obtain the secure key rate of 1.025 x 107 for a
transmission distance of 20 km, as shown in Fig. 3. The gains
and quantum bit error rates (QBERs) of our MDI-QKD sys-
tem are shown in Table 3. The method to calculate the secure
key rate is shown in Appendix B.

Py =0.035, Pf=0.076, P)=0.293,

B. BB84 QKD

Similarly, we test the system’s performance by measuring the
visibility of the MZ interferometer. We obtain the visibilities
of 99.7% (Alice-Charlie) and 99.5% (Bob-Charlie) over
10 km of single-mode fiber which approaches the theoretical
limit of 100% for weak coherence sources.

Also, we first optimize the parameters of BB84 systems. For
simplicity, the parameters of the Alice-Charlie system are the
same as Bob-Charlie system. Specifically, 4 = 0.538, v =
0.063, @ = 0.003, Pff = 0.531, P}f =0.110, Pf = 209,
P! =0.043, PX = 089, P = 0.018.

Then, for a higher practical security, we implement the secu-
rity analysis in Ref. [56] and three-intensity decoy-state

Table 3. Experimental Gains and Quantum Bit Error
Rates of Our MDI-QKD System

Hakty Q¥ EX Q" EY

uu 1.82x 1074 2.69% 3.40 x 107 26.08%
uv 4.67 x 107 4.75% 1.19 x 107 36.26%
Uw 7.06 x 10°° 51.02% 1.06 x 107 50.10%
v 4,90 x 107 5.02% 1.32x 1074 35.86%
w 1.11 x 107 3.66% 2.13x 107 26.16%
o) 2.39 x 1077 47.26% 5.63x10°° 50.46%
o 4.04x 10 50.19% 1.01x 1074 50.40%
v 9.25 x 1077 51.88% 4.80 x 107 50.09%
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Table 4. Experimental Gains and Quantum Bit Error
Rates of Our BB84 QKD Systems

Ha Q¥ EX QY EY

u 3.10x 1072 0.39% 3.09 x 1072 0.28%
v 3.67 x 1073 0.38% 3.71x 1073 0.29%
® 1.96 x 104 2.66% 1.93 x 104 1.82%
Ko Q¥ EX QY EY

u 3.13 x 102 0.38% 3.14 x 1072 0.34%
v 3.69x 1073 0.50% 3.71x 1073 0.48%
® 1.95 x 107 1.89% 1.98 x 104 2.09%

method. The Hoeffding’s inequality [66] is used for our fluc-
tuation analysis. In our calculation of secure key rate, the failure
probability of parameter estimation, &, is equal to 1072, and
the failure probability of error-verification step, €, is equal to
10", In addition, the total number of sifted pulse
pairs V, = 1.16 x 10°.

Finally, we obtain the secure key rates of 6.289 x 1073
(Alice-Charlie) and 6.155 x 103 (Bob-Charlie) for transmis-
sion distance of 10 km, as shown in Fig. 3. The gains and
QBERs of our BB84 QKD systems are shown in Table 4.
The method to calculate the secure key rate is shown in

Appendix C.

C. Summary

According to the results shown in the section MDI-QKD and
section BB84 QKD, we summarize the performance of our sys-
tem as network link rates in Fig. 3.

In summary, our system implements a compatibility be-
tween two distinct protocols: BB84 and MDI. The finite-sized
effect is included in our analysis for the requirement of practical
security. Moreover, the three-intensity decoy-state method is
used. Based on the FM structure, our BB84 subsystems can
automatically compensate for the channel polarization disturb-
ance. The secure key rate is about 250 kbps at 10 km of fiber.
Also, our new scheme can realize low-error-rate phase-encoding
MDI-QKD without the optical switch and phase-postselection
techniques. The system complexities of Alice and Bob are re-
duced, whose sensitivity to cost is higher than Charlie’s. And we
obtain 410 bps of secure key rate with a high level of practical
security.

Checkpoint 1 Checkpoint 2
) )

Alice : ! Checkpoint4 }

! 0,
b i i Checkpoint 3 < .
B ! N ’
Q i Q00 .
| ’ . H

t i K ’ D i
! 0, ! Checkpoint 5 i
: : D; Charliet
1 s 1
i o i 000
Y | ¥ 6 PM Laser

BS SPD

Fig.4. Schematic diagram of the nonstandalone MDI protocol with
checkpoints.
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5. DISCUSSION

In conclusion, with the help of our new scheme, the incom-
patibilities between phase-encoding MDI and BB84 protocols
are removed. These protocols are integrated into a single system
to introduce the advantages of the NSA network so that our
system can switch the engaged protocol between them as re-
quired and further bridges the gap between existing phase-
encoding BB84 networks and MDI networks.

BB84 is one of the most widely used protocols in trusted
node networks, and MDI is an ideal candidate for the un-
trusted-node-based network. These features certainly show
an evolution path toward MDI networks. The NSA-MDI
scheme can immediately make the phase-encoding BB84 net-
works support MDI and is not limited to a specific realization
of phase encoding. The dependence of networks on node cred-
ibility is also lowered; thus the network survivability is im-
proved. Moreover, various requirements of different
application scenarios, especially the requirements of high key
rate or high security level can be satisfied in one network.
More importantly, all these advantages can be obtained without
hardware cost, which benefits from the coordination of our
scheme.

The network is the final form of QKD application and the
first step toward the quantum Internet. During the populari-
zation and upgrade of QKD, the cost needs to be lowered. Our
NSA network scheme provides an evolution path that targets
both cost and demand. Existing phase-encoding BB84 net-
works and production lines are fully exploited, and the lower
threshold and higher usability can quicken the construction of

MDI-QKD networks.

APPENDIX A: MDI-QKD WITH PHASE-
RANDOMIZED COHERENT STATES

In this section, we show in detail the evolution of the quantum
state in our system according to the checkpoints marked
in Fig. 4.

Checkpoint 1. Alice and Bob prepare coherent states with
intensities u, and p,, respectively, and randomize the phases.
The initial joint state is

| JHa) P S8 (A1)

where ¢, and ¢, are the overall randomized phases.
Checkpoint 2. The pulses are split into two orthogonal op-
tical modes (/ mode and s mode),
2

it /’2> .40, /&> it /’2>
2 a 2 a 2 by
(A2)

where 6, and 8, are the relative phases between the two modes,
which are modulated by Alice and Bob, respectively.
Checkpoint 3. After passing through lossy channels, the joint

state can be expressed by
i but0,)  [Hdlla
2 /.

i, /ﬂam>

2/,

it /l‘b’7b> o Bi+0) /P‘b’“> , (A3)
2 bl 2 bj

¢i$o+0)) &> ,
b

s s

®
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where 77, and 7, are the channel transmittances of Alice-Charlie
and Bob-Charlie.
Checkpoint 4. The first BS and PM of Charlie transform the

states into

z¢ ﬂana lub”b>
V V u
b t0,40.) /”a”a+ez(¢b+ab+e) /”b’lb>
Q| ®ut0) //"a”/u b+, //"bnb>
Is
Q| ci:+6.) //‘a”a A b110,) /”b’“> (A4)

where 6, is the modulated phase of Charlie.
Checkpoint 5. Before the pulses arrive at SPDs, the states are
changed to

’_v”ﬂ”ﬂ (£9.10) 4 (i(0+0,)) +_V/‘jﬁb (s 0. _ei(¢h+m>)>

D,

’V”ﬂ”ﬂ (6,400 _ i, 40,y y NHUTL z<¢h+9>+€z<¢b+eb>)>
242 D,

(AS)

For simplicity, we use [y)p, and |p;)p, to replace the
expression above,

lwi)p, ® ly2)p, (A6)

Then, the response probabilities of D; and D, can be
obtained by

P =1-(1-Yo)(1-Py)exp(-ly[*),
P =1-(1-Yo)(1 - Pyy) exp(-lw]), (A7)

where Yy is the dark-count rate and P, is the after-pulse rate of
detectors [67],

w2 =511+ cos(6, - 0,)) +F21 (1 - cos(6, - 0,))

NETELE (cos(ape - ) + coslep - by + 0, - 0)

-cos(¢py, -, +6,-6,) -cos(¢p, -, +0,-6,))
wal? =520 (1 - cos(0, - 0,)) + L (1 + cos(0, - 0,))

+ S (cos(h, - ) + cos(h, - ¢y + 0. - 01)

- COS(¢/7 - d)a + ec - 9/1) - COS(¢H - ¢é + etl - 0&))

+

(A8)
For simplicity, we use the following notations:
A= VHalla B = /'tbr]b' (A9)

2 2

Then, the detection intensities can be simplified and shown
in Table 5. Here, without loss of generality, we let 8, = 0 for
simplicity. The physical meaning of 6, is the reference phase of
0, and 6. Therefore, the phase shifting between 8, and 6, can
be compensated for by the modulation of 0..

Table 5. Detection Intensities on X and Y Basis

0, 0, ]
0 0 lel2 = 2A2
|'l/2| =
T T lyi|* = 2A2
ly,|* =28
0 7 [y, |2 = 242 +|ZBTZ+ 4AB cos(¢p, - ¢s)
wo|=0
T 0 i[> =0
ly|* = 24% + 2B + 4AB cos(h, - ;)
z z lyi|> = A + B> - 24B sin(¢, - ¢;)
lyo|? = A2 + B> + 24B sin(¢, - ¢y)
¥ iz i[> = A% + B> 4 24B sin($, - ¢,)
[yo|> = A% + B> - 24B sin(¢, - ;)
z & ly|? = A2 + B> + 24B cos(¢h, - )
lyo|*> = A% + B> + 248 cos(b, - )
X : ly1|> = A% + B> + 24B cos(¢, - ¢;)

lys|* = A% + B> + 2A4B cos(¢, - ;)

The valid response is defined as the coincidence of the clicks
of D, and D,. Therefore, the response probabilities of the X
basis can be given by

2
QX lo,=0, = / / iR de,dg,
S 0, abe{o ) 4’

=2(1-(1-Yo)(1-Py,)(2-24*-2B%
+(1- Y0)2(1 - Pyp)*(1-24%)(1-2B%),

2
Q¥ lgs0, = { F / / PP A, dy
0,0,€10, 7

=2(1-(1-Yo)(1-P,)(2-24% - 2B

+ (1-Y0)*(1 - Pyp)*(1-24%-28%). (A10)
Finally, the gains and QBER are given by
QX QX|0 —g, T Qu lo. 20,
EfQy =e,Qx g =0, + (1-¢)Qx g 20, (A11)

where e, is the misalignment-error rate.

Similarly, the gains and QBER of the Y'basis can be given by

2r
Qo 0, = o | [ asdn
0 9[,6 ﬂ %n}
=2(1-(1-Y)(1-Py)(2-24>-28%)
+(1- Y0)2(1 - P,)*((1-A* - B*)* - 2A4°B?)),
QY lo, 20, = / / Prpdg,de,

7 #@e{” 3”}
=2(1-(1-Yo)(1-Py)(2-24*-2B%)
+(1-Y)*(1-Pyp)*((1- A% - B*)* + 24°B%)),
(A12)

Q}[ = Q,Iﬂea:ab + Q,Iﬂeﬁee,,;

ENQY =¢,Q) 9.0, + (1 =) Q) g, 20, (A13)



1888 Vol. 9, No. 10 / October 2021 / Photonics Research

According to the results shown in Table 5, when the bit
error happens to the X basis (0, # 6, and 6,,6, € {0, x}),
one of |y|* is equal to zero. Furthermore, one of p, i
Eq. (A7) is close to zero. Therefore, the coincidence probability
of error can be very low.

APPENDIX B: CALCULATION OF SECURE KEY
RATE FOR MDI-QKD

In this section, we use the method of Ref. [57] to calculate the
secure key rate, which treats the statistical fluctuation with
Chernoff’s bounds. It is enough to show the feasibility of
our scheme, although it is not a complete finite-sized analysis
against the coherent attack. The secure key rate R can be
obtained by

R= Pl (e V(1 - Hy(ei") - Qf ., f HA(ES,,)

(B1)

where P is the )})robablhty that Alice and Bob send i state with
the X baSlS, Y45 is the lower bound of the yield of single-
photon pairs, 1} is the upper bound of the phase-flip error
rate, foﬂ and Effﬂ are the observed gain and QBER that both
Alice and Bob send p state with the X basis, H,(x) =
-xlog, (x) - (1 - x)log,(1 - x) is the binary Shannon entropy
function, and f, is the error correction efficiency.

The yield and phase-flip error rate can be estimated by ob-
servables according to [57]

YRl = 1
(iua - wa) 04/7 - wlz) (l/ - wa)(ﬂb - wb) (ﬂa - wzz)
x ((ﬂu - wz)(ﬂb - a)b)( y,,u;,e(y wts) + Q)ag,,ﬁ) e(@at )
-Q ’wbe(””erh) _ Qig’Ue(w"Jr””))
- (V] - 02) (v, - @) (QLf) et 4 QT el@ates)

Hatls @,
XL utay) _
Hay

Qg e ), (B2)

U = !
(Vﬂ - a)(l/b - wb)yi/fL
X (e(va+v;y)EQY U4 e(wﬂwzy)EQw 0,
_ oWatwp) EQ}Z’L o @atvs) EQw L (B3)

1
(ﬂa - wa)(/"b - wb)(ya - a)(tub - a)b)(ua - wa)
x ((u5 - @7) (g - 0,)(QU1 &) 4 QLL, @)

Y.L __
YlI -

If:al}fbg(u o) Q(E;Ue((udJrub))
- (I/ - a)z)(yb - a)b)(Q}{,;]e(ﬂﬁ‘ﬂb) + Q{)ﬂ’;gbe(ma+mb)
- Qi et — QUL SO, (B4)

where Qa;w and £ Qaﬂab are the y bounds of the observable
gain and error rate that Alice sends a, state and Bob sends
a, state with f basis, respectively, f € {X,Y},y € {U, L},
a € {u, v, w}.

In order to deal with the statistical fluctuation, the observ-

ables can be bounded by Chernoff’s bounds,
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Table 6. Parameters of Secure Key Calculation in Our
MDI-QKD System

Se Y, N4 € u" v ®
1.16 7.5%107° 25% 10710 0.284 0.057 0

f((€/2)4/16)>

\/ Nzﬂ/y Qgﬂb

f((/2)°") >

\/ Ngaab Q/;ﬂah

f((€/2)4/16) )

\/ N’zaahEQgﬂb

£/ ) &5)

\/ NgaahEanal;

where € is the failure probability of statistical fluctuation.
The parameters used to calculate the secure key are shown in

Table 6.

Q&Y = a1 (
Qaaa/ ana/ (
EQhu, = EQha, (

EQ(Mlb EQ%% (

APPENDIX C: CALCULATION OF SECURE KEY
RATE FOR BB84 QKD

The secure key rate R can be generated by

1 21 2
R=N<s{§+:¥(1—Hz(eifp))—ﬂEc—610gz - log, >

(C1)

where s is the number of vacuum events, s, is the number of
single-photon events, ¢ , is the phase error rate, /V is the total
number of pulses (sent by Alice or Bob), € {X, ¥} represents
a basis, H,(x) = -xlog,(x) - (1 - x)log,(1 - x) is the binary
Shannon entropy function, Agc = ## f,H,(EP) is the con-
sumption of the information in error correction, f, is the ef-
ficiency factor of the error-correction method used, and &,
and &, are secure parameters.

All needed parameters can be estimated by analytic formulas
[56,61]. Specifically, the analytic formulas of three-intensity
(1, v1,v;) decoy scheme are given by

o v () S
@ = - . (€2
vy -V P P,

v vy

py (e” iy

/'”/1_/’“/2_”%4_1/% szl PuZ

1/ e"n’”U sﬂ

s ( ’ )) 3
H " 7'-0

eéj,p = §;+ ( sec’ 7% 5/1)”5111> (C4)

where
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Table 7. Parameters of Secure Key Calculation in Our
BB84 QKD System

fe Y() Na Esec €cor 14 v @
1.16 75%x10° 25% 10 10" 0.538 0.063 0.003

_ 2
y(a,b,c,d)z\/(c—i_d)(l b)bIn2 10g2< c+d 21)’

cd cd(1-b)b a*
(C5)

ylWlﬁ’U 2 pL

_ 71 € (! _g Va2
It (Fe) e

p and B are different bases, i.e., f = X when f = ¥ and
vice versa. ng’)’ and mg)( are the y bounds of the number of
detections and bit error of basis § and intensity a, respectively,
y €U, L}, a € {u, v, w}.

In order to deal with the statistical fluctuation, according to
the counterfactual protocol proposed in Ref. [56], the counts
and errors can be bounded by Hoeffding’s inequality,

U5 nﬂl 21
L L
gsec

o« = g+

(C7)

(24

where 7% and m? are the number of detections and bit error of

basis @ and intensity @ observed in experiment.
The parameters used in our secure key calculation are shown

in Table 7.
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