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Abstract: An improved method of silent liveness detection for LeNet-5 and near-infrared images is proposed
to overcome the problem of the interactive liveness detection process and poor user experience. First, a face
attack dataset was constructed using a near-infrared camera. Second, the LeNet-5 was optimized by increasing
the number of convolution kernels and introducing global average pooling to construct a deep convolutional
neural network. Finally, the near-infrared face image is input to the model to realize silent liveness detection.
The experimental results show that the proposed model has a higher recognition rate for the liveness detection
dataset, reaching 99.95%. The running speed of the silent liveness detection system is approximately 18-22
frames per second, which shows high robustness in practical applications.
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Fig.2 Examples of near-infrared liveness detection data
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Table 2 10-fold cross-validation results

Test Dadaset
Category
1 2 3 4 5 6 7 8 9 10

Liveness 99.97 99.97 99.97 100 100 99.97 99.97 99.97 100 99.95

Non-liveness ~ 99.98 99.95 99.91 99.98 99.88 99.93 99.86 99.93 99.91  99.83

Overall 99.96 99.95 99.94 99.95 99.98 99.95 99.91 99.95 99.96  99.90
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Fig.3 Data training process
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Fig.4 Convolution layer related features
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Table 3 Comparison of the results of the three algorithms

Average prediction time for a

Algorithm Accuracy/% single picture/ms
GPU CPU
SVM 96.67 - 4.43
LeNet-5 98.23 2.03 7.57
LeNet_Liveness 99.95 10.77 31.08

probability:100.0%

(b) HE R Bra iR 45
(b) Photo attack recognition result

A R G

Fig.5 Examples of live detection systems
VE: RGNRN GRS T H BT (Note: None of the system test objects have appeared in the dataset)

849



FA43E HOM
20214E9 A

4 B R

Infrared Technology

Vol.43 No.9
Sep. 2021

N T SRRSO R A R, SIS HE
Wk PP T B H RS AL TR BEAT R L, X PR S R gk
4 Fh o

HIR 4 B THEIR LT A, S8 H GE AR A
AT Rk s, A5 EE, AR, Tk
B, EANUALFERZE . FBRVE AR R 22 4 T

Ripk et Rl b, EiLLspe s, M
CNN SR HUHIRFE R LA 2 S REEI R, AAMR
AU, ASCREBEZLAME AT CNN BUS
FE AR U b, IAF) T 99.95%, AA RIF &%
PEFZ AL RE

R4 ARG R AL

Table 4 Comparison of results from different literature

Detection ) . .
Literature Algorithm Equipment Accuracy/%
type
[2] Head posture + mouth opening and closing detection Visible light camera 99.25
. [4] Random emoji commands Visible light camera 95.85
Interactive ) ) ) )
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[5] . VTM camera 97.67
detection
[13] LBP+Gabor+SVM Visible light camera 98.00
. . . Binocular camera(Near infrared
[14] SVM+3D point cloud reconstruction+Face key point ) o ] 99.00
light+visible light)
Silent CNN(double-mean pooling +multiple types of o )
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activation function)

o ) near-infrared camera(Near

This article CNN (LeNet-5 improvements) ] ) 99.95
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