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Abstract; In order to effectively suppress the possible common mode failure of computer system software
and hardware, analysis is made to dissimilar redundant technology and its redundant architecture and the
number of redundancy based on the redundancy technology. The design and implementation of a dissimilar
dual redundant alarm computer are discussed from such aspects of the hardware/software architecture
design, hot-standby switching logic and so on. The fault tree analysis method is used for analyzing and
calculating the reliability of the system based on the experimental data. The results show that: The use of
dissimilar dual redundant technology can effectively suppress the common mode failures of software and
hardware system, and improve the reliability of the airborne warning computer system to 0.999 97.

Key words: airborne electronic equipment; dissimilar redundant; airborne warning computer; common

mode failure; reliability

0 3|8

X TSR ENRLE, A T ¥R L e
ATSEPR IR H R AR BEHOR , R AE B $h AT 40
[Fl % E DI RER PIA B A E IR IF 0 R BGE B,
oK P BB e I B PR 52 i B Sh G 1k B S DI BR A i 4
B REFARN L FRF AR YRR B

oS H 89 :2016-07-15 & E B 89 :2016-08-10

BE&WH: HEBHERLIHA (20122X01041-006) ; iz Bl 5#35
£:(2013ZC31003) ; TE# R LIS (MJ-S-2012-05)
EERBM:2=0E (1983 —) 5B, BRIG P A, B L, TR, B9 07
I8 CHLEERR (3R

MREAES TR

AR BEBCAE B T 43 AR BB TR A LR E
BARBIR . RAMURERARNITEIRSE, REX
THREAEEFNTRE 2R ERTES RS
AR TR T BT R R i 2 AR T
MR TARE, SBGHER MG 08K E, T is
BB~ R Ay A R A i R T ) e e
IGO0, B BT IR B LB R, R B AR E R R
&, RGRY A AL B R, O R R
FEARE T P REEEAEE SRS, RN
KRB 0 S8 1 R 0 A R A T RE AR RT . DR,
T AR RN BRI LT RE RO LA, A SRR



B2H

FHAES: FHUNRENSREETENRARITT SR 61

FAEMUREBARBOGHIRE B EILR S

1 FEHEPKREER

FHUAERARPREFEAUBHER, BE
HERBERAELRAET , AR KRBT AR, f#
HAARRBSEMRIT, RAAFAE=T ZE s, 8
BARKEHBEDE, s AARANEENARIES
HGFR, ARAEBERS, FEMBEEEST S,
ZEANEMEE AR BT, ISR
JBE 2Z [ BT HH BB A Bt Rk ST Y, T DA A B o A
B ERC T,

R AR, RAEEUAE T ENES%
BN, MHEH EE AR RENEEER B
REREARGHTEMETET , RASGENAER
RBEREREESHAIRER. I TEAE . LEHE
A4 RIEAEEREZ AN ES, SRS GEE
e DAL E A R4 B SRR R BT R S
1.1 RE4LZH

KBEHBENREE LRAESHA ML,

1) JTRHIFIE,

B-HAELZELRERNHI TE,ALERS
ZARPBRG BT EMZ X R BERENSRE
EaHERE"  BREAERRRENEGER, B
Ehi,

2) &hEEwRAl,

B-HARE I RERBAFTRE(EER
%) ERLELATEHRENSREARLIE, Y1
FGES 5 MERE RISER , LR A E
BRARGER, FEALESN S RAEHKETH
HRRGERRZNIER TIE,

EBRENNP AR ERRENRERRE. BF&
BRGAEEMF A ERRAET, REEHTER
RS T & B R A —EA L TEBRHFRR
AEHBESIRGEW AN FESHEIRE, YEERSE
KB , BB RS ZEBE TERS RIER RS
T,

1.2 £EX

AEHRE RN TERENEBHSREN, £
ERRGNT RS IR AREEERE" . &5
BOEHE , RGNS S , 4538 nAE N7 B4 3, 4]
WFRE REHREE T EMNZ BRI,
R RS R AT SRR, BN R AT e MR
1.3 £EHAR

HRRFEEUAER FFERANAEERGEE:
1) BTG GEAR2) EAZHER;3) EEN

HBEME AR
2 FETENRSGRT

HEHEIRE WWINEEARTE»Z—, KI5k
RREMAIE RS MBRRZREN XTI
KITRBHRBABNEERS , Y EEREN, &
EHREVBI e H RS S BT RER L H
RRE, UFB T AR SHAEN T RGLZEREA
BEEMPE,

2.1 EH%EHE

HEHEIEERAREERIT TR, 458 A
FEMB G, BEERAARREMEEFZLERA
AR AEE A EF % TR DSP 403845 ,B ¥
424 Freescale B PowerPC b THES

A BVPERAMRENESET IR, K ,ATE
AEEFES B ELEAREHITAETE. HENIME
&, P& R AT F TR T, S B R
Ab3 IR, DRIEFE A P ERAEMER BEET
B BHITIE ZHEREEEIEE,

A,BVPHRAE 4 MRS, AL 8% ( DSP/Power-
PC)EH B IFER B RN/ BES MR SO/
SbEEEE, Kb, AR E PRI R B MR B O /b 3
B R EREE O/ BRGNS T, AT a3
AEEREBREESMR WESR, E 8T ENEHE
AN 1 B o

AFE

_||BgEn /e _
B CPLD AF&
|| En mE | b || RRBR (=l
= CPLD =
- B — -
,ié CCDL %
L3 BE4
| ||BgkED/ LE i
# B rPcA || BES H
R e o B
— R FPGA —

A1 EETEIEAREE
Fig.1 Architecture of waming computer hardware

ABEERAAFREHLIEE, BmMAERESX
—% E#% T HRPLEEE SR IERE, ARb TR
MEBEFBER SR S EAR, ARIERE 4R
S5 R ILE R R B B/ E

RIS, 8 T A TR R
SEL, SR A BRI A AR RE TR BRI A E
HHBEGRS, Q5 RS AR R
EHAERE.

EREEHESE,A,B V5B GEERIE B
(Cross Channel Data Link ,CCDL) 323 $(#E 3% &, CCDL



62 Bt 5 & M

F2UB

BB 170 0 A1 RS-422 SHEA R

1) 8ME#ZE VO D, SAMA 4 A4 R,
ABEEAFEL4 VO ERDEFH AN T REAR
BT — ™ FE S 1R P B AR 25 AR R S o IR PAY i
RE. A2 fFRR A LIERS, G2 ikr a8
HEFERE A& BT BRMER, K, 017 %
A TAEERAMER, “10” 27 TSR,

2) 2 XM V0 80, FEELEPENRE
TR

3) 1% RS-422 iHE A TXES A6 ARERE
E#ESER. 5 ABIEEFRE-TEEFLEHA
B, 38 CCDL REXURE , B ERRES RFHF
BYERREN, S A/B P S AR IE A REN, R
BHE—PHAWPT S & BREEERE, RERHH
BB AN EET6 XM

ATETEAN LR KREREREN T HES
%:0 HTCHRE; 1 A 448k 0B (4% RS232, RS-
422 71 CAN) ;2 AHEE—> ARINC429 BLk# MR,
M —A ARINC429 BRE Dk, M5 1; 3
AEB—TEHERARHED S, S n—1 8
B OB, WS4 2;10 25 CPU 8RR,

YREHEN, RERGACE SRR E R
FERRTET 2, BRWIER LI, FEED CCDL X
LEHE SR EET 6 RWALE H W EE R K
THT 2 WM, WRESESARE EET 6, #E
FERMBNEETE, RAHEERBHA —TE;
IREEERAR R EE AR N AT EET, KA
#WEE.
2.2 BHEN

ARBRAT M, R F R SR ERERR
REFTETEREBOT, FERT P RARKITR
Bt /MR TN E , B B TR ERA A
PRI IR

HEHHEI A L6 .B FEERKARARFR
KOO, mE 2 Brw, K, A P ENRREK
%244 ,B FE A SRBRFEN B LA EERR
BAEIRFE BSR4 R AR SEE S L3, #
St TR AIEEE N R AR T B IR B, B
BRIARIAR T REFE I, 58 2850 1A
i caza EIIVE S8 Chs: P T S W

[ I I | |
| w% | |wm| |sew| [ar] | =]
a AFE

B P GG

wEER| 59 ]
|

|BéP|

e ] [ o o) [l st [ B1r | [
b BFE

A2 ERREREEE
Fig.2 Architecture of control software

AB PR AEREHERBOTET AT
B BIT 52, i1 BIT ZRABTH AT REREN T
TEF & , BRRAS JH  # & AT A G i 3 B o

A/B FEIRHI,
CCDL A H

B3 A,BFEEESNAN RS RABRER
Fig.3 Flow chart of A,B platform fault detection and

hot standby judgement

RIEE 3 Frid i, B A,B P& iy CPLD/
FPGA 5 ARG ERIE , LM T & B i B ] , RIE
% TR B MSNR AR , MR SR s,

HETENBTRATEAURENLES, A,
B P EHIE S RE TR R G R RBAMM, =
BTV EXFA—EERESRARCENEETRER
W EARZ , X TS BRI S , ROt B R
REASE IR BEREME RS EEEEEL, BlE
EERBOHH L M AB &R ER AL A
R EZIE R & Z B A RS, Rk 5 R —
B AR ERIEY A &R B B,
EEREABAREINEERBERINRR AT
%, BU#3 B V& , REEETTENIER TE,



B2H

FHAES: FHUNRENSREETENRARITT SR 63

3 AR4ESHT

HEEILES AU, #RE T REZH
Jir H SR B R S Y , DA T 2% B e e AR S 4R
AT R Z 2T EEK R,

MHENREATBERNSHTERS T ENE
B IR | /R F] RARAIS A SR FR R
Rk, D EEHHEVLARM ATRES, 27 BT
T RIEES T, S BRI 4 PR

HEETHEALAR

A, || KRB, /)

L‘&
'H
o
&
i

B é.‘EBﬂE B iFé
s'ﬁi‘.#&?& Bk H

PR
#&9&3& R
@) @) @)@A) (A)@A)(By (B)(B)(B)(B)(By)

A4 SETEISEERSRE
Fig.4 Warning computer fault tree model

BRI T : Ay/By AR A KM A,/B,
AARRERPE P Rt 54,/B, R B HRET
W ;A,/B, A A A S B4R R A/B, RER
BB B BIRE IR A/B; NAEBBITEHETE
BRH A5/ Bs AARERGT X LB FEGEREIR,

ERGGE B, W EEHENRZ HAFE IR
BWRHAGRITAILR, RBEATHER AL BRI, T
BEBSEMHRBE, MR 1 TR,

xR1 BEEHR¥E
Table 1 Fault rate of each event x10 Sh~’
g# Al] A‘l AZ ‘43 ‘44 AS Aﬁ
HRGE 500 5.495 15.41 27.28 12.254 7.173 0.034
%‘ﬁ: Bl] Bl BZ B3 B4 BS BG

SB% 1200 7.588 18.238 35.849 13.461 23.521 0.051

HRAFRAAE—BRRME A E T EILER
MEEHEIRBBBFIRERN 6= (4, - By) +{[(4, +
A) +(A; +A, +A, +A)] - [(B, +B,) +(B, +B, +
B; +B;) 11,

BB AR B AT 1, A A/B, ~ A/Bs HHE M
S, EMERERR, FAERIRENTEECEET
BULRRC S RENER, MG EETEILNE

S RN P=1/¢, EEBOTH , FIRRIT BB M
LR B EE T EHLANE S AT 48 0. 999 97,3 2
ﬁm%*o

4 HXRIE

AR BEEARER AR B A RN T3
B, RORE T RN B, A0 T3
AR EEAR R AEHEUNREN T B LR EE
HEIRRRKE Mo H AT BT LR, 3 BEA
BRI R B 2 By SR FE S R AR B 2Rl E XA SE
HEEHET T AWM E. SREN, FHEUDNRE
TARBRMIE T RARKAMEA IR HE, 7S
THUEE, #ERENFERTR, BiZRRCER
KL EBh A

& XM

(1] B, &5 FRURETENRERETERS
T]. BB AR ,2003,33(1) :112-114.

(2] BEAEAK, B RE, BOR. 2T PowerPC 1 X86 i) — R FEJE
AT ENRERIT SER[T]. AR THER,
2014,37(20) :91-94.

[3] DUCARD G ] J. Fault-tolerant flight control and guidance
systems: practical methods for small unmanned aerial ve-
hicles[ M]. Berlin ; Springer,2009 :89-90.

(4] ZER,H7E,ZTH. RERILAIEMEDIRE IE
TEHBISE[T]. iz 1) ,2008,29(3) :686-694.

[5] O’CONNOR P D T. LAl EE#THR[ M]. 4 hg. ZH,
EMFF B E, S JU3 B F Tl H iiAt, 2005
158-168.

(6] #Hfh. FE WTERMARE(M]. AR BT REH
Rt ,2007 :192-200.

[7] BRRE,FER,BEE. FHURE CIETENLT].
fiZs 24,2005, 26(3) :320-327.

(8] BT, EEY BRE. RILVIETENRERITE
AEESH[T]. THENEAR SRR ,2014, 24(6) :211-
214.

(9] W IHIE, KEBE, KK, F ZRENBITENBIT
S T]. BTl RE2E%4%,2013,31(5) :798-802.

[10] RO, B RE, B, EMIRI =B RIETHE BT
FIAT SE ML AT T ] WHEEHIR 2015, 34(5) :53-56.

[11] #RELfs, 5646, BT, FEURETREILRERE
FAEEEAHTT]. BRI Tk RF¥2#1R,2008,40(3) :
492-494.

[12] HUANG C Y,LYU M R. A unified scheme of some non-
homogenous poisson process models for software reliabili-
ty estimation[ J]. IEEE Transactions on Software Engi-
neering,2003,29(3) :261-269.

(FHZT4R)



74 Moot 5 &

H24%

35

3.0
i
= e
jﬁf’ 2o naw

L &

g et

1.5

1.0

o TG00 2000000 4000 5005°G006"7500
GHRHTEE / (ed - m™)

B 7 5B b S5 R R K R B
(Popn i 70, FRiE25 1 %5 5000 cd/m?)

Fig.7 Luminance contrast vs specular luminance

(Pppp =70,L(f) =5000 ed/m*)

4 £53RiE

ASCLL PIND BBy Bl , 455 °F 2 5L 3R 55 R
BN, 85 T 3T PIND BF 5B Al it e B R,
W TS T T LA R R = AR Y- 2 T
MR . B K = 3055 0 S 4 & Xt PIND PR4 J7
BT T RB R,

3.1 W SC e s R - ) PIND {EAEWS P4 F .
TR B SRR AT A A R RN LU R R AR R
V-2 PIND {E A A AL, T 2 P S ] i 2R (=
R B AT 2 9 PIND fR/IME N &0, A TR 3658 5%
JETF R R R R B 2 /0, b — 2 LR

3.2 WAL RBIR R A R R AR R
RET XIREMNLEERAR, BROEEZRBEAR
(CIND fE#ER) , Xof 5 BEX L BE B oK /N

HTTIEEAR S W E,3.3 Frh LRET 2/
PJND AR B 7 TP 3L ol S L. D
HAEREN ST IEB/N, T R X L E
R J2 S A e s T A — T ], Rt
B R ARAE - B A T e

BA ST PIND BB R AP AR LA RO B R B A
AW G, B A Ah, 2T PIND R T 2 89 ¥ORHER
2> 5 A R R A A AR, BT LA PIND
HIRTE Y- B SR N R Tt — B IRABIE . [RIE R

AT R B THRE R ZE 3T PIND (9 & Al e ve
ke

2% XM

(1] T2 EiER R RGEM]. JEafis Tk iR
#,2015.33.

[2] VASSIE C K. Specification and assessment of the visual
aspects of cockpit displays[ C]//SID Symposium Digest
of Technical Papers, 1998,29(1) :1199-1203.

[3] CARTWRIGHT S R, GILLESPIE C M, ALLAN G W, et al.
Sunlight readability of displays:a numerical scale[ C]//
The 4th Oxford Conference on Spectroscopy, 2003, 4826 .
176-180.

[4] VASSIE C K, CHRISTOPHER W C. Just acceptable and
desirable luminance levels for fast jet cockpit displays
[ C1//Proceedings of SPIE 4022, Cockpit Displays VII;
Displays for Defense Applications, 2000. doi: 10. 1117/
12.397737.

[5] JARREIT D N. g TA2 [M]. FLIH, #iF/K, 3. Jbat:
fizs ol i ikt 2015 :142-143.

[6] WOLF D C. Modeling image quality for automotive display
technologies[ D]. Dundee; Abertay University, 2014.

[7] British Defence Standards. DEF STAN 00970 crew sta-
tions-general requirements guidelines for the design of
crewstation lighting and displays[ S]. UK, 1999.

[8] MIL-PRF-22885/108F. Sunlight readable display ( dripp-
roof, waterlight, splashproof, EMI/RFI shielding, high im-
pact shock resisitant, common termination system, night
vision goggle compatible) [ S]. USA, 2014.

[9] BLACKWEL H R. Description of a comprehensive family
of Relative Contrast Sensitivity ( RCS) functions of lumi-
nance to reflect differences in size of task detail, task ec-
centricity and observer age[ J]. Journal of the Illuminating
Engineering, 2013, 11(1) ;52-63.

[10] KELLY E F. Sensitivity of display reflection measurements

to apparatus geometry [ C]//SID Symposium Digest of
Technical Papers, 2002. doi;10. 1889/1. 1830211.

(E#% 63 7)

[13] LEVITIN G. Optimal structure of fault-tolerant software
systems[ J ]. Reliability Engineering & System Safety,
2005, 89(3) :286-295.

[14] Bt ®mHi, B/AR. SRR T R G 5
PELT]. d TR RS2, 2006, 35(6) :989-992.

[15] LEVITIN G. Optimal structure of fauli-tolerant software
systems[ R]. Tel Aviv;Israel Electric Corporation Ltd, 2003.



