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Complex Network Node Attacking Based on
Multi-attribute Decision Making
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(The PLA Information Engineering University, Zhengzhou 450001, China)

Abstract: In complex network attacks, the lack of a reliable evidence for decision-makers in attack planning
makes it difficult to achieve mission objectives in action. A scientific method for evaluating the complex
network node attacking effect is presented. By analyzing the income, loss, and risks of the attacker, we
established the corresponding index systems. TOPSIS method was used for making comprehensive assessment
and sorting to the attacking effect of the nodes in the network. It can overcome the one-sidedness shortcoming
of the traditional node selection method, i. e. , relying on a single indicator of network topology. The study
supplies a scientific basis for scheme making in network attacking.
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Fig.1 The index system of network node attacking effect
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Table 2 Index data

D L)1 92 LE] 94 qs 9s 97 98 99 G0 n 912 913 Q14 s
1 0.1111 1.25 0.344 8 0 0.28 0.55 0.13 15 65 88 66 54 63 45 63
2 0.2222 0.5556 0.476 2 16 0.35 0.41 0.08 18 15 65 42 59 52 55 56
3 0.3333 0.454 4 0.666 7 28 0.24 0.47 0.09 10 66 58 49 65 68 71 47
4 0.555 6 0.4701 0.7143 16.67 0.29 0.53 0.12 12 68 45 75 36 91 41 45
5 0.555 6 0.4701 0.7143 16.67 0.35 0. 56 0.11 13 43 89 63 69 57 54 42
6 0.3333 0.7059 0.5556 0 0.33 0.43 0.08 22 62 63 87 8 84 74 74
7 0. 666 7 0.4746 0.6667  7.33 0.31 0.33 0.05 32 54 65 78 87 75 44 36
8 0.3333 0.7059 0.5556 0 0.27 0.31 0.16 26 26 38 25 81 54 73 87
9 0.444 4 0.5783 0.588 2 1.67 0.26 0.29 0.06 16 58 45 61 76 87 82 78
10 0.444 4 0.5783 0.588 2 1.67 0.23 0.36 0.07 11 35 63 86 62 63 67 58
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0.245 0.335 0.294 0 0.355 0.313 0.252 0.371 0.343 0.311 0.417 0.362 0.376 0.376 0.385
0.49 0.225 0.353 0.18 0.334 0.24 0.157 0.539 0.299 0.321 0.374 0.403 0.336 0.224 0.187
0.245 0.335 0.294 0 0.291 0.226 0.504 0.438 0.144 0.188 0.12 0.376 0.242 0.371 0.453
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r0.005 0.086 0.039 0 0.011 0.021 0.015 0.006 0.004 0.01 0.008 0.003 0.003 0.004 0.017
0.01 0.038 0.054 0.11 0.014 0.016 0.009 0.007 0.005 0.007 0.005 0.003 0.003 0.004 0.015
0.015 0.034 0.076 0.193 0.010 0.018 0.011 0.004 0.004 0.006 0.006 0.003 0.003 0.006 0.013
0.025 0.032 0.081 0.115 0.012 0.020 0.014 0.005 0.005 0.005 0.009 0.002 0.005 0.003 0.012
0.025 0.032 0.081 0.115 0.014 0.021 0.013 0.005 0.003 0.010 0.008 0.004 0.003 0.004 0.011

0.015 0.048 0.063 0 0.013 0.016 0.009 0.008 0.004 0.007 0.011 0.004 0.004 0.006 0.020
0.029 0.033 0.076 0.050 0.013 0.013 0.006 0.012 0.004 0.007 0.009 0.005 0.004 0.003 0.010
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Table 3 Calculation results of close degree

D 1 2 3 B = 6 i 8 9 10

E! 0.206 840 716 0.121 421 0.021 384 0.080 574 0.080 915 0.518054 0.143835 0.195585 0.1826 0. 182 862

ES 0.011 630 635 0.121 421 0.203 759 0.135487 0.135405 0.482094 0.087 299 0.049 867 0.061 02 0.059 809
E' +E7 0.21847135 0.242842 0.225143 0.216 061 0.21632 1.000 148 0.231 133 0.245453 0.243 619 0.242 671
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