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A measurement-device-independent quantum key distribution (MDI-QKD) method with an air-water channel is re-

searched. In this method, the underwater vehicle and satellite are the legitimate parties, and the third party is at the air-

water interface in order to simplify the unilateral quantum channel to water or air. Considering the condition that both

unilateral transmission distance and transmission loss coefficient are unequal, a perfect model of the asymmetric chan-

nel is built. The influence of asymmetric channel on system loss tolerance and secure transmission distance is analyzed.

The simulation results show that with the increase of the channel’s asymmetric degree, the system loss tolerance will

descend, one transmission distance will be reduced while the other will be increased. When the asymmetric coefficient
of channel is between 0.068 and 0.171, MDI-QKD can satisfy the demand of QKD with an air-water channel, namely
the underwater transmission distance and atmospheric transmission distance are not less than 60 m and 12 km, respec-

tively.
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In recent years, the research of quantum key distribution
(QKD)!" has made a breakthrough in the improvement of
system security and performance!””. In particular, the
combination of measurement-device-independent quan-
tum key distribution (MDI-QKD)!'"” and decoy-state
ideal! makes the security and performance of QKD to a
new level''""* in the existing technical condition. But the
current research of QKD is mainly based on homogene-
ous or similar homogeneous medium, such as optical
fiber or free space. However, people hope that QKD can
adapt to more complex transmission media and meet
more communication needs. Since 2011, some scholars
have proposed using an optical channel to facilitate a
two-way communication link between the satellite and
underwater vehicle via perfectly secure ciphers enabled
by a QKD protocol!™'®!, In this scheme, the quantum
signal needs to go through the free space, the air-water
interface and the sea water, which is an unprecedented
challenge!'®'7).

This paper will discuss the MDI-QKD method with an
air-water channel. The method sets the third party at the
air-water interface to simplify the unilateral quantum
channel to sea water or air, exert the superiority of MDI-
QKD, and satisfy the transmission requirement of QKD
with an air-water channel.

As shown in Fig.1, the satellite and underwater vehicle
are two legitimate users in our method. They don’t make
any measurement, just prepare quantum states, encode bit

information and send them to an untrusted third party,
Charlie or Eve. The third party is a sea platform at the
air-water interface, such as a ship or a communication
buoy. Charlie performs the Bell state measurement (BSM)
and tells her results to Alice and Bob, then Alice and Bob
can use this information to distill a secret key. In this
method, there is no need for quantum signal to go through
different media. The quantum signal in channel A only
needs to pass through about 10—12 km troposphere and
then can easily reach the satellite. The quantum signal in
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Fig.1 The system diagram of MDI-QKD with an air-
water channel
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channel B only needs to go through the sea water. Com-
pared with the standard QKD with an air-water channel,
this method simplifies the channel. It is important to no-
tice that channel B needs to be operational at depths
greater than the mixed layer (60—100 m)!'®, so the un-
derwater vehicle will not reveal its location to an active
surface sonar.

In this method, both the distances and the transmission
attenuation coefficients from Alice (Bob) to Charlie are
different. Ref.[18] analyzed the performance of MDI-
QKD with unequal unilateral distance. This paper will
improve the model of asymmetric channel, considering
asymmetric transmission distance and asymmetric trans-
mission attenuation coefficient.

We define Ly, Ly, o4 and ag to be the transmission dis-
tances and transmission attenuation coefficients from
Alice and Bob to Charlie, respectively. Let #p denote the
detection efficiency, and we assume that all detectors’
efficiencies are the same in this paper. 5 and fg mean the
unilateral transmission attenuations in Alice side and Bob
side, respectively, pa=aala and fp=aplg. Let
P=(BatpPp)/2. The channels with equal unilateral trans-
mission attenuation are defined as symmetric channels,
i.e., fa=Pp=p. Then, the channel transmittance can be
expressed as

=ta=tg=107"" (1)

Then, we can obtain the local transmittance as
following expression

n=Na=ns=tp . )

The channels are asymmetric when fa # fg. One side
local channel transmittance must be reconsidered as

t,=107"", 3)

t, =107" “4)

Define x=f,/fp as the ratio of channel transmission
loss. We call it channel asymmetry coefficient which
indicates the asymmetric degree of channel. Here we as-
sume 0 <k < 1. When x=0, the Bell state measurement
occurs at Alice’s private space, and when x=I, the
asymmetric MDI-QKD degenerates to a symmetric MDI-
QKD.

The unilateral channel transmittance of an asymmetric
MDI-QKD can be deduced by Egs.(1), (2), (3) and (4) as

tA — tlx/(lw{) , (5)

(6)

In this method, Alice and Bob respectively prepare
three kinds of pulses with different intensities, denoted as
ug, u1, uy and vy, vy, vo. The intensities »; and v; corre-
spond to vacuum state, decay state and signal state, re-
spectively. Without loss of generality, we assume that
u>u>up=0, v,>v1>vy=0. When Alice’s pulse intensity is
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u and Bob’s pulse intensity is v, Q,, and E,, are used to
denote the overall gain and quantum bit error rate
(OBER), respectively.

—uU-v (U 7

Qo = ;n,m, (7)

B0 =Y e e ®)
n,m=0

where the basis is w=x,z. Y (e ) is the yield (error rate)
when Alice sends n- photon pulse, Bob sends m-photon
pulse, and the basis w is used by them.

Alice and Bob can estimate the secret key rate using

the following formula

R>u,v,e™ Y} [1 -H, (elxl )] -

0, fH,(E, ). (9)

where f{(x) is the bidirectional error correction efficiency,
H,(x) = —xlog, (x) ~ (1-x)log, (1~ ).
The parameters in Eq.(9) are given by

Q0 =2y [1+2y —4ylI, (s )+10(2s)], (10)

[19]

ELO. =e,0) —2(e,—¢,) ¥ [1,(25)-1], (11)

where Io(s) is the modified Bessel function of the first
kind,

0.,=0:10,, (12)

E;»-QUZV = edQC +(l_ed)QF, > (13)
where

0.=2(1-P) e [1-(1-P)e™" |x

[1-(1-R)e™" ], (14)
0,=2P,(1-P) e x

[1,(25)-(1=P)e""]. (15)

The expression of u' must be modified for the
asymmetric channel. According to Egs.(5) and (6), we
can obtain

u‘ — t(ZK/HK)?] +f (2/1+x) 77DV , (16)
szﬂmAuﬂBv/Z, (17)
y=(1-P)e"". (18)

Yy, and ey are given by[”]
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Y=Y =(1-R) [—’72’7 +

(2n, +2m, =3m,m,) B +4(1=m,)(1=1,) B/ ], (19)
elxlyl)lrzeoylf_(eo_ed)(]_Pd)z%s (20)
vz o_ z 2 RIS

ellY;l —ean _(eo_ed)(l_Pd) (I_ZPd)T' (21)

In the simulation, the optical sources of the satellite
and underwater vehicle by strong attenuation produce the
optical pulses with a wavelength of 550 nm. The typical
values of the attenuation coefficients in the troposphere
and sea water are a,=0.2 dB/km, ag=230 dB/km!"®!. Af-
ter quantum signal goes through the troposphere for
about 10—12 km, the loss caused by atmosphere can be
negligible. We assume u;=v;=0.1 and u,=v,=0.5. Other
parameters are from Ref.[20]: Pd=3><10'6, e=1.5%,
np=0.3, f=1.16. Now, by substituting the bounds of Y,
and e into Eq.(9), the final key rate of MDI-QKD can
be calculated.

As shown in Fig.2, with the decrease of the channel
asymmetry coefficient x, the channel transmittance of
Alice side increases while that of Bob side descends.
Therefore, we can choose an appropriate value of x for an
optimal distribution of the transmission performance in
the sea water and atmosphere.

In Fig.3, the tolerated channel loss increases with the
rising of x. When x=0, the maximal tolerated channel loss
is 36 dB, and when x=1, the maximal tolerated channel
loss can reach 62 dB.
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Fig.2 The unilateral channel transmittance as a func-
tion of the channel transmission loss

But x=1 is not the optimal choice for the MDI-QKD
with an air-water channel. Fig.4 shows that the transmis-
sion distances of Alice side (L,) and Bob side (Lg)
change oppositely. With the increase of x, L, increases
while Ly descends.

As shown in Fig.5(a), when L,=12 km which is the
troposphere thickness weakening the quantum signals,
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the channel asymmetry coefficient ¥ must be less than
0.171 for underwater vehicle’s secure communication at
a least depth of 60 m. In Fig.5(b), when x<<0.068, the
factual channel transmission loss exceeds the maximal
tolerated channel loss of MID-QKD system. Therefore,
when 0.068 <<x<<0.17, 60 m<<Lg<<152 m and the dis-
tance fully meets the requirement of underwater vehicle’s
covert communication.

65

60

55

50

45

40

Channel transmission loss (dB)

35 1 1 1 1 1 1 1 1 1
0.0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1.0

K

Fig.3 The channel transmission loss as a function of
the channel asymmetry coefficient
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Fig.4 The unilateral transmission distance as a func-
tion of the channel asymmetry coefficient K

In summary, this paper investigates an MDI-QKD
method with an air-water channel. In this method, the
underwater vehicle and satellite are the legitimate users,
and the third party is set at the air-water interface to sim-
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Fig.5 (a) Lg and (b) the channel transmission loss as a
function of the channel asymmetry coefficient k with
La=12 km

plify the unilateral quantum channel to sea water or air. A
perfect model of the asymmetric channel is built. The
influence of asymmetric channel on system loss tolerance
and secure transmission distance is analyzed. The simula-
tion results show that with the increase of the channel’s
asymmetric degree, the system loss tolerance will de-
scend from 62 dB to 36 dB, one transmission distance
will be reduced and the other will be increased. For the
air-water channel, symmetrical channel (x=1) is not the
optimal choice. When the asymmetric coefficient of
channel is between 0.068 and 0.171, MDI-QKD can
satisfy the demand of underwater vehicle’s covert
communication. When the transmission distance in the
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aerosphere is 12 km, the underwater transmission distance is
not less than 60 m and the farthest distance can reach 152 m.
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