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A universal quantum key distribution method®
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Combining heralded pair coherent state (HPCS) with passive decoy-state idea, a new method is presented for quantum
key distribution (QKD). The weak coherent source (WCS) and heralded single photon source (HSPS) are the most
common photon sources for state-of-the-art QKD. However, there is a prominent crossover between the maximum se-

cure distance and the secure key generation rate if these two sources are applied in a practical decoy-state QKD. The

method in this paper does not prepare decoy states actively. Therefore, it uses the same experimental setup as the con-

ventional protocol, and there is no need for a hardware change, so its implementation is very easy. Furthermore, the

method can obtain a longer secure transmission distance, and its key generation rate is higher than that of the passive

decoy-state method with WCS or HSPS in the whole secure transmission distance. Thus, the limitation of the men-

tioned photo sources for QKD is broken through. So the method is universal in performance and implementation.
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In state-of-the-art quantum cryptographical application,
it has become the most efficient and prominent me-
thod""® to bring decoy states!"” and different kinds of
photon sources together for better performance and eas-
ier implementation. The weak coherent source (WCS)
and heralded single photon source (HSPS) are the most
common photon sources for the real-life quantum key
distribution (QKD)” system. However, if these two
sources are applied in a practical decoy-state QKD, there
is a crossover between the maximum secure distance and
the secure key generation rate in short and middle dis-
tance (crossover distance). Within the crossover distance,
the key generation rate of HSPS QKD is less than that of
WCS QKD. But the result is opposite to the former when
the distance is longer than the crossover distance. That is
to say, to optimize the final perfromance, the photon
source should be WCS within the threshold distance, but
should be HSPS if the distance is out of the threshold.
Due to different mechanics in state preparation, it is not

easy to change the source frequently from WCS to HSPS.

In order to get optimal secure key generation rate for
each transmission distance, Ref.[10] used a heralded pair
coherent state (HPCS) photon source in decoy-state
QKD, and obtained a good result.

The above decoy-state methods with HPCS are all ac-
tive decoy-state methods, in which Alice needs to ac-
tively prepare decoy states through adding attenuators or
photon sources. So these methods are not easy to be im-
plemented, and may introduce side information which would

be used by Eve. We present a new method combining
HPCS with passive decoy-state idea. This method can
not only overcome the shortcomings of active decoy-
state methods, but also obtain better performance than
the existing passive decoy-state methods with WCS or
HSPS.

The pair coherent state (PCS) is a two-mode correlated
coherent state, and can be written as

p=3nlml=X ol
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where |n) represents the n-photon state, P, is the prob-
ability to get an n-photon pair, and x is the intensity of
one mode. Iy(X) is the modified Bessel function of the
first kind.

It is a deficiency for PCS applied to QKD system that
PCS can generate large numbers of vacuum states. For-
tunately, the proportion of vacuum states to the overall
photon states can be lessened with the technique of her-
alding the photon numbers. HPCS is that one mode goes
to the encoding module of Alice as a signal mode, and
the other mode is sent to the detector of Alice as the
triggering mode to forecast the photon number and the
arrival time of signal mode, which can weaken the in-
fluence of dark count on long-distance QKD.

We define the yield Y, to be the probability of Bob
getting a detection event conditioned on Alice sending an
n-photon state.
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Y,=1-(1=dp)(1-n)", ()

where dp is the dark count rate of Bob’s detection system,
and 7 is the overall transmission between Alice and Bob.

=185 » (3)
Ly = 107 > 4)

where 75p is the transmittance between Alice and Bob, #p
is the transmittance in Bob’s side, a is the attenuation
coefficient of optical fiber, and / is the transmission dis-
tance.

The error rate of the n-photon state is given by

enYn: edYn + (eO_ed) dB: (5)

where e,=0.5 is the error rate of the background, and ey is
the probability of the survived photon hiting a wrong
detector.

Alice only generates a signal state with the intensity of
u in our method. According to triggering situation of the
Alice’s detector, the receiver’s detection events are di-
vided into two groups of triggered component and non-
triggered component. The triggered and nontriggered com-
ponents are used as signal state and decoy state, respec-
tively. In our method, there is no strict definition of de-
coy and signal states, because the nontriggered compo-
nents not only detect the Eve’s presence but also have
positive contribution to the final key generation. Here,
we are interested in the case that Alice and Bob use
threshold detectors.

We define G, as the gain of an n-photon state, i.e., the
rate of events when Alice emits an n-photon state and
Bob detects the signal, which can be divided into two
groups, triggered by Alice of G and the rest of G!"",
which can be expressed as

G =v,[1-(1-7,)" +%]ﬁ£ﬁ’ ©)
. : 1 u2n
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where 7, is the detecting efficiency at Alice’s side, and
d, is the dark count rate of Alice’s detector.

Then we define Q as the overall rate. Q can also be di-
vided into two groups of O and 0", which can be ex-
pressed as

Yd -
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Similar to Egs.(8) and (9), the quantum bit error rates
(QBERs) are given by

E(P)Q(i) — YOeOd
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All the measured data can be grouped according to
Alice’s detection events, so we can apply Gottesman-
Lo-Liitkenhaus-Preskill (GLLP)" idea to each group.
The final key generation rate can be given by summing
the contributions from both the groups, i.e., R*™ = R" +
R™.R™ and R"™ can be expressed as

R > max(q{-0 (B H, (E”)+ Gy +
G [1-H,(e)]},0), (12)
R > max (q{—Q‘”" f(E™)H, (E‘"" ) +G" +

G [1=H,(e)]},0), (13)

where ¢ is the basis reconciliation factor, and the g for
the 1984 protocol of Bennett and Brassard (BB84 proto-
col) is 1/2. f{ix) is the bidirectional error correction effi-
ciency. H,(x) is the binary Shannon information entropy
function given by Ha(x)= —xlog(x)—(1-x)logy(1—x). O,
0", E® and E™ can be observed in the experiment.

If the difference between the estimated result and the
theoretical secure threshold is too big, this quantum
communication may be eavesdropped by Eve, and must
be abandoned. The new quantum key distribution should
be implemented. If the estimated result is secure, the
secure key can be distilled according to Egs.(12) and (13).

Firstly, the upper bound of Y; is deduced, which is a
preparation for the estimations of Y; and e.

E(t)Q(t) > Y;)e()dA , (14)
I, (2u)
E(m)Q(m) = Yoe(1-d,) . (15)
1, (2u)

Thus, a simple bound of Y is given by

E(t)Q(f)[O(zu) E(V")Q(Vl’)[o(zu)} (16)
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In the next step, we use the triggered events (Q") and
the nontriggered events (O"”) to deduce a tight lower
bound of Y;. Egs.(8) and (9) lead to

]0(2u)[1 - (1 —T )2:|Q(m) _10(214)(1 —1a )2 Q(t) =
Y[1=(=n) ~d, ]+ Yu'n, (1-1,) +
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3 (n!)2
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Because (1-77,) —(1-7,) <0(n>3), we can ob-
tain the lower bound of ;.
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According to Egs.(10) and (11), the following inequa-

tions can be given
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And an upper bound of e, can be obtained as
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Y177Au2

>

e <e’ :min{

(nt) y(nt) _ —
E™Q" 1, (2u) - Yye, (1 dA)}. (21)

Y (1_77A)“2

Now, by substituting the bounds of Y; and e; into
Eqgs.(12) and (13), the final key rate can be calculated. We
use the parameters mainly from Gobby-Yuan-Shields
(GYS) experimentm]. At Alice’s side, dy =10 and na=0.6;
at Bob’s side, dg = 1.7x10°°, ng =0.045, e4 =0.033 and f=
1.22. In simulation, the optimal « is chosen at each dis-
tance for each case.

Fig.1 shows that there is a crossover in 135 km be-
tween the two passive decoy-state performance curves of
WCS QKD and HSPS QKD. The key generation rate of
WCS QKD is higher than that of HSPS QKD at a dis-
tance less than the crossover distance. On the contrary,
the key generation rate of HSPS QKD is higher than that
of WCS QKD when the transmission distance is out of
the crossover distance. Now, the passive decoy-state
method with HPCS in this paper can obtain the highest
key generation rate and the longest transmission distance
compared with the former methods.
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Fig.1 The performance of BB84 passive decoy-state
methods with different sources
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As shown in Fig.2, there is an inflexion at the distance
about 154 km in the performance curve of the passive
decoy-state method with HPCS. Because of the contribu-
tion of nontriggered components to key generation, the
key generation rate of our passive decoy-state method is
obviously higher than that of the active decoy-state
method at a distance less than the inflexion distance.
However, the function of nontriggered components is
lessened out of the inflexion distance. Now, we analyze
the reason of the phenomenon. The function of Alice’s
detector is to detect the vacuum states, so Bob avoids
detecting a vacuum state as an i-photon state (i#0). Be-
cause the real-life detector is not perfect, it is possible for
Alice’s detector to detect an i-photon state (i#0) as a
vacuum state. Here, Bob’s detector will stop working in
active decoy-state method, namely, the i-photon states
(i#0) are misdeemed and abandoned. In our protocols,
Bob’s detector needs to work no matter if Alice’s detec-
tor is triggered or not. That is to say, the nontriggered
detection events are not discarded, but are used to esti-
mate the parameters and generate the secure key. How-
ever, only the single-photon states detected as vacuum
states by Alice’s detector can contribute to key genera-
tion. For the high loss channel, the transmission diatance
of this part photon states is not too large. Hence, the
nontriggered detection events can give a further im-
provement of the key generation rate at a close range.
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Fig.2 The performance of different BB84 decoy-state
methods with HPCS

At the same time, Fig.2 shows that the performance of
the passive decoy-state method with HPCS is very close
to the theoretical limit of an infinite active decoy-state
method with HPCS within the inflexion distance, and is
slightly lower than the theoretical limit. The reason is
that Alice doesn’t prepare decoy states actively, so the
estimations of parameters are not very accurate com-
pared with those of the infinite active decoy-state method.
Actually, the infinite decoy-state method can not be im-
plemented. The active decoy-state method with finite
decoy states has the performance close to theoretical
limit, but its shortcomings are difficult implementation,
low transmission rate and introduction of side informa-
tion. However, the passive decoy-state method does not
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need to prepare decoy states actively. Thus, it is easy to
implement, avoids side information, and can be applied
to QKD at high transmission rate.

In summary, a new method is presented for QKD
combining HPCS with passive decoy-state idea, which
has two advantages. Firstly, our method overcomes the
limitations of the methods with WCS or HSPS, and has
better performance than the existing passive decoy-state
methods. So it is universal in performance. Secondly, the
method does not prepare decoy states actively. Therefore,
it may use the same experimental setup as the conven-
tional protocol, there is no need for a hardware change,
and it can be applied to QKD at high transmission rate.
So the method is universal in implementation. Altogether,
the passive decoy-state method presented in this paper is
universal, simple and feasible for QKD.
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