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A relatively simple plug-and-play control system of quantum key distribution (QKD) based on PCI7300 card is demonstrated,

including mechanism design, key generation and key acquisition. The system works very well at the repetition frequency of
1 MHz, and the key generation rate is 100 k/s. A visibility of better than 95% over 50 km-long fiber at 1.31 um is obtained,
which is stable under ordinary lab conditions for 24 h without any feedback control or adjustment. The presented system is

a quite promising candidate to realize the QKD in the future.
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Quantum key distribution (QKD) has been developed for
several years, which is used to create absolutely shared se-
cret key between Alice and Bob!?l. During the last two
decades, all the known practical setups for the QKD are reali-
zed with photons, which can be roughly classified into two

3191 and the one in free

categories as the one in optical fiber!
space!'ll. The QKD experiment system can be divided into
two parts, known as the optical system and the control system,
both of which are important. Generally, commercial devices
are most frequently used in the QKD controlling systems,
which can not match with each other and can lower the effi-
ciency of the code rate. It raises many challenges to the de-
sign of electronics for the QKD controlling systems!'*"l. In
this paper, we present a control system including details about
mechanism design, key generation and key acquisition.
According to Bennett-Brassard 1984 (BB84) protocol,
Alice sends a series of single photons to Bob via the quan-
tum channel. When the photons arrive at Bob’s side, Bob
uses a series of random figures among 1, 2, 3 and 4 which
represent random phase shift ¢, to modulate every photon
passing through him by his phase modulator (PM) PMg. Later
the photons modulated by Bob return to Alice who also uses
a series of prepared random phase shift ¢, to modulate the
photons by her phase modulator PM,. Since the photons are
modulated twice by Alice and Bob, the photons are detected

or not in the end depending on the phase shift of ¢,~¢,. The
photons can be detected by the single photon detector (SPD)
which is controlled by Alice’s computer.

In our experimental system, the laser device not only gene-
rates a series of pulses at repetition frequency of 1 MHz, but
also provides the global clock (GC) to the whole system at
the same frequency. When a laser pulse is generated, the la-
ser device sends a rising edge to every device in the system
to take the proper action. For example, Alice and Bob must
give out their random figure to the PM when the photons
arrive. The SPD must begin to detect whether there is a pho-
ton when the photon ought to arrive. Because of the long
distance between Alice and Bob, different clocks are applied
on each side for convenience instead of using a unique GC
source. The two clocks must be the same, otherwise some
calibration is needed. Obviously, precise time delayer is nece-
ssary since we must control the times that the photon runs in
the fiber and the clock signal runs in the wire. Thus, four
delayers in all are required between GC and PM,, GC and
PM,, GC and SPD , GC and SPD, to make all devices ope-
rate at the proper time when the photon arrives referring to
the GC.

The PM is controlled by its input port receiving analog
electronic signal, which only works at pulse-state. The com-
puter should output the data at a rate up to 1 MHz, but the
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parallel port cannot satisfy the demand. The P7300 card de-
veloped by ADLink company is applied in the experimental
system for this high performance of inputting and outputting
data. Between Alice’s and Bob’s computers and their PMs
respectively, two home-made phase modulator mate (PMM)
devices are used for converting the digital signal to analog
signal, and the devices also satisfy the rule of the PM. It will
give a pulse with fixed width, whose amplitude is based on
the computer’s output data to drive the PM properly.

Considering the high frequency of 1 MHz, computer is
expected to output the data at the exact frequency. The data
are put into the memory of the P7300 card, through which
the card fetches data directly by working in direct memory
access (DMA) mode, instead of using some codes to response
the rising edge, and it generates some random data saved to
disk. To deal with the contradiction that memory is limited
but the keys generate continuously, the long prepared series
are broken into many blocks which have certain logical size.
In other words, the generated keys are one group by one group
whose length is 10000 keys. At every interval of the two con-
secutive groups during the key generation, the computer pro-
cesses the data of last group and prepares the data of the next
group.

How to synchronize Alice and Bob is another challenge
of the QKD control system. In our experimental system, Alice
and Bob are not peer to peer, but Alice controls the receiving
and dispatching of the data only.

When the system is to be started, Bob must enter the
“READY” state to wait “GROUP_START” command from
Alice. When a group of data transmission is finished, Bob
also sends the “GROUP_END” command to Alice to indicate
that he has completed the data outputting and has prepared
the data of next group. When Alice receives this command,
she can start a new group by sending “GROUP_START”
again.

The application of delayers in the system ensures that the
PMs can modulate the nearest photon accurately. Since the
photon travels a long distance between Alice and Bob and
the repetition frequency of the laser pulses is high, there are
several photon pulses running in the fiber at the same time.
Then PM, and PM, modulate different photons at the same
time. If we cannot know how many photon pulses are there
in the fiber, we also cannot decide which pulse is modulated
through the random data by Alice and Bob. The GC works
forever, so there are photons in the fibers forever. When the
“GRO UP_ START” command is issued, the data acquisi-
tion must start at once without waiting for the first photon
which is modulated, since we cannot recognize it from the
photons which are not modulated before the group begins. In
the experiment, a series of test data are designed for Alice
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and Bob to get the distance between Alice and Bob and the
location of the first modulated photon in the acquisition data
array. As is shownin Tab.1,4,4,,4,, 4,,---, 4, is the array
of random data for Alice, Bl, Bz, B3, B4,---, BM is another
array for Bob,and 2, 2, Z,, Z ,---, Z, .
data array which means the detection probability. Since the
photon transmission takes time, the length of Z array is a

little larger than those of 4, and B, .

is the acquisition

Tab.1 Detection probability of the detector for different
values of phase shifts chosen by Alice and Bob

M 12 3 4. M M-+e
A4, 0 1 0 1 ... 0 x
B, 0 0 1 1... 0 x
z, 0 1 1 0 0 0

We postulate the following for example. First, we let B=
0@=1,2, M),A=0(G=1,2,-- p—-1,p+1,- M),
where p is an appropriate location, and A/):Z. The column Z
is expected that there is only one “1”. We can find the loca-
tion of the only one “1” from the acquisition result in the
column Z and let the location be /, . . Using the same method,
we can find /, ,, too. From above discussion, the distance
between Alice and Bob can be decided by |/, -/, |, and the
location of the first modulated photon can also be decided
bY Lyie

In fact, the laser pulse is strongly attenuated, so the avera-
ge number of photons in each pulse is of the order of 0.1.
The SPD has the quantum efficiency of less than 20%, and it
cannot detect every photon. Some dark counts may take place.
The test process may need to repeat several times to get the
final result.

The long term stability of this scheme is tested at 1.31
wm by using the PiLas laser (made by Advanced Laser Dio-
de Systems) with a repetition rate of 1 MHz and a pulse width

of 18 ps!!¥. Two SPDs are developed in-house using InGaAs/
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Fig.1 Visibility of our experimental setup as a function of
time over more than 24 h
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InP avalanche photodiodes (EPM239BA). At the tempera-
ture of -62.5 °C, a dark count of about 1 X 10 ns! could be
achieved with a quantum efficiency of 18%. A gate width of
20 ns is used for the detectors which are synchronized with
the laser at repetition rate of 1 MHz using an external clock
trigger. A 50 km-long trunk fiber is applied to connect Alice
and Bob. Without any feedback control or adjustment to the
system, the visibility is better than 95% for more than 24 h
continuous operation, which can be seen from Fig.1.

The control system of quantum key distribution works
very well at the repetition frequency of 1 MHz when the dis-
tance between Alice and Bob is up to 50 km. The key gene-
ration rate is 100 k/s, and the visibility is better than 95% for
more than 24 h continuous operation, which makes it a quite
promising candidate to realize the QKD in the future.
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