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secure direct communication

YANG Han'*, FENG Yan'?, XIE Sijiang'*

( 1 Cyberspace Security Department, Beijing Electronic Science and Technology Institute, Beijing 10070, China;

2 University of Science and Technology of China, Hefei 230026, China )
Abstract: To address the issues of insufficient privacy protection of quotations and collusion between
malicious bidders and third parties in existing quantum sealed auction protocols, a quantum sealed-bid
auction protocol based on semi-quantum secure direct communication is proposed. Firstly, the protocol
adopts semi-quantum secure direct communication, in which the auctioneer only needs to measure and
reflect particles during communication. Secondly, the bidder can achieve the privacy protection of
quotations through order-preserving transformation. Thirdly, the auctioneer can achieve privacy
comparison of the transformed bid information without the participation of a trusted third party.
Theoretical analysis shows that the proposed protocol is highly secured even facing attacks such as
intercept-resend attack, control-NOT (CNOT) attack, phase inversion, and collusion attack. In addition,
compared with the existing similar quantum auction schemes,the communication efficiency of the new
protocol is not affected by the number of bidders.
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Table 3 Privacy comparison between quantum sealed auction protocols

Information Quantum carrying Quotation encryption . .
Item . . . Privacy Literature
carrier information mode
1 Bell state Real quotation None Low Reference [4]
2 GHZ state Real quotation None Low Reference [6]
3 Single particle Encryption quotation Linear encryption Normal Reference [20]
4 Bell state Encryption quotation Nonlinear encryption High This research
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Table 4 Communication efficiency comparison of semi-quantum secure direct communication

Item c q b Efficiency Protocol
1 / 211 21 4.35% SQKD1 in reference [29]
2 / 141 21 6.25% SQKD?2 in reference [29]
3 / 13/ 0 7.69% Protocol proposed by this research
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1 All All . . Reference [6]
(ignore decoy particles )
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3 All All . . Reference [19]
(ignore decoy particles )
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