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A defense scheme of pulse illumination attack for
quantum key distribution systems
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Abstract: In quantum key distribution systems, bright light blinding attack makes use of the detection
characteristics of linear mode caused by bright light in the actual work of single-photon detectors to
control the output of single-photon detectors to be 0 or 1, so as to implement key stealing. To address the
potential vulnerabilities of the new type of pulse illumination attack scheme proposed by previous

researchers, a defense scheme against the detector blinding attack by pulse illumination based on beam
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split detection is presented. Based on the countermeasures of detecting the working current of the device
to judge whether there is a blinding attack, this scheme realizes the detection of bright light pulse with
100% probability before the detector is blinded, therefore, it can close the detection loophole of pulse

illumination attack and improve the security of quantum key distribution systems.
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Fig. 1  Scheme of current APD working current detection
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Fig.2  Scheme of pulse illumination detection based on avalanche signal power dividing
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Fig. 3  Noise signal and avalanche signal in low speed gated mode
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Fig. 4  Scheme of pulse illumination detection based on beam splitter
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Fig. 5  Scheme of pulse illumination detection circuit
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Fig. 6  (a) Scheme of test platform for pulse illumination detection and (b) photos of experimental devices
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Table 1 Test data with about 250 ps pulse width at different pulse frequencies

Step (2) Step (3) Step (4) Step (5)
. . . Energy Photon .
Pulse fre- Signal Pulse Signal Pulse Signal Pulse Signal Pulse
of number
quency /Hz detector  detector  detector  detector  detector  detector detector  detector
pulses/ of per
count/cps count/cps count/cps count/cps count/cps count/cps count/cps  count/cps
dBm pulse
1000 261275 0 259683 0 263745 1000 -81.57  5.43x10* 51 1000
10000 261112 0 261090 0 263430 10000 -71.51  5.51x10* 154 10000
100000 259314 0 261330 0 264142 100000 -60.54  6.89x10* 1310 100000
1000000 260691 0 260366 0 269911 1000000 -50.8 6.49x10* 6264 1000000

=2 BIORSERKEEL) 12.5 ns BFARIISCAR [9] B 75 RAGNX K4

Table 2 Test data of attack scheme in literature [9] are simulated when pulse width is about 12.5 ns

Pulse Step (2) Step (3) Step (4) Step (5)
width/ Signal Pulse Signal Pulse Signal Pulse Energy Photon Signal Pulse
detector detector  detector detector detector detector  of pulses/ number of  detector detector
w count/cps count/cps count/cps count/cps count/cps count/cps dBm per pulse  count/cps count/cps
12.5 262911 0 267770 0 270008 250000 -44.1 1.21x10° 7002 250000
R 3 BORSEAKTEL 250 ps FHEHUSCEK (9] BE 75 REVIIX B4R
Table 3 Test data of attack scheme in literature [9] are simulated when pulse width is about 250 ps
Pulse Step (2) Step (3) Step (4) Step (5)
width/ Signal Pulse Signal Pulse Signal Pulse Energy Photon Signal Pulse
detector detector detector detector detector detector  of pulses/ number of  detector detector
Ps count/cps count/cps count/cps count/cps count/cps count/cps dBm per pulse count/cps count/cps
250 260876 0 262161 0 265647 250000 -59.62  3.40x10* 1626 250000
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