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A Violation Behavior Detection Algorithm Based on Yolov5
and Dilb for Online Video Surveillance
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Abstract: A dual-camera monitor was proposed and a detection algorithm was designed for abnor-
mal cheating behavior in exams, which detected four common exam abnormal behaviors of candi-
dates, such as: carrying prohibited items, surrogate exam-taker, speaking during the exam, and drift-
ing of candidates’ attention. Firstly, the attention-based YOLOv5s algorithm was used to detect pro-
hibited items in exams. Then, Dlib-based facial recognition was applied to confirm the candidates’
identity information. Finally, lip movement detection and head pose estimation were utilized to detect
abnormal behavior of candidates during the exam. The use of dual cameras could reduce blind spots in
the field of view to prevent candidates from using cheating tools. The experiment results showed that

the proposed algorithm had good detection accuracy and real-time performance.
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Fig.6 Annotation process and partial images
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Fig.8 Test results of candidate substitution

M8 T LA i, 2 AT E R 9 36 355 T DL K%
A= THTF B AR o3 0 P I (U R i T )
TR IE A R 2 BRI

24 ZEXIBRPRERVEEZIRERSSNW

A UL R B 3 s B AT — R, M E A
2 B P UL TR I W R A2 3N 1 A B R« > 1575
hy/w = 0.5 I 2350 0% o FR 4346 00 45 8 an 1 9 B
TN o AT S U HE R R 93.1% .

25 EEFENEBRNEEZIRERESN

B R ITERRA IR 3 sia T — IR E B
S 8 e A e Sl 1A 1 o B R T 40T LI IR T 2 s
WL R A TUE o B K 25 R AN A 10 B R o AR
3B IR HERR R R 87.6 %0 0 75 A 1 Sk R 1n)
Wi FEE Ao DA R TG 5 o 0 G 0 45 2R o

. A AimiiE
19 25 2k 1d il e ) 4% 2

Fig.9 Test results of candidates’ speaking detection

W, :
E110 25 A T ) I AL A ) 45 2R

Fig.10  Test results of examinees' attention drift detection
3 HRiE

B X E 2 5 X M 2 TR Y T A, SC SR FH OOLAR
1§ 3 WP A T T —FP L T3 & 7 YOLOVS il
Dlib i 7E 2 5 IR B 5 W A7 R PUN B o 15X R
£ 30 1 BUGORTL A ff FH 3 F i B ) YOLOVS B ik
HEAT H AR A I, A DU 25 3 v 7 A R W R e
FHBEF DIib 9 A U0 28 47 25 A 0% 136 300, B i
W\ R B 5 B AAE T8 e fHE
Sy K I 0 Sk A AL T AT AR Y R AT AR
MU AG Sk 1 0 FH I > T WL 8 f1 , B 1k 25 A 7 1R
Sk BT T f X B B VERR TR, TR B A
A 3 B ) R U K R S B

Z % x Wt

[1] MuH, SunR, Yuan G, et al. Abnormal human behavior detec-
tion in videos: A review[J]. Information Technology and Con-
trol, 2021, 50(3): 522-545.

[2] Balderas A, Caballero-Hernandez J A. Analysis of learning re-
cords to detect student cheating on online exams: Case study
during COVID-19 pandemic [ C]. Eighth International Confer-
ence on Technological Ecosystems for Enhancing Multiculturali-
ty, Association for Computing Machinery, New York, USA,
2020: 752-757.

[3] & . ETWBNE S EAT NPT [D]. K KM
2R, 2012

(4] T . 6T OUME 72 09 75 3 S 45 S RO O ik B S B ED .



282

e W

%

£53

PN #4345

[6]

SR AR EE TR, 2019.

Aok e JE TSk W IE B BB S S AT A D ] K AR
KB TR, 2018,

Cote M, Jean F, Albu A B, et al. Video summarization for re-
mote invigilation of online exams[C].2016 IEEE Winter Con-
ference on Applications of Computer Vision (WACV) , Lake
Placid, NY, USA: IEEE, 2016: 1-9.

Javed A, Aslam Z. An intelligent alarm based visual eye track-
ing algorithm for cheating free examination system[J]. Interna-
tional Journal of Intelligent Systems and Applications, 2013, 5
(10): 86.

Martynow M, Zielinska A, Marzejon M, et al. Pupil detection
supported by Haar feature based cascade classifier for two-pho-
ton vision examinations[ C ]. International Symposium on Image
and Signal Processing and Analysis (ISPA), Dubrovnik, Croa-
tia, IEEE, 2019: 54-59.

Zou Y, Shi C, Wang L. Real-time cheating detection system
based on sight detection[ C]. International Conference on Com-
puter, Artificial Intelligence, and Control Engineering, Zhu-
hai, China, SPIE, 2022, 12288: 235-241.

T . 6T 2RI #9251 5 i A5 U AT 52 [D 1 Yk I 2 B
Tl Rk, 2021

A B 3 T PR B 2 ) 9 25 i S AT S UM AT T KR (D .
FIN AT, 2020.

Fang M, Chen Z, Przystupa K, et al. Examination of abnormal
behavior detection based on improved YOLOv3[J]. Electron-
ics, 2021, 10(2): 197.

B TR B g R
(D] b5t db 5Tl f K24, 2019.
T & L FRR AT 3D B BUSUS B 28 W 45 1
Yty g st UM LT ] A6 s i 5 BB e e i, 2018, 26(4)
60-71.

Alairaji R M, Aljazaery I A, ALRikabi H T H S. Abnormal be-

AT S A6 I 5 ik WF 5T 5 5 R

havior detection of students in the examination hall from surveil-
lance videos[ C]. Proceedings of ICACCP, Singapore, Spring-
er, 2022 113-125.

Hu S, Jia X, Fu Y. Research on abnormal behavior detection of

online examination based on image information[ C]. Internation-

al Conference on Intelligent Human-Machine Systems and Cy-

bernetics, Hangzhou, China, IEEE, 2018, 2: 88-91.

[17] Atabay H A, Hassanpour H. Abnormal behavior detection in

electronic-exam videos using BeatGAN[ C |. Proceedings of 1C-

SPIS, Behshahr, Islamic Republic of Iran, IEEE, 2022: 1-5.

[18] Zhu X, Lyu S, Wang X, et al. TPH-YOLOv5: Improved YO-

LOV5 based on transformer prediction head for object detection
on drone-captured scenarios[ C |. Proceedings of the ICCV, Vir-

tual: IEEE, 2021: 2778-2788.

[19] LIC, LTIL, JIANG H, et al. YOLOv6: A single-stage object

detection framework for industrial applications [EB/OL].

2022.9. arXiv: 2209.02976.

[20] Wang C Y, Bochkovskiy A, Liao HY M. YOLOv7: Train-

able bag-of-freebies sets new state-of-the-art for real-time object
detectors [ C]. Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, Vanvouver, Cana-

da, IEEE, 2023: 7464-7475.

[21] Categorization D, Koonce B. Efficient Net[J]. Convolutional

Neural Networks with Swift for Tensorflow: Image Recogni-

tion and Dataset Categorization, 2021: 109-123.

[22] LiuZ, LinY, Cao Y, et al. Swin transformer: Hierarchical vi-

sion transformer using shifted windows[ C]J. Proceedings of the
IEEE/CVF International Conference on Computer Vision, Vir-
tual: IEEE, USA, 2021: 10012-10022.

[23] landola F N, Han S, Moskewicz M W, et al. SqueezeNet:

AlexNet-level accuracy with 50x fewer parameters and<< 0.5
MB model size [J]. arXiv preprint arXiv: 1602.07360, 2016:
1-17.

[24] Howard A G, Zhu M, Chen B, et al. Mobilenets: Efficient

convolutional neural networks for mobile vision applications[J].

arXiv preprint arXiv:1704.04861, 2017.

[25] Ma N, Zhang X, Zheng H T, et al. Shufflenet v2: Practical

guidelines for efficient cnn architecture design[ C]. Proceedings

of the ECCV, Munich, Germany: IEEE, 2018: 116-131.

[26] Qin Z, Zhang P, Wu F, et al. Fcanet: Frequency channel at-

tention networks [ C]. Proceedings of the IEEE/CVF Interna-
tional Conference on Computer Vision, Virtual: IEEE, USA,
2021: 783-792.



