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Jamming technology of distributed ultra-wideband electromagnetic
pulse to ground receivers based on low-orbit satellites

Li Yonglong,  Yuan Xuelin, Liu Jiulong,  Chen Zhengkun, Dai Zhiqiang

(School of Electronics and Communication Engineering, Sun Yat-sen University, Shenzhen 518107, China)

Abstract: With the prosperity and progress of anti-jamming technology, traditional jamming technologies
represented by barrage and deception jamming are facing challenges. Therefore, a distributed ultra-wideband (UWB)
electromagnetic pulse jamming technology based on low-orbit satellites is proposed in this paper. Compared with the
traditional jammers, UWB electromagnetic pulse jamming is a new type of electromagnetic attack system. Initially, the
power spectrum of repetitive UWB electromagnetic pulse is derived. Furthermore, the feasibility of distributed
jamming technology is evaluated, and the transmit power required for distributed jamming based on low-orbit
satellites is calculated. Finally, the effect of a low noise amplifier (LNA) in the navigation receiver is investigated in
the UWB electromagnetic pulse jamming experiment, and the constellation layout of the low-orbit satellite for
carrying jammers at mid-low latitudes is designed by Satellite Tool Kit (STK). The experimental results show that
temporary gain compression occurs in the LNA under the jamming of the UWB electromagnetic pulse. UWB single
pulse with a width of 0.7 ns can suppress the navigation signal by nearly 400 ns after through the LNA, and the signal
can be completely suppressed under repetitive frequency. Consequently, the distributed UWB electromagnetic pulse
jamming system based on low-orbit satellites can effectively enhance the jamming effect, which has the potential to
achieve full coverage of the target area.
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Fig. 1 Time-frequency characteristics of UWB pulse sequence at 7=1 ns and f;,=1 MHz
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Fig. 2 Block diagram of the RF front-end of the navigation receiver
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Table2 Multi-coverage of mid-low latitudes satellite
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40 68.0 75.0 71.5
50 64.0 71.0 67.6
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Fig. 10 Multi-coverage of satellites
Fl10 DREGETEHR

033006-6



2K A B TR TR ) 2 A R BT R Rk kot M T RO T IR R

55°/500 km B 1, 7E R L BE X ), b TP 35 ) IER BOAE 31~ 71 iz ), 20 (] X 4 TR A 5 E RO 20, TR
F A R D AR AT DL AR, A T AR T A RO

4 & it

RSO T —Fh e TAREL TR 5940 A 3 UWB TR 2, 3 2 i 5 T 40 UWB HLRE K o 59 30 5 385 1 437 B T
PEHLHE, 42 0 5 TR TR 900 X UWB BURERK b T4 B R, IR 358 T DR BT R R . Rl i S ik
L LNA 00 52 36075 4536 B 204 =07 T SR m00E B B9 38, 15 5 ek (06 Mg 0 0 o F [ G Bk 58
#70.7 ns, WEE N 2V, FHK 250 kHz (9 UWB 8 [k i il LU S 505 58 ] 5 8k, L7645 30 AH R #1500 F
UWB HL R Sk e 0 (B B A, 7 2 1) TG . b A, 3 o ST {5 BLAR 4, B0 T F T H40 UWB T4 AL R 5L 12
BB, R AR A S5 4 A UWB HL B I o 0 (00 50 090, 7T LA 28 W B 0 015 S 8 R %6, R 2 000 10 A2,
SF I — bR, 9230 AT % 457 3 DA T T 0 43 A 3 T8, DA B e AR 00 TR R . 25 1, oA ok T e
BRI LA W, o B S R

5% 3k

[1] Yan Dashuang, Ni Shuyan. Overview of anti-jamming technologies for satellite navigation systems[C]//Proceedings of 2022 IEEE 6th Information Technology
and Mechatronics Engineering Conference (ITOEC). 2022: 118-124.

[2] Huang Xin, Chen Yazhou, Wang Yuming. Simulation of interference effects of UWB pulse signal to the GPS receiver[J]. Discrete Dynamics in Nature and
Society, 2021, 2021: 9935543.

(3] ATM. AR TIB AL (D], V6% P52 FRHE K2, 2013, (Shi Yubin. The study of distributed jamming [D]. Xi'an: Xidian University, 2013)

(4] MM, 2EHGPSHIE T ANFT D). A # & T K2%, 2008. (Tian Minghao. Research on the technology of correlation interference for GPS based on
the star carry platform[D]. Nanjing: Nanjing University of Science and Technology, 2008)

[5] Zhang Zhengyi, Tao Mingliang, Gong Yanyun, et al. Performance evaluation for UAV-based distributed jamming system: an illustrative example[C]/
Proceedings of 2021 IEEE 4th International Conference on Electronic Information and Communication Technology (ICEICT). 2021: 441-444.

(6] #H. iz R FFIA T SIAERIZE (D). PH%: V5408 TR K2, 2019. (Yang Yong. Research on jamming and evaluation of air defense and anti-missile
radar[D]. Xi’an: Xidian University, 2019)

[7] Luo Zhaoyi, Deng Min, Yao Zhigiang, et al. Distributed blanket jamming resource scheduling for satellite navigation based on particle swarm optimization and
genetic algorithm [C]//Proceedings of 2020 IEEE 20th International Conference on Communication Technology (ICCT). 2020: 611-616.

(8] Mk, THE, TRokWrk, &5, BTSN B THARME A BOCER [1]. RO SRF AR, 2015, 27: 083004, (Yang Meng, Ning Hui, Zhang Yongdong, et al.
Interference effects of repetitive ultra-wideband pulses on low noise amplifier [J]. High Power Laser and Particle Beams, 2015, 27: 083004)

[9] FMEE. FETEHA =W Marx kb IE GBS 6 S5 E R4 M D], A#s: BB K, 2021, (Sun Zhengchun. Jitter suppression and peak power
synthesis based on avalanche transistor Marx pulse source [D]. Chengdu: University of Electronic Science and Technology of China, 2021)

[10] KT, ZB7KE. GNSSTAUEMHLF I AT HEA LR (Cl/A -+ — i b E AR Si4F-4. 2020. (Zhang Kaixuan, Guo Chengjun. Overview of RF front end
technology for GNSS navigation receiver [C]//Proceedings of the 11th China Satellite Navigation Annual Conference. 2020)

[11] Qin Yingshuo, Chai Changchun, Li Fuxing, et al. Study of self-heating and high-power microwave effects for enhancement-mode p-gate GaN HEMT[J].
Micromachines, 2022, 13: 106.

[12] Li Fuxing, Chai Changchun, Wu Han, et al. Study on high power microwave nonlinear effects and degradation characteristics of C-band low noise amplifier[J].
Microelectronics Reliability, 2022, 128: 114427.

[13] Lin Qian, Jia Lining, Wu Haifeng, et al. Investigation on temperature behavior for a GaAs E-cpHEMT MMIC LNA[J]. Micromachines, 2022, 13: 1121.

(14] Zefide, BRiEsh, SE0EHE, 46 JLT RS0 s ek oh i S T4 [C /58 -L i 4 E Pk vh 8 2 WU AR /R 2 R Al B I R 38323, 2021, (Yuan Jianfeng,
Chen Zhengkun, Cai Jiawei, et al. Navigation interference based on ultra-wide band electromagnetic pulse [C]//Proceedings of the 7th National Pulse Power
Conference and the 8th National Special Power Supply Academic Exchange Conference. 2021)

[15] Sakharov K Y, Sukhov A V, Ugolev V L, et al. Study of UWB electromagnetic pulse impact on commercial unmanned aerial vehicle [C]//Proceedings of 2018
International Symposium on Electromagnetic Compatibility (EMC EUROPE). 2018: 40-43.

[16] #9d%, HmW, WK, AER A EC R (E TPl TR A ok 1], KO SHa#EFE], 2020, 45(8): 57-61,67. (Ju Tao, Huang Gaoming, Man Xin. A
spatial power synthetic method for random distributed array communication jammers [J]. Fire Control & Command Control, 2020, 45(8): 57-61,67)

[17] T4k, e, skitas, 45 UWBOP A 2 2w Bk b IR 2T (7). foli=idi, 2008, 24(5): 35-39. (Yuan Xuelin, Xu Zhefeng, Zhang Hongde, et al.
Design of the full-solid high-repeatation pulser in UWB impulse radar[J]. Journal of Microwaves, 2008, 24(5): 35-39)

(18] #ACHL. FTAHRREMA AT D], P84 P FRHERY:, 2019. (Xiang Siqi. Distributed inference beamforming based on finite
feedback [D]. Xi'an: Xidian University, 2019)

033006-7


https://doi.org/10.11884/HPLPB201527.083004
https://doi.org/10.11884/HPLPB201527.083004
https://doi.org/10.3390/mi13010106
https://doi.org/10.1016/j.microrel.2021.114427
https://doi.org/10.3390/mi13071121
https://doi.org/10.3969/j.issn.1002-0640.2020.08.009
https://doi.org/10.3969/j.issn.1002-0640.2020.08.009

	1 重频超宽带电磁脉冲
	1.1 功率谱推导
	1.2 干扰机理分析

	2 分布式体系干扰策略
	2.1 分布式干扰体系
	2.2 低轨卫星干扰平台发射功率计算

	3 实验与仿真分析
	3.1 UWB电磁脉冲对导航接收机的压制
	3.2 低轨卫星星座设计仿真和覆盖重数

	4 结　论
	参考文献

