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Table 1 Parameters values in simulation
Symbol Description Value

a Line width enhance factor 3

ke Feedback intensity of SL 30ns !
7 Feedback delay of SL 1.2 ns
Ye Carrier decay rate 0.65 ns
I Bias current 38.06 mA
Y Photon decay rate 496 ns !
g Differential gain 1.2X10 °ns !
N, Transparent carrier number 1.25%X10°
s Saturation coefficient 5x1077
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Fig.4 The variation trend of loss function with iteration period during the training progress in optical feedback system
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Table 2 The value of synchronization coefficient, BER and RMSE at different nodes in Fig. 10

LSTM nodes 100 200 300 400 500 600
Synchronization coefficient 0.999 90 0.999 84 0.999 93 0.999 74 0.999 30 0.998 82
BER L11X10 *  3.28X10 "  1.04x10 * 1.65X10 *  2.60X10 '  3.01x10 "
RMSE 3.71x10°° 5.58X10"° 4.34x10° 7.73X10°° 1.06 <10 * 1.59X10 *
LSTM nodes 700 800 900 1000 1100 1200
Synchronization coefficient 0.999 77 0.999 71 0.998 23 0.997 58 0.998 48 0.997 61
BER 1.96X10° %  2.43X10*  5.36x10 " 2.51x10°° 3.33X10°° 2.52x10°°
RMSE 6.60><10° 7.52X10°° 1.80x10°* 2.00x<10* 1.71X10°* 1.83X10°"
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Table 3 The impact of the slight nodes on system performance

LSTM nodes 40 80 120 160 200 240
Synchronization coefficient 0.999 94 0.999 92 0.999 89 0.999 93 0.999 93 0.999 96
BER 3.49X10°° 2.84Xx107% 3.96 X107 " 3.31X107" 9.65X 107 6.89X10°"
RMSE 7.23X107° 3.71x107° 4.99x10°° 3.18X10°° 4.03Xx10°° 6.82X107°
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Fig.11 Impact of the coupling coefficient on system performance
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Table 4 The value of synchronization coefficient, BER and RMSE at different coupling coefficient in Fig. 11

Coupling coefficient 0.02 0.03 0.04 0.05 0.06 0.07
Synchronization coefficient 0.999 85 0.999 69 0.999 93 0.999 95 0.999 95 0.999 84
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Coupling coefficient 0.08 0.09 0.10 0.11 0.12
Synchronization coefficient 0.999 81 0.999 90 0.999 90 0.999 95 0.999 85
BER 4.55x107" 5.94X 107" 2.04X107% 6.26 X107 1.61X107"
RMSE 5.52X107° 3.56x10"° 4.51x10°° 3.92x10°° 6.54X 107"
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Fig.12 Impact of the SNR on system performance
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Fig.13 The effect of Gaussian noise and salt and pepper noise on system image transmission
4k 2
4 Z/w

AR SCHE Y T LSTM A 28 I £ (14 O 1R 1 [a] 25 58 15, ) T JC o 8080 XoF 19 28 47 1 I 2, 4 AT D 5g
I AR WL 38 A7 e Wi, FE DG S MG H IR 37 e R G0 R SE B T e B R IR T R AP A o Y LSTM W5 s 4%
2 ERE RECEACH w5 R S — g R B X BRI TG R T AR T R AT AT .
T 422 W (o T LS T M A58 AU A 5 TR D 48000 , [) 20 2R 40 hm i T 5K 0.999 966, 12 i BERAILE 10 " i 4, S 1
e T ARG R AR AE . AR B RAE T 1) LSTM SR 2 5 i) 18] 5 51 K 4R 1 56 2 LA B o 65 i e 110

0606003-11



T o AR

It

EARATT ARG BRGSO B RGP T B e R R AR B — R i R 2) BT

LSTM BRI R L8 5 R G0, 35 i 5 2790 mUR S IR 15 19 R PR REARAR 28 1, B 4% 4035 R0, m] LA
R AR AT AE , 35 249 11 G 28 (00 265 1) F 8] AR 53) 48 H A LSTM J7 58 i il ke 1 A% G2 TR il 16 3 5 v 122 i
XUT5 B A 2 5 VT I DRI F) 17] AT, [ B EL A o i P 0 22 P, Rl oA Jis 8 TR T G ol 5 F 7 2 11 REL I

2%k

(1]

[2]

[3]

[4]

[5]

[6]

(8]

[16]

[17]

[18]

[19]

[20]

[21]

JIANG Ning, ZHAO Anke, XUE Chenpeng, et al. Physical secure optical communication based on private chaotic spectral
phase encryption/decryption[ J]. Optics Letters, 2019, 44(7): 1536-1539.

YAN Senlin. Chaotic laser parallel series synchronization and its repeater applications in secure communication [J]. Acta
Physica Sinica, 2019, 68(17): 61-71.

UMK . WOGIR TG IT A7 83 I06 [R] 20 B HC A rh A (R 85 TR R e P i B [T ). 24T, 2019, 68(17): 61-71.

LIU Jinyang, ZHOU Xuefang, BI Meihua, et al. Co-simulation of optical chaotic secure communication systems in
MATLAB and OptiSystem[J]. Opto-Electronic Engineering, 2021, 48(9): 43-51.

XU Bt , B 05, e e e AF L IR TR B MF R 45 /E MATLAB 5 OptiSystem (9 ¥ [/ 92 3L [T]. o6 L T %2, 2021,
48(9): 43-51.

ZHAO Anke, JIANG Ning, LIU Shiqin, et al. Generation of synchronized wideband complex signals and its application in
secure optical communication[ J]. Optics Express, 2020, 28: 23363-23373

DONG Wenlong, LI Qiliang, TANG Yiwen. Image encryption-then—transmission combining random sub-block
scrambling and loop DNA algorithm in an optical chaotic system[J]. Chaos, Solitons &. Fractals, 2021, 153: 111539.

KE Junxiang, YI Lilin, XIA Geqin, et al. Chaotic optical communications over 100-km fiber transmission at 30-Gb/s bit
rate[ J]. Optics Letters, 2018, 43(6): 1323-1326

ZHAO Anke, JIANG Ning, CHANG Congcong, et al. Generation and synchronization of wideband chaos in semiconductor
lasers subject to constant—amplitude self-phase-modulated optical injection[ J]. Optics Express, 2020, 28: 13292-13298.

YI Lilin, LIAO Tao, HUANG Luyao, et al. Machine learning for 100 Gb/s/A passive optical network [J]. Lightwave
Technology, 2019, 37(6):1621-1630.

XU Zhaopeng, SUN Chuanbowen, JI Tonghui, et al. Computational complexity comparison of feedforward/radial basis
function/recurrent neural network-based equalizer for a 50-Gb/s PAM4 direct-detection optical link[J]. Optics Express,
2019, 27(25): 36953-36964.

WENG Tongfeng, YANG Huijie, GU Changgui, et al. Synchronization of chaotic systems and their machine learning
models[ J]. Physical Review E, 2019, 99: 042203.

BOULLE N, DALLAS V, NAKATSUKASA Y, et al. Classification of chaotic time series with deep learning [J].
Physica D: Nonlinear Phenomena, 2020, 403: 132261.

MUSUMECI F, ROTTONDI C, NAG A, et al. An overview on application of machine learning techniques in optical
networks[J]. IEEE Communications Surveys &. Tutorials, 2019, 21(2): 1383-1408.

KE Junxiang, YI Lilin, HU Weisheng. Chaos synchronization error compensation by neural network[J]. IEEE Photonics
Technology Letters, 2019, 31(13): 1104-1107.

YANG Zhao, KE Junxiang, HU Weisheng, et al. Effect of ADC parameters on neural network based chaotic optical
communication[ J]. Optics Letters, 2021, 46: 90-93

YANG Yunpeng, KE Junxiang, YI Lilin. All-optical chaotic communication by neural network-based synchronization[J].
Study on Optical Communications, 2019, 6: 1-4-+51.

W, BT, SCHAR . T 2 W 2% 6] 28 iy o LIR MGE F [T ] el F 09T, 2019, 6. 1-4+51.

CHEN Yaping, YI Lilin, KE Junxiang, et al. Reservoir computing system with double optoelectronic feedback loops[J].
Optics Express, 2019, 27: 27431-27440.

ZIBAR D, PIELS M, JONES R, et al. Machine learning techniques in optical communication [J]. Lightwave
Technology, 2016, 34: 1442-1452.

CHEN Yetao, XIN Ronghuan, CHENG Mengfan, et al. Unveil the time delay signature of optical chaos systems with a
convolutional neural network[ J]. Optics Express, 2020, 28: 15221-15231.

ZHONG Dongzhou, ZHAO Keke, XU Zhe, et al. Deep optical reservoir computing and chaotic synchronization
predictions based on the cascade coupled optically pumped spin-VCSELs[J]. Optics Express, 2022, 30: 36209-36233.
ZHONG Dongzhou, HU Yalan, ZHAO Keke, et al. Accurate separation of mixed high-dimension optical-chaotic signals
using optical reservoir computing based on optically pumped VCSELs[J]. Optics Express, 2022, 30: 39561-39581.

KE Junxiang, YI Lilin, YANG Zhao, et al. 32 Gb/s chaotic optical communications by deep-learning-based chaos
synchronization[ J]. Optics Letters, 2019, 44: 5776-5779.

LIU Jiayue, ZHANG Jianguo, LI Chuangye, et al. Secure communication via laser chaos synchronization based on
reservoir computing[ J]. Chinese Journal of Lasers, 2022,49(18): 1806001

0606003-12



B A BT LSTM IBOG TR TG R 258 15

XUGBR, sk [E, 2k, 55 . T4 A 5 A SO IR VG R A B A RT S [T, w0k, 2022,49(18) : 1806001
MUZAFFAR M, AFSHARI A. Short-Term load forecasts using LSTM networks[J]. Energy Procedia, 2019, 158:
2922-2927.

SANGIORGIO M, DERCOLE F. Robustness of LSTM neural networks for multi-step forecasting of chaotic time series[J].
Chaos, Solitons & Fractals, 2020, 139: 110045.

YE Huangbin, JIJANG Hao, LIANG Guowei, et al. OSNR monitoring based on a low—bandwidth coherent receiver and
LSTM classifier[ J]. Optics Express, 2021, 29: 1566-1577.

GAO Xiaojing, ZHU Wei, YANG Qi, et al. Time delay estimation from the time series for optical chaos systems using
deep learning[ J]. Optics Express, 2021, 29: 7904-7915.

DELIGIANNIDIS S, BOGRIS A, MESARITAKIS C, et al. Compensation of fiber nonlinearities in digital coherent
systems leveraging long short-term memory neural networks[ J]. Lightwave Technology, 2020, 38: 5991-5999.
CUNILLERA A, SORIANO M C, FISCHER I. Cross—predicting the dynamics of an optically injected single-mode
semiconductor laser using reservoir computing [J]. Chaos: An Interdisciplinary Journal of Nonlinear Science, 2019,
29(11): 113113.

JIANG Ning, ZHAO Anke, LIU Shiqgin, et al. Chaos synchronization and communication in closed-loop semiconductor
lasers subject to common chaotic phase-modulated feedback[J]. Optics Express, 2018, 26(25) : 32404-32416.

Laser Chaotic Synchronization Communication Based on LSTM

WANG Hongliang, ZHOU Xuefang, CHEN Weihao, WANG Fei
(School of Communication and Engineering, Hangzhou Dianzi University, Hangzhou 310018, China)

Abstract: Laser chaotic communication system is widely used in the field of secure communication due to
its unique advantages such as strong randomness, quasi—noise, and high bandwidth of chaotic signals. At
present, laser chaotic synchronization communication generally depends on the laser internal nonlinear
effect or photoelectric oscillator. Still, it is difficult to achieve high—quality synchronization communication
because of the difficulty of hardware parameters matching between the transmitter and the receiver. Aiming
at this shortcoming, some scholars have proposed to use the powerful nonlinear fitting ability of a neural
network to model the receiver of a chaotic optical communication system, to realize high—quality
synchronization communication. This paper proposes to use the long short—-term memory neural network
for the mathematical modeling of the chaotic optical transmitter. It successfully solves the problems of
complex hardware systems and low synchronization coefficients in traditional chaotic optical communication
and provides a reference for point-to—multipoint chaotic communication.

This paper presents the design of a laser chaotic synchronization communication system based on long
short-term memory neural network, and uses a cross—prediction algorithm to optimize the network model.
In the off-line training stage, a large number of chaotic encrypted signals generated by the transmitter are
used as input variables of the neural network, and the real chaotic carrier sequence is further selected by the
cross—prediction algorithm as output variables of the neural network. To enable the long short-term
memory neural network to accurately predict the output variables according to the input variables, each
training iteration of the network will update its node state until the ideal loss value is reached. In the test
stage, the node state of the neural network has been determined. When the input variable is received, the
system will automatically map the predicted carrier sequence, and the received encrypted signal can be
directly subtracted from the predicted carrier sequence to decrypt useful information. The scheme achieves a
high synchronization coefficient and achieves high—quality chaotic synchronization communication.

The simulation result consists of three parts. The first is the quality of decrypted information at the
receiver end. After modeling and training of laser chaotic system by long short—-term memory neural
network, the system has good prediction effect and high—quality chaotic synchronization. The
synchronization coefficient between the real target carrier and the predicted carrier is more than 99.9%, and
the root means the square error is as low as 10~ *. The noisy information is demodulated directly from the
encrypted information minus the chaotic carrier predicted by the neural network, and the bit error rate is as
low as 10~ ", Tt is far lower than the hard decision threshold of the forward error correlation standard, which
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is 3.8X10°. To verify the universality of the system, the simulation of optical feedback and photoelectric
feedback synchronization communication system has the same level of communication quality. Secondly,
the influence of the number of network nodes, the information coupling coefficient, and the signal-to—noise
ratio on the chaotic synchronization communication performance is studied in the optical feedback chaotic
synchronization communication system. The results show that when the coupling coefficient is 0.08, the
signal-to—noise ratio is 30 dB unchanged, and the number of nodes is between 200 and 800, the system has
good bit error rate performance, and the maximum is only 10~'. When the number of nodes is 300, the
synchronization coefficient reaches the peak value of 0.999 93. When the number of nodes reaches 1 000~
1 200, the neural network appears overfitting state, and the information appears with certain distortion.
This paper further studies the effect of nodes in the range of 40~240 on system performance. In the case of
a few nodes, the synchronization coefficients of the system are all above 0.999 8, the bit error rate is far
lower than the hard decision threshold of forward error correlations standard, and the bit error rate is lower
than 10" magnitude. When the number of network nodes is 240, the maximum synchronization coefficient
1s 0.999 96. For the coupling coefficient, the number of nodes is kept at 200 and the signal-to—noise ratio is
unchanged at 30 dB. When the coupling coefficient is large and reaches 0.04~0.12, the bit error rate of the
system can reach a relatively low level stably, all of which are lower than 10°°, and the system
communication quality is good. At the same time, when the coupling coefficient reaches 0.11, the
maximum synchronization coefficient of the system is 0.999 95. For the signal-to—noise ratio, keep the
network nodes 200, the coupling coefficient 0.08 unchanged, the signal-to—noise ratio between 5~40 dB,
and the system synchronization coefficient can reach above 0.999 8. When the signal-to—noise ratio reaches
15 dB, the bit error rate reaches the order of 10~°, far lower than the hard decision threshold of the forward
error correlations standard. When the signal-to—noise ratio is 25 dB, the synchronization coefficient reaches
the peak value, which is 0.999 966. Finally, to verify the actual availability of the system, the grayscale
image of 256X256 is successfully transmitted in the optical feedback system. In addition, the system
security 1s analyzed from three aspects: brute force search, plaintext attack, and ciphertext attack. The
results show that the system can resist many attacks and has high security.

The proposed laser chaotic synchronization communication based on long short—term memory neural
network and the network structure optimization by cross—prediction algorithm achieves high—quality chaotic
synchronization communication in both optical feedback and photoelectric oscillator system. This scheme
successfully solves the problems of complex hardware systems and low synchronization coefficients in
traditional chaotic optical communication. Then, the influence of long short-term memory neural network
nodes, coupling coefficient, and signal-to—noise ratio on the communication performance of the system is
studied. When there are more nodes or the coupling coefficient is low, the decryption information will
appear with a certain distortion. Finally, the feasibility of this scheme is further verified by image
transmission. As a whole, the synchronization coefficient of the system can be as high as 0.999 966, and
the bit error rate is as low as 10~ ", which realizes high—quality chaotic synchronization communication.
The advantages of this scheme are as follows. First, long short-term memory neural network, with its
long—term dependence on learning time series and strong robustness, enables this scheme to achieve high—
quality synchronous communication in both optical feedback and photoelectric feedback systems and has
certain universality. Second, in the chaotic synchronous communication system based on long short-term
memory neural network in this paper, the system performance obtained by the state of a few nodes and
multiple nodes is outstanding. Choosing the state of a few nodes can greatly reduce the time loss and save
the time cost of training neural networks. Third, the long short-term memory neural network scheme
proposed in this paper successfully solves the problem of hardware parameter matching between the two
receivers in traditional chaotic optical communication and has the advantages of convenience and security,
which provides a thought for the subsequent research of chaotic optical communication.

Key words: Laser communication; Chaos synchronization; Long short-term memory neural networks;
Optical feedback; Optoelectronic feedback; Chaotic prediction
OCIS Codes: 060.2330; 060.4510; 060.4785; 140.1540; 190.3100

Foundation item: National Natural Science Foundation of China (No. 61705055) , Zhejiang Provincial Key Research and Development
Program (No. 2019C01G1121168)

0606003-14



	2.1　光反馈混沌同步通信
	2.2　光电反馈混沌同步通信
	3.1　同步系数与误码率分析
	3.2　系统安全性分析
	3.3　仿真实验验证与分析

