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Fig.1 Working principle of PTFT optical compression encryption system
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Table 1 Correlation coefficient analysis

Direction Level Vertical Diagonal
Plaintext image 0.927 244 0.963 116 0.899 516
Amplitude as ciphertext 0.117 206 0.108 999 0.104 825
Phase angle as ciphertext 0.030 592 —0.003 942 0.006 044
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Fig.7 The reconstructed image with different compression methods and different scales
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Table 2 Different methods of compressing different ratios of peak signal-to—noise ratio

Compression method Compression ratio PSNR/dB
Ref. [14] Compressed to 1/4 of the plaintext image 21.467 1
Ref. [14] Compressed to 1/2 of the plaintext image 24.464 5
Ref. [ 14] Compressed to 4/5 of the plaintext image 26.746 4
This article Compressed to 1/4 of the plaintext image 26.797 8
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e 3T 0L, AR SO RS FEIT 40 50 T 3~4 4%, 6 40 4 i i 8 0ok A2 A% i i RN AR 25 Rl 4 /)N L i3
A R R A R
*3 HENREHEREIT ST

Table 3 Comparative analysis of time and key transmission volume

Reference Encryption time/s Key transfer volume
(7] 0.076 796 256256 X 2
[10] 0.083 484 256 X256 X2
[12] 0.079 837 256 X256 X2

This article 0.022 088 128 X128X 2
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A Phase-truncated Fourier Transform Asymmetric Optical
Compression and Encryption System

GUO Yuan, WU Lanlan, JING Shiwei
(School of Computer and Control Engineering, Qigihar University, Qiqihar,Heilongjiang 161006, China)

Abstract: Symmetric encryption is a classic encryption method. The algorithm is relatively mature. The
encryption and decryption keys are the same key. The decryption method of the algorithm is basically the
inverse operation of the encryption algorithm. Although the calculation speed is fast and the complexity is
low, the encryption system is linear. Features also bring great hidden dangers to the security of the system.
Classical optical encryption systems are mostly symmetrical encryption methods. The asymmetric
encryption method distinguishes the encryption key and decryption key of the system, encrypts the
information with the public key, and only the corresponding private key information can complete the
correct decryption. This encryption method that divides the key into key pairs is not only suitable for actual
key information distribution and management, but also destroys the linear characteristics of the encryption
system, and the encryption system is more secure. The asymmetric cryptosystem based on Phase—
truncated Fourier Transforms (PTFT) uses phase truncation to obtain the decryption key in the encryption
process, breaking the linear operation of the algorithm. The separation of the encryption key and the
decryption key is realized, and the security of the system has been greatly improved. Although the PTFT
system hides the phase information in the encryption system by intercepting the phase and constructs an
asymmetric encryption system; but under the condition of satisfying the "Kerckhoffs assumption", the
deciphering of the asymmetric encryption system with phase interception only takes two steps to iterate the
Fourier transform algorithm to recover the private key information of the system. The security of the
encryption system is insufficient. From the cracking algorithm of the system, we can see that the complex
value information of the system is divided into phase and amplitude, so that the encrypted values are all
amplitude information; the cracking of the system takes advantage of this feature. In this paper, an
undisclosed amplitude template is added after the first phase modulation template, and the threshold
amplitude truncation method is adopted. Part of the amplitude information is used as the new private key,
and the phase angle is used as the ciphertext. The conditions are broken and the security of the encryption
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system is enhanced. Although the security of the improved system is guaranteed, in addition to a set of
ciphertext information, two sets of intercepted phase information need to be transmitted during information
transmission, and the amount of information transmission is tripled. This encryption method brings huge
compression to the transmission and storage of information, especially for large—capacity information
transmission, the efficiency of information transmission is reduced. In order to achieve the data compression
of the transmitted information, this paper proposes to combine compressed sensing with PTFT optical
asymmetric encryption. The plaintext is divided into low—frequency information and high—frequency
information by discrete wavelet transform. The high—frequency information is compressed by 2/3 by using
compressed sensing. It is transformed into phase information of low—frequency information, and jointly
constructs a complex image to be encrypted whose size is 1/4 of the original plaintext image. System
security performance experiments, attack experiments and comparative experiments show that the
encryption system in this paper can effectively resist various attacks, has high robustness, small
transmission volume, short encryption time, good quality of decrypted image reconstruction, and excellent
overall performance.

Key words: Phase-truncated Fourier transforms; Resistance to attack; Asymmetric optical image
encryption; Compressed sensing; Discrete wavelet transform
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