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基于脉冲位置调制的测量设备无关量子密钥分发

毛钱萍1,2,王乐1,马媛媛3,曾荣3,黄秀丽3,赵生妹1

(1南京邮电大学 信号处理与传输研究院,南京210003)

(2南京工业大学 计算机科学与技术学院,南京210009)

(3全球能源互联网研究院,南京210003)

摘 要:为了进一步提高测量设备无关量子密钥分发(MDI-QKD)系统的传输距离和密钥率,将脉冲位

置调制(PPM)技术引入到 MDI-QKD中,利用弱光源中的空脉冲和高维编码技术,提出了一种高效的测

量设备无关量子密钥分发,即PPM-MDI-QKD协议.协议中,通信双方首先将 M 个连续的弱脉冲构建成

一个PPM帧,然后利用BB84极化编码和PPM编码方案实现高维编码,最后根据合法PPM帧、成功贝

尔态测量结果以及匹配基筛选出安全密钥.数值计算结果表明,当光源平均光强小于0.13时,PPM-MDI-
QKD协议的性能优于 MDI-QKD协议;与迄今为止报道的最远404km的 MDI-QKD协议相比,在相同条

件下,本协议最远传输距离能够达到480km,在404km传输距离上的密钥率可达5.4×10-4bps.
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Abstract:InordertofurtherenhancethetransmissiondistanceandsecretkeyrateoftheMeasurement-
Device-IndependentQuantum KeyDistribution (MDI-QKD)system,thePulsePosition Modulation
(PPM)techniqueisintroducedtotheMDI-QKDprotocol,andanewefficientquantumkeydistribution
protocol,namedPPM-MDI-QKDprotocol,isproposedbyutilizingtheemptypulsesoftheweaksource
andhighdimensionalencodingtechnology.Intheprotocol,twocommunicationpartiesfirstlyconstructa
PPMframeconsistingofMconsecutiveweakpulses,thencombinetheBB84polarizationencodingand
PPMencodingschemestooperatehighdimensionalencoding,andfinallysiftoutthesecurekeywiththe
legalPPMframe,thesuccessfulBell-statemeasurementresults,andmatchedbases.Thenumerical
resultsshowthatthePPM-MDI-QKDprotocoloutperformsMDI-QKDprotocolwhentheintensityof
signalsislessthan0.13.Moreover,comparedwith404km,thelongestdistancereportedsofar,the
transmissiondistancecantheoreticallybeextendedto480kmandthekeyrateupto5.4×10-4bpsin
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404km,withthesameparameters.
Keywords:Quantumcommunication;Quantumcryptography;Quantumoptics;Securityofinformation;
Fiberopticcommunication
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0 Introduction
QuantumKeyDistribution(QKD)allowstwodistantparties,knownasAliceandBob,tosecurely

exchangecryptographickeysevenundertheexistenceofaneavesdropper,Eve[1].QKD,inprinciple,
offersunconditionalsecuritybasedonquantum mechanics[2-4].Sinceitisproposed,QKDhasreceived
considerableattentionsandhasmadeagreatprogress[5-10]recently.

But,inapracticalQKDsystem,therearesomedefectsofmeasurementdevices[7],whichresultsinthe
eavesdroppingofEveandaffectstheunconditionalsecurityofQKD.Recently,aMeasurementDeviceIndependent
Quantum Key Distribution (MDI-QKD)protocolwasproposedtoavoidanypossiblesidechannelsin
detectors[11-12].IntheMDI-QKDprotocol,bothAliceandBobsendquantumsignalstoanuntrustedthird
party,Charlie.HeperformsaBell-StateMeasurement(BSM)andannouncestheresultstoAliceandBob.
Withtheannouncedinformation,AliceandBobcandistillasecretkeybetweenthem.MDI-QKDprotocol
hasbeenextensivelystudiedbothinexperiment[13-18]andontheory[19-26]sinceitwasproposed.

IntheimplementationofMDI-QKD,WeakCoherentSource(WCS),whichcontainsnotonlysingle-
photonandmulti-photonpulses,butalsozero-photon(empty)pulses,isusuallyusedtoreplacetheidea
single-photonsource[11-12].Thedecoy-stateMDI-QKDschemewaspresentedtoassurethesecurityofQKD
withWCS[11-12],andithasbeendevelopedrapidly.In2014,Yan-LinTangetal.hasexperimentally
implementedthekeydistributionoverthe200kmwithakeyrateof0.018bps[27].Recently,manymethods
havebeenusedtoimprovetheperformanceofMDI-QKD.Forexample,Guang-ZhaoTangetalproposeda
time-binphase-encodingMDI-QKDscheme,thekeyratewasimprovedbyreducingtheQuantumBitError
Rate(QBER)fortheZ-basisto0.8% overthe36kmstandardopticalfiber[28].Yi-HengZhouetal
presentedafour-intensitydecoy-stateMDI-QKDprotocolinwhichthefinalkeyrateisupto0.98bps[29],
moreover,withthefour-intensitydecoy-statemethod,Hua-LeiYinetalreportedtheresultsofMDI-QKD
over404kmofultralow-lossopticalfiberand311kmofastandardopticalfiber[30].

AccordingtothecharacteristicofWCS,Pulse-Position Modulation (PPM),asolutiontophoton-
starvedreceptionforclassicalopticalcommunications[31],wasadoptedtoBB84-styleQKDsystemto
achievethehighersecurekeyrate[32-34].InRef.[32],byemployingPPMcodingapproach,thezero-photon
andsingle-photonpulsesweresimultaneouslyutilized,8-PPM-BB84achievedthehighestsecretkeyrateat
theintensityof0.068,whichoutperformedthatofBB84QKDby67.78%attheintensityof0.1.Authors
inRefs.[33]and[34]alsoshowedthesecretkeyratewasimprovedbyutilizingtheefficiencyofWCS
sourceinQKD.ItwasshownthattheadaptivePPM-QKDschemecouldavoidthephotondetectionlosses
ordarkcurrentinthesystem,andtheperformanceofthesystemwasclosetothetheoreticalboundwhen
theintensityλwasbetween0.0039and0.1.AuthorsinRef.[34]designedanddemonstratedthePPM-
QKDcouldachieveathroughputof2.5Mbit/sforlossequivalentto25kmoffiberandthesecret-key
capacitywasupto4.0bitsperdetectedphoton.However,thecombinationofPPMcodingapproachand
MDI-QKDprotocolstillhasnotbeendiscussedyet.
Inthispaper,weproposeaMDI-QKDprotocolbasedonPPMencoding,namedasPPM-MDI-QKD

protocol.Intheprotocol,Mconsecutivepulsesarecomposedofaframe,andonlyonenon-emptypulseis
assumedintheframe,whichresultsinthattheemptypulsesoftheweakcoherentsourceareutilized.
Then,eachpulseoftheframeismodulatedbyoneofthefourBB84polarizationstates.Withthequantum-
levelandclassical-levelcommunications,thesystemoutperformsahighersecretkeyratesforalong
distancetransmission.

1 PPM-MDI-QKDprotocol
1.1 PPM-MDI-QKDprotocol

TheschemeoftheproposedprotocolisdepictedinFig.1,whichincludesquantum-levelandclassical-
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level communication. Here,the polarization-encoding method is used.In the quantum-level
communication,bothAliceandBobprepare WeakCoherentPulses (WCPs)and modulatequantum
informationoneachpulseinfourpolarizationstates(i.e.,vertical,horizontal,45 °,and135 °polarized
states)bypolarizationmodulators(Pol-M).Thedecoyandsignalstatesarerandomlygeneratedbyusing
anIntensityModulator(IM),andaresenttoCharlie.Then,CharlieperformsaBellStateMeasurement
(BSM)andpubliclyannouncesthedetectionresults.

Fig.1 SchematicdiagramofPPM-MDI-QKDprotocol
Afterquantum-levelcommunication,theclassical-levelcommunicationisstarted.Accordingto

Charlie'ssuccessfulresults,AliceandBoboperatedatasiftingtoobtainrawquantumkeysbyrecognizing
whetherthesuccessfulresultsisbelongtoaneligiblePPMframe.Here,theeligiblePPMframemeans
thatAliceandBobsendexactlyonenon-emptypulsewithintheM consecutivepulseswhilethereisno
photonatanyotherpulseslots.Hence,theinformationbitscanbecarriedbythepositionofnon-empty
pulseofaPPMframeandeachPPMframecancarrym=log2M bitsinformation.Then,errorcorrection
andprivacyamplificationareperformedtoextractthesecurequantumkeys.Finally,thefinalsecretkeyis
achievedbyPPMencoding.

ThedifferencesbetweentheproposedprotocolandtheconventionalMDI-QKDprotocolareinthe
phaseofdatasiftingandPPMencoding.

Fig.2showstheprocessofdatasiftingintheproposedprotocol.Firstly,AliceandBobjudgewhether
theframestheyhaveareeligible.ForM-PPM,aframeconsistsofMtimeslots.Ifthereisexactlyone
timeslothasasingle-photonpulse,andtheotherM-1timeslotsareemptypulses,theframeisregarded
asaneligibleframe.Basedonit,theykeepsuccessfulmeasurementresultsaccordingtotheannounced
resultsfromCharlie.WiththeeligiblePPMframeandsuccessfulmeasurement,AliceandBobbroadcast
theirbasesandtheykeepthedataonlywhenthebasesmatch.Afterthat,therawquantumkeysare
achieved.
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Fig.2 Theprocessofdatasifting
TheprogressofPPMencodingcouldconvertthesecurequantumkeyofLbitsintoafinalsecretkey

ofL×log2M bitsbycombingthepulse-positioninformation.Itincludestwosteps.ThefirstoneisPPM
coding,wheretheinformationbitsarenaturallyencodedonaneffectiveM-PPMframe.TakingtheM-
PPMasanexample,thelog2M informationbitsarecarriedbyaPPMframe.Thesecondstepisbit-
flipping.Ifthesecurequantumkeybitis“0”,theinformationbitsarekept,otherwise,thebit-flippingis
operatedontheinformationbits.

Forexample,thesecurequantumkeyisS1S2…SL,wherethelengthisL.Firstly,everybitSiis
encodedintominformationbitsaccordingPPMcoding.TakingtheM-PPMwithM=8asanexample,the
m=3informationbits,whichiscarriedbyaPPMframewithapulseatthepositionp=6,areinterpreted
asbi1bi2…bim=110.Secondly,bybit-flipping,theminformationbitsbi1bi2…bimismaintainedifSiis“0”,

whilethebi1bi2…bimisconvertedintobi1bi2…bimbycomplementaryoperationifthebitSiis“1”.Withthe
insertionofcomplementaryoperation,ifaeavesdropperwanttoeavesdrop,Evehastoperformquantum
measurementtoobtainthequantuminformationasinBB84.SothequantumPPMencodingcanavoidthe
situationinwhicheavesdropperlearnstheinformationbitsonlybyknowingthepulseposition.Hence,by
quantumPPMencoding,eachvalidquantumbitSiofasecurequantumkeyisencodedintomfinalsecure
bits,whichcomposeafinalsecretkey.

Thedetailsoftheproposedprotocolislistedasfollows.
1)BothAliceandBobprepareweakcoherentstateswithdifferentintensity:thesignalstatesand

decoystates.ThentheymodulatetheirinformationoneachpulsesinfourBB84polarizationstates(i.e.,
vertical,horizontal,45 °,and135 °polarizedstates)[1],andsendthemtoanuntrustedrelayCharlie
locatedinthemiddlethroughthequantumchannel.

2)CharlieperformsBSMandannouncehermeasurementresultsthroughtheclassicalchannel.
3)ThenAliceandBobproceedtosignalsiftings.Accordingtothesuccessfulmeasurementresults,

theyrecognizetheeligiblePPMframes,thensiftoutandkeeptheresultsofusingthesamebasesasaraw
quantumkey.

4)AliceandBobperformerrorcorrectionandprivacyamplificationtoextractasecurequantumkeyby
theclassicalchannel.

5)AliceandBobgetthefinalsecretkeybyquantumPPMencoding.
BasedontheprincipleofPPMencodingapproach,theproposedprotocolhasonlychangesinthepost-

processingofthesifteddata.Itmakesnodifficultyfortheimplementations.
1.2 Analysisofsecretkeyrate

AccordingtoRefs.[11]and[32],thesecurequantumkeyrateperframe,RPPM,is
RPPM≥Q1,1

rect,PPM[1-H(e1,1diag)]-QrectfH(Erect) (1)
whereQ1,1

rect,PPM meansthegainforAliceandBobtogenerateeligibleframeswithasingle-photonpulsein
4-7006030
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therectilinearbasis.e1,1diagrepresentstheQuantumBitErrorRate(QBER)ofthesingle-photonstatesinthe
diagonalbasissentbyAliceandBob.fistheerrorcorrectioninefficiency,andH(x)=-xlog2x-(1-
x)log2(1-x)isthebinaryShannonentropyfunction.QrectandErectdenotethetotalgainandtotalQBER
intherectilinearbasis,where

Qrect=∑n,mQ
n,m
rect (2)

and
Erect=∑n,mQ

n,m
recten,m

rect/Qrect (3)

AccordingtotheprincipleofPPMencodingapproach,thefinalsecretkeyrateperpulseis

R≥
log2M

M Q1,1
rect,PPM[1-H(e1,1diag)]-QrectfH(Erect){ } (4)

Hence,Q1,1
rect,PPM,e1,1diag,QrectandErectplayimportantrolesinestimatingthefinalsecretkeyrateR.Note

thatQrectandErect,thetwoparameterscanbemeasuredinexperiment,hereweusetheresultsinRef.[12]
Qrect=QC

rect+QE
rect (5)

ErectQrect=edQC
rect+ 1-ed( )QE

rect (6)
where

QC
rect=2 1-pd( )2e-μ'/2 1- 1-pd( ) -ηAμA

/2[ ]* 1- 1-pd( ) -ηBμB
/2[ ] (7)

QE
rect=2pd 1-pd( )2e-μ'/2 I0 2x( )- 1-pd( )e-μ'/2[ ] (8)

andedrepresentsthemisalignmentprobability.InEq.(8),I0(x)isthemodifiedBesselfunctionofthe
firstkind,pdisthebackgroundcountrateperdetector,andηA(ηB)isthetransmissionefficiencyofAlice
(Bob),andμ'=ηAμA+ηBμB,andx= ηAμAηBμB/2.
Fortheproposedprotocol,Q1,1

rect,PPMande1,1diagaregivenas
Q1,1
rect,PPM=p1,1,PPMY1,1

rect (9)

e1,1diagY1,1
diag=e0Y1,1

diag-e0-ed( ) 1-pd( )2
ηAηB

2
(10)

wherep1,1,PPMistheprobabilityofeligiblePPMframewithsingle-photonpulse,e0istheerrorrateof
background,andtheyieldY1,1

w (w=rect,diag)isthetotalprobabilitytohaveasuccessfulmeasurement
resultwhenAliceandBobusethesamebasis.

TheprobabilityforAliceandBobtogenerateaneligiblePPMframewithasinglephotonpulseis
expressedas

p1,1,PPM=Mp1(μA)(p0(μA))M-1p1(μB)(p0(μB))M-1 (11)
wherepk(λ)istheprobabilityofthek-photonspulsesfromtheWCSwiththeintensityλ,and

pk(λ)=e-λλk/k! (12)
AccordingtotheresultinRef.[21],Y1,1

w canbeestimatedas

Y11
rect=Y11

diag= 1-pd( )2[ηAηB

2 + 2ηA+2ηB-3ηAηB( )pd+41-ηA( ) 1-ηB( )p2
d] (13)

Finally,thefinalsecretkeyrateperpulseRis

R≥
log2M

M
{p1,1,PPM{1-pd( )2[ηAηB

2 + 2ηA+2ηB-3ηAηB( )pd+41-ηA( ) 1-ηB( )p2
d]}·

 {1-H(e0-
e0-ed( )ηAηB

ηAηB+22ηA+2ηB-3ηAηB( )pd+81-ηA( ) 1-ηB( )p2
d
)}-{2 1-pd( )2·

 e-(ηAμA+ηBμB)/2 1- 1-pd( ) -ηAμA
/2[ ]* 1- 1-pd( ) -ηBμA

/2[ ]+2pd 1-pd( )2e-(ηAμA+ηAμA)/2·

 [I0 ηAμAηBμB( )- 1-pd( )e-(ηAμA+ηBμB)/2]}·f·H(ed·2 1-pd( )2e-(ηAμA+ηBμB)/2·

 1- 1-pd( ) -ηAμA
/2[ ]* 1- 1-pd( ) -ηBμB/2[ ]+(1-ed)·2pd 1-pd( )2e-(ηAAμA+ηBμB)/2·

  [I0 ηAμAηBμB( )- 1-pd( )e-(ηAμA+ηBμB)/2])} (14)

2 Numericalresults
Inthissection,thenumericalexperimentsforourPPM-MDI-QKD protocolarepresented.For

simplicity,thesymmetricscenarioisadopted,henceAliceandBobbothusethesameintensityofsignal
states,i.e.,μ=μA=μB,andhavethesametransmissionefficiencyη=ηA=ηB=10-αLs/10,wheretheloss
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coefficientofthechannelαis0.2dB/km,andLSisthedistanceofquantumchannelbetweenAlice(Bob)
andCharlie.TheotherparametersusedinsimulationsarelistedinTable1.

Table1 Listofsomeparametersfornumericalsimulations

pd f e0 ed
a[21] 3×10-6 1.16 0.5 1.5%
b[30] 7.2×10-8 1.16 0.5 1%

  Fig.3showsthesecretkeyratesversusthe
intensityofsignalfortheproposedprotocolwith
M=2,4,8,16,32,togetherwiththatofMDI-
QKDprotocol,wherethedistancebetweenAlice
andBobis100km.Theresultsshowthatthe
PPM-MDI-QKDprotocoloutperforms MDI-QKD
whentheintensityofsignalsislessthan0.13.
Whentheintensityisbetween0.13and0.01,the
maximalkeyratecanbeobtainedbyselectingan
appropriateM.Whiletheintensityissmallerthan
0.01,thelargertheM is,thegreaterthefinal
secretkeyrateis.

Fig.4showsthefinalsecretkeyratesversus
thetransmissiondistance,heretheintensityof

Fig.3 Finalsecretkeyrateversustheintensityperformances
ofMDI-QKDandPPM-MDI-QKDwiththeparameters
giveninlineaofTable1

sourceμis0.01.ItcanbeseenthatthesecretkeyratesdecreasewiththeincreasingdistanceineitherMDI-
QKDorPPM-MDI-QKDprotocol.BycomparingthecurvesinFig.4,itisshownthatthePPM-MDI-QKD
schemeoutperformsthe MDI-QKD bothinthetransmission distanceandthekeyrate,andthe
performanceofPPM-MDI-QKDareincreasedwiththeincreasingM.Inaddition,themaximaldistancesof
MDI-QKDandPPM-MDI-QKDare200kmand320kminFig.4(a),whiletheyare340kmand480kmin
Fig.4(b),respectively.Hence,theresultisobtainedthatthePPM-MDI-QKDprotocolcanimprovethe
secretkeyrateandextendthetransmissiondistance.

Fig.4 FinalsecretkeyrateversusthedistanceforMDI-QKDandPPM-MDI-QKD
Fig.5showsthekeyratesagainstthetransmissiondistanceforμ=0.1,μ=0.05andμ=0.01.Here,

thekeyratesforPPM-MDI-QKDaremaximizedbyoptimizingthevalueofM foragiventransmission
distance.ForMDI-QKDandPPM-MDI-QKDprotocol,thelargertheμis,thegreaterthefinalsecretkey
rateis.Moreover,thePPM-MDI-QKDprotocoloutperformstheMDI-QKDbothinthekeyrateand
transmission.
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Fig.5 Theoptimalkeyrateswithdifferentintensityofsource
Table2liststhecomparisonbetweenourworkandRef.[30]withthesamedeviceparameter,which

hasbeengiveninlinebofTable1.ComparedtotheRef.[30],thelongestdistanceofourworkisextended
to1.2times,andtherateisraisedto1.7times.

Table2 Comparisonofperformancefordifferentprotocol

Thelongestdistance Thekeyrateatthedistance404km
Ref.[30] 404km 3.2×10-4bps
Ourwork 480km 5.4×10-4bps

  Therefore,PPM-MDI-QKDisabettercandidateforlong-distanceandhigh-key-rateQKDwithweak
coherentsources.

3 Conclusion
Inthepaper,wehaveproposedaPPM-MDI-QKDprotocoltoimprovethesecretkeyrateandthe

transmissiondistance.ByadoptingPPMencodingapproach,theefficiencyofutilizingweaklasersourceis
enhanced,andmulti-dimensioninformationcanbetransferredoverasingle-photonpulseinaneligible
frame.Moreover,wecanimplementaquantumkeydistributionoflongerdistanttransmissionwithout
addingadditionalsetup.HencetheprotocolhastheadvantagesofbothMDI-QKDandPPM.Thenumerical
simulationsalsodemonstratethattheproposedprotocolcanachievehighersecretkeyrateinlong-distance
whentheintensityofsourceislessthan0.13.Comparingwiththeexperimentallyimplementationof404
km[30],thelongestdistancereportedbyfar,wecantheoreticallyextendthetransmissiondistanceto480
kmwiththesameparameters.Lastly,althoughPPMisonlyadoptedintoMDI-QKDinthispaper,itcan
beeasilyappliedintootherQKDprotocolswithWCS.
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