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Abstract: In order to further enhance the transmission distance and secret key rate of the Measurement-
Device-Independent Quantum Key Distribution ( MDI-QKD) system, the Pulse Position Modulation
(PPM) technique is introduced to the MDI-QKD protocol, and a new efficient quantum key distribution
protocol, named PPM-MDI-QKD protocol, is proposed by utilizing the empty pulses of the weak source
and high dimensional encoding technology. In the protocol, two communication parties firstly construct a
PPM frame consisting of M consecutive weak pulses, then combine the BB84 polarization encoding and
PPM encoding schemes to operate high dimensional encoding, and finally sift out the secure key with the
legal PPM frame, the successful Bell-state measurement results, and matched bases. The numerical
results show that the PPM-MDI-QKD protocol outperforms MDI-QKD protocol when the intensity of
signals is less than 0.13. Moreover, compared with 404 km, the longest distance reported so far, the

transmission distance can theoretically be extended to 480 km and the key rate up to 5.4X10 " bps in
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404 km, with the same parameters.
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0 Introduction

Quantum Key Distribution (QKD) allows two distant parties, known as Alice and Bob, to securely
exchange cryptographic keys even under the existence of an eavesdropper, Eve'”. QKD, in principle.,

[2-4]

offers unconditional security based on quantum mechanics*"'. Since it is proposed, QKD has received

[5-10]

considerable attentions and has made a great progress recently.

But, in a practical QKD system, there are some defects of measurement devices'”, which results in the
eavesdropping of Eve and affects the unconditional security of QKD. Recently, a Measurement Device Independent
Quantum Key Distribution ( MDI-QKD) protocol was proposed to avoid any possible side channels in
detectors™'"?), In the MDI-QKD protocol. both Alice and Bob send quantum signals to an untrusted third
party, Charlie. He performs a Bell-State Measurement (BSM) and announces the results to Alice and Bob.
With the announced information, Alice and Bob can distill a secret key between them. MDI-QKD protocol

(L1518 [19-26] since it was proposed.

has been extensively studied both in experimen and on theory

In the implementation of MDI-QKD, Weak Coherent Source (WCS), which contains not only single-
photon and multi-photon pulses, but also zero-photon (empty) pulses, is usually used to replace the idea
single-photon source™'?, The decoy-state MDI-QKD scheme was presented to assure the security of QKD
with WCSH21 | and it has been developed rapidly. In 2014, Yan-Lin Tang et al. has experimentally
implemented the key distribution over the 200km with a key rate of 0.018 bps-?™. Recently, many methods
have been used to improve the performance of MDI-QKD. For example, Guang-Zhao Tang et al proposed a
time-bin phase-encoding MDI-QKD scheme, the key rate was improved by reducing the Quantum Bit Error
Rate (QBER) for the Z-basis to 0.8% over the 36 km standard optical fiber”®!. Yi-Heng Zhou et al
presented a four-intensity decoy-state MDI-QKD protocol in which the final key rate is up to 0.98 bps°!,
moreover, with the four-intensity decoy-state method, Hua-Lei Yin et al reported the results of MDI-QKD
over 404 km of ultralow-loss optical fiber and 311 km of a standard optical fiber"*",

Accordingto the characteristic of WCS, Pulse-Position Modulation (PPM), a solution to photon-
starved reception for classical optical communications'®?, was adopted to BB84-style QKD system to
[32-34]

achieve the higher secure key rate . In Ref.[32], by employing PPM coding approach, the zero-photon
and single-photon pulses were simultaneously utilized, 8-PPM-BB84 achieved the highest secret key rate at
the intensity of 0.068, which outperformed that of BB84 QKD by 67.78% at the intensity of 0.1. Authors
in Refs. [33] and [34] also showed the secret key rate was improved by utilizing the efficiency of WCS
source in QKD. It was shown that the adaptive PPM-QKD scheme could avoid the photon detection losses
or dark current in the system, and the performance of the system was close to the theoretical bound when
the intensity A was between 0.0039 and 0.1. Authors in Ref. [ 34 ] designed and demonstrated the PPM-
QKD could achieve a throughput of 2.5 Mbit/s for loss equivalent to 25 km of fiber and the secret-key
capacity was up to 4.0 bits per detected photon. However, the combination of PPM coding approach and
MDI-QKD protocol still has not been discussed yet.

In this paper, we propose a MDI-QKD protocol based on PPM encoding, named as PPM-MDI-QKD
protocol. In the protocol, M consecutive pulses are composed of a frame, and only one non-empty pulse is
assumed in the frame, which results in that the empty pulses of the weak coherent source are utilized.
Then, each pulse of the frame is modulated by one of the four BB84 polarization states. With the quantum-
level and classical-level communications, the system outperforms a higher secret key rates for a long

distance transmission.

1 PPM-MDI-QKD protocol

1.1 PPM-MDI-QKD protocol
The scheme of the proposed protocol is depicted in Fig.1, which includes quantum-level and classical-

0306007~ 2



MAOQO Qian-ping, et al: Measurement-device-independent Quantum Key Distributionwith Pulse-position Modulation

level communication. Here, the polarization-encoding method is wused. In the quantum-level
communication, both Alice and Bob prepare Weak Coherent Pulses ( WCPs) and modulate quantum
information on each pulse in four polarization states (i.e., vertical, horizontal, 45 °, and 135 °polarized
states) by polarization modulators (Pol-M). The decoy and signal states are randomly generated by using
an Intensity Modulator (IM), and are sent to Charlie. Then, Charlie performs a Bell State Measurement
(BSM) and publicly announces the detection results.

)

D,y \

Charlie

PBS PBS

Quantum-level
communication

/ Bob

WCS —P{ Pol-M —ﬂ M ‘1 IM [®—{Pol-M H— wCs
Signal sifting < Signal sifting

‘ Raw qnantum key Raw gnantum key &

Classical-level Error correction Classical channel Error correction

communication ] and ) and

privacy amplification Privacy amplification

%Secure quantum key| [Secure quantum ke%

PPM concoding PPM encoding

\ ‘Final secret key/ \Fina] secret key * /

WCS: Weak coherent source; Pol-M: polarization modulator; IM: Decoy states intensity modulator; BS: Beam splitter with 50:50 ;
PBS: Polarizing beam splitter; D: Single-photon detector
Fig.1 Schematic diagram of PPM-MDI-QKD protocol

After quantum-level communication, the classical-level communication is started. According to
Charlie's successful results, Alice and Bob operate data sifting to obtain raw quantum keys by recognizing
whether the successful results is belong to an eligible PPM frame. Here, the eligible PPM frame means
that Alice and Bob send exactly one non-empty pulse within the M consecutive pulses while there is no
photon at any other pulse slots. Hence, the information bits can be carried by the position of non-empty
pulse of a PPM frame and each PPM frame can carry m =log, M bits information. Then, error correction
and privacy amplification are performed to extract the secure quantum keys. Finally, the final secret key is
achieved by PPM encoding.

The differences between the proposed protocol and the conventional MDI-QKD protocol are in the
phase of data sifting and PPM encoding.

Fig. 2 shows the process of data sifting in the proposed protocol. Firstly, Alice and Bob judge whether
the frames they have are eligible. For M-PPM, a frame consists of M time slots. If there is exactly one
time slot has a single-photon pulse, and the other M-1 time slots are empty pulses, the frame is regarded
as an eligible frame. Based on it, they keep successful measurement results according to the announced
results from Charlie. With the eligible PPM frame and successful measurement, Alice and Bob broadcast
their bases and they keep the data only when the bases match. After that, the raw quantum keys are

achieved.
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Fig.2 The process of data sifting

The progress of PPM encoding could convert the secure quantum key of L bits into a final secret key
of L Xlog, M bits by combing the pulse-position information. It includes two steps. The first one is PPM
coding, where the information bits are naturally encoded on an effective M-PPM frame. Taking the M-
PPM as an example, the log,M information bits are carried by a PPM frame. The second step is bit-
flipping. If the secure quantum key bit is “0”, the information bits are kept, otherwise, the bit-flipping is
operated on the information bits.

For example,the secure quantum key is S| S,++S;, where the length is L. Firstly, every bit S; is
encoded into m information bits according PPM coding. Taking the M-PPM with M =38 as an example, the
m =3 information bits, which is carried by a PPM frame with a pulse at the position p =6, are interpreted
as bbb, =110. Secondly, by bit-flipping, the minformation bits b;,b,,**b,, is maintained if S; is “0”,
while the b,,b,, b, is converted into b, b,,++b,, by complementary operation if the bit S, is “1”. With the
insertion of complementary operation, if a eavesdropper want to eavesdrop, Eve has to perform quantum
measurement to obtain the quantum information as in BB84. So the quantum PPM encoding can avoid the
situation in which eavesdropper learns the information bits only by knowing the pulse position. Hence, by
quantum PPM encoding, each valid quantum bit S; of a secure quantum key is encoded into m final secure
bits, which compose a final secret key.

The details of the proposed protocol is listed as follows.

1) Both Alice and Bob prepare weak coherent states with different intensity: the signal states and
decoy states. Then they modulate their information on each pulses in four BB84 polarization states(i.e.,
vertical, horizontal, 45 °, and 135 °polarized states)"'?, and send them to an untrusted relay Charlie
located in the middle through the quantum channel.

2)Charlie performs BSM and announce her measurement results through the classical channel.

3)Then Alice and Bob proceed to signal siftings. According to the successful measurement results,
they recognize the eligible PPM frames, then sift out and keep the results of using the same bases as a raw
quantum key.

4) Alice and Bobperform error correction and privacy amplification to extract a secure quantum key by
the classical channel.

5) Alice and Bob get the final secret key by quantum PPM encoding.

Based on the principle of PPM encoding approach, the proposed protocol has only changes in the post-
processing of the sifted data. It makes no difficulty for the implementations.

1.2 Analysis of secret key rate
Accordingto Refs.[11] and [32], the secure quantum key rate per frame, Rppy » is
RPPM)Q;:\,PPMI:I*H ((fglialg)]*Qreme (E ) (D
where QL4 ppv means the gain for Alice and Bob to generate eligible frames with a single-photon pulse in
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the rectilinear basis. e}, represents the Quantum Bit Error Rate (QBER) of the single-photon states in the
diagonal basis sent by Alice and Bob. f is the error correction inefficiency, and H (x)=—x log,x — (1—
x)log, (1—x) is the binary Shannon entropy function. Q... and E ., denote the total gain and total QBER

in the rectilinear basis, where

Qe =, Qur (2)
and
E=2, Quielll/Qua (3)
According to the principle of PPM encoding approach, the final secret key rate per pulse is
10 2
R 5 QL (1 H (el 1= Quu FH(E, ) ()

Hence, Q. ppv s €hing s Queer and E ., play important roles in estimating the final secret key rate R. Note

that Q... and E .., the two parameters can be mea%ured in experiment, here we use the results in Ref. [12]

Qe = Qe + Qi (5)
FraQua=eaQltut (1—€4)Qlici (6)
where
Cu=2 (1 pa)ie " 1—(1—pd)*w\"2] * [1— (1—pg) ™rs'?] )
fa=2ps A—pa)te "I Q2x)y—(—pae 7] (8)

and ey represents the misahgnment probability. In Eq.(8), I, (x) is the modified Bessel function of the
first kind, pq is the background count rate per detector, and 5 (y3) is the transmission efficiency of Alice
(BOb) s and /l,:'I]A/l/\JF??[;/l[; ) and X = 4/ 771\/1/\7713/1[3 /2.

For the proposed protocol, Q1. .peu and el are given as

1.1

reerpeM = P 1.1.pem Y i €D)

Y= e Yk (eo—e) (1= pa)* T (10)

where p,. .ppm is the probability of eligible PPM frame with single-photon pulse, e,is the error rate of

background, and the yield Y.' (w0 =rect, diag) is the total probability to have a successful measurement
result when Alice and Bob use the same basis.

The probability for Alice and Bob to generate an eligible PPM frame with a single photon pulse is

expressed as

P1.1.PPM:MP1(#/\)(Po(/lA))M lpl(/l}s)(Po(/lB))M : QD)
where p, (1) is the probability of the £-photons pulses from the WCS with the intensity A, and
pr(A)=e A /R 12

According to the result in Ref. [21], Y. can be estimated as

YU, =Yl = (1—pd)2[¥+ (27a 27— 37a78) pata(1—pa) (1—7m) p2] (13)

Finally, the final secret key rate per pulse R is

log, M y
ij[ {pl.l.PPM{(17Pd)2[%+(277A+27]157377A77B)pd+4(1777A)(liﬁB)Pi]} .

R=

(eo —€a) s )
DT 2(2a+ 295 = 37a76) pat8(1—72) (1= 75) P
e anaTaprp)/2 [1—(1—pd)77.\#1\”’2] * [1—(1—pd)7’/}zl‘x\/2] +2p4 (1—pd)Ze*“?A/*A*’YAr“.\)’/2 .
[I() (W)—(l— Pa)e (71\/11\7'715"‘5)"’2] N H(ed .« 2 (l—pd)ze Cramp Tagrg)/2 o
[1f(1fpd)*mm ] * [1—(1—p ) TeB /2]+(1 * 2py4 (1 pd)Ze*(vAAMﬂp,#y/2 .
L1 (V NAMABMUB )_ (1= paye amaimm 2 1)) QEY

2 Numerical results

{]*H((foi

—{2(A—pa)’

In this section, the numerical experiments for our PPM-MDI-QKD protocol are presented. For
simplicity, the symmetric scenario is adopted, hence Alice and Bob both use the same intensity of signal

states, l.e.s g =ppr=pp, and have the same transmission efficiency p=n, =753 =10"“""", where the loss
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coefficient of the channel ais 0.2 dB/km, and Ls is the distance of quantum channel between Alice (Bob)
and Charlie. The other parameters used in simulations are listed in Table 1.

Tablel List of some parameters for numerical simulations

Pd f € €dq
a#?l 3x10°° 1.16 0.5 1.5%
b 7.2Xx10°%  1.16 0.5 1%
Fig.3 shows the secret key rates versus the 102

—— MDI-QKD
——2-PPM-MDI
10} ——4-pPM-MDI
8-PPM-MDI
10 16-PPM-MDI
—+—32-PPM-MD

intensity of signal for the proposed protocol with
M= 2,4, 8, 16, 32, together with that of MDI-
QKD protocol, where the distance between Alice
and Bob is 100 km. The results show that the
PPM-MDI-QKD protocol outperforms MDI-QKD
when the intensity of signals is less than 0. 13.
When the intensity is between 0.13 and 0.01, the

maximal key rate can be obtained by selecting an

10°% ¢

10 10

Final secret key rate/(bits-pulse )

12 L L L
appropriate M. While the intensity is smaller than 10 104 10 102 10! 100

0.01, the larger the M is, the greater the final Intensity of signals

secret key rate is. Fig.3 Final secret key rate versus the intensity performances

Fig.4 shows the final secret key rates versus of MDI-QKD and PPM-MDI-QKD with the parameters
the transmission distance , here the intensity of given in line a of Table 1

source g is 0.01. It can be seen that the secret key rates decrease with the increasing distance in either MDI-
QKD or PPM-MDI-QKD protocol. By comparing the curves in Fig.4, it is shown that the PPM-MDI-QKD
scheme outperforms the MDI-QKD both in the transmission distance and the key rate, and the
performance of PPM-MDI-QKD are increased with the increasing M. In addition, the maximal distances of
MDI-QKD and PPM-MDI-QKD are 200 km and 320 km in Fig.4(a), while they are 340 km and 480 km in
Fig.4(b), respectively. Hence, the result is obtained that the PPM-MDI-QKD protocol can improve the
secret key rate and extend the transmission distance.

103 102
=~ —— MDI-QKD ~ —+ MDI-QKD
g 1073w —=—2-PPM-MDI } 2 104 o 2-PPM-MDI |
2 107 —e—4-PPM-MDI | E} — o 4-PPM-MDI
2 10 ——8-PPM-MDI ] g 10° —+ 8-PPM-MDI |
= —<—16-PPM-MDI = 10 —<—16-PPM-MD] |
g 107 —+—32-PPM-MDI } £ —+32-PPM-MDI
g 10° 10
o 107 5]
g 5 10"
2 1010°f 2
£ 10 g 10m
S5 =
10122 1016
0 50 100 150 200 250 300 350 0 100 200 300 400 500
Distance/km Distance/km
(a) The rates for parameters given in line a of Table 1 (b) The rates for parameters given in line b of Table 1

Fig.4 Final secret key rate versus the distance for MDI-QKD and PPM-MDI-QKD
Fig.5 shows the key rates against the transmission distance for £ =0.1, £ =0.05 and ¢ =0.01. Here,
the key rates for PPM-MDI-QKD are maximized by optimizing the value of M for a given transmission
distance. For MDI-QKD and PPM-MDI-QKD protocol, the larger the x is. the greater the final secret key
rate is. Moreover, the PPM-MDI-QKD protocol outperforms the MDI-QKD both in the key rate and

transmission.
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S NS IR
e 5 10| — u=0.IMDI-QKD T+ i, .
= 5 e 1=0.1PPM-MDI o
5 5 1012 |—— 4=0.05MDI-QKD \‘\ %
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g £ 101} 4=0.0IMDI-QKD “y
- 10! N 4=0.01PPM-MDI \
2 10 6
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(a) The rates for parameters given in line a of Table 1 (b) The rates for parameters given in line b of Table 1

Fig.5 The optimal key rates with different intensity of source
Table 2 lists the comparison between our work and Ref.[ 30] with the same device parameter, which
has been given in line b of Table 1. Compared to the Ref.[ 30], the longest distance of our work is extended
to 1.2 times, and the rate is raised to 1.7 times.

Table 2 Comparison of performance for different protocol

The longest distance  The key rate at the distance 404 km
Ref.[30] 404 km 3.2X107" bps
Our work 480km 5.4X107"* bps
Therefore, PPM-MDI-QKD is a better candidate for long-distance and high-key-rate QKD with weak

coherent sources.

3 Conclusion

In the paper, we have proposed a PPM-MDI-QKD protocol to improve the secret key rate and the
transmission distance. By adopting PPM encoding approach, the efficiency of utilizing weak laser source is
enhanced, and multi-dimension information can be transferred over a single-photon pulse in an eligible
frame. Moreover, we can implement a quantum key distribution of longer distant transmission without
adding additional setup. Hence the protocol has the advantages of both MDI-QKD and PPM. The numerical
simulations also demonstrate that the proposed protocol can achieve higher secret key rate in long-distance
when the intensity of source is less than 0.13. Comparing with the experimentally implementation of 404
km®*, the longest distance reported by far, we can theoretically extend the transmission distance to 480
km with the same parameters. Lastly, although PPM is only adopted into MDI-QKD in this paper, it can
be easily applied into other QKD protocols with WCS,
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