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Preprocessing Method of Sensor Pattern Noise in Camera Source
Detection of Photo Images
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(Faculty of Electrical Engineering and Com puter Science s Ningbo University, Ningbo, Zhejiang 315211, China)

Abstract: The Sensor Pattern Noise (SPN) is easily contaminated by CFA interpolation noise and JPEG
compression noise. These unwanted artifacts may result in false identifications in SPN-based source
camera detection. A preprocessing method of SPN based on spatial smoothing was proposed in order to
improve the accuracy of source camera detection. It is assumed that the SPN is a random signal similar to
white Gaussian noise (WGN), and has a flat frequency spectrum similar to that of WGN in the frequency
domain. Based on this assumption, WGN-guided filtering was used in the spatial domain in the proposed
method. The spatial smoothing effect can suppress the unwanted artifacts of the SPN. At the same time,
the SPN can maintain its own properties and possess similar characteristics with WGN. The proposed
method was evaluated on our own database of camera images from cellphones. The experimental results
show that the proposed method outperforms the existing preprocessing methods, the accuracy of the
source camera detection being increased by more than 0. 026 in terms of the Kappa statistical coefficients.
The robustness to JPEG compression of the proposed method is also better than others.

Key words: Digital image forensics; Source detection; Smoothing filter; Sensor pattern noise; White
Gaussian noise
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Fig. 1 Process of photo image source detection based on SPN
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Fig. 2 The spatial and magnitude spectrum results of iPhone 5s camera’s SPN after different preprocessing methods
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Fig. 4 Sample images from ten phone cameras
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Table 1 Ten phone cameras parameters and image number and format

Camera model Resolution (ppi) Number of images Format
HTC One M7 1520X2 688 450 JPEG
HUAWEI honor6 3120X4 160 450 JPEG
HUAWEI mate 7 2 336 X4 160 450 JPEG
iPhone 5s 2 448X3 264 450 JPEG
iPhone 6 2 448X3 264 450 JPEG
MEIZU MX4 3936 X5 248 450 JPEG
One Plus A0001 3 120X4 160 450 JPEG
Samsung S5 2 988 X5 312 450 JPEG
SONY 71 2 160X 3 840 450 JPEG
SONY Z3 2 160X 3 840 450 JPEG

N T RE B WL TE #0445 Fh B 1 MR RE AN SR ] ROC {146 (Receiver Operating Characteristic Curve) £l
Kappa ¢ 1 W F 5 12 2647 53 1.

Jri%—:ROC £k

¥R 1 R EIARPLE R 43505 450 i [E] U5 R R (9 WORD 450 I8 S 5 BE R CJLEE S IR AR AL, 13 38 Pk 2k 50
WE) B W HEAT AR SEME 5. LUSE— 3 FHLHHL HTC One M7 b ], 4 AL g5 30 745 R 43 31 5 450 I A
FLZARBLIR R B9 W TSR AR G 25 31 450 A [R] PR FEAS (9 AH DG MR FRFE R 55K A R4 JURAH ALY 450 i IR
WA DG A5 5 450 A SRR AR B AR DGV (E  #4 BR M TH B T 1 KUK 8 S A JU B AR L A% J 2 8 =X
W 75 55 EMG P A50 I [R5 B8 7 F0 450 R S U5 B OR A9 AR G Pk T B 28 WA B (] R R S R AR A B A DG PEAE
2 4500 A~ XFIX 9000 A AH I (B HE AT B B YL 3 1T A5 S 45 3 i) B IE 28 (True Positive Rate, TPR) Fll i
IE & (False Positive Rate, FPR), R
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B =

Mg E 5 By ROC il 4. s 1 ff1 B2 43 #r s —== Proposed
Original (A £ T 4b ) 9 A6 00 45 38 o5 22, HokoE 06 _
SEAZM + WE, X P # J5 ¥ ¥ GE #H ix, g 4F T 0 02 0.4 0.6 0.8 L0
Original 59 0 . 1 7 45 75 o 10 46 0 45 S8 J2 97 47 rr
;iiﬁ?ﬁﬁiﬁ%i%ﬁ@mﬁﬁ%m Kappa & %2 REFETRNLERM Kappa R4

e R GR0 0.947 2,0, 957 0,0. 953 6 Table 2 Kappa coefficients of detection results
F10. 983 0. X Hﬁm%ﬂ v@??ﬁ%%/ﬂiﬂ/ﬂ [éﬁ]\(ﬁﬁﬁﬁifi% ’ under different methods
Kappa Giit 25038 17 0. 026 UL b, YEmiuE i 17 Fr Methods Original ZM+WF  SEA  Proposed
R R R Kappa  0.947 2 0.957 0 0.953 6 0.983 0

3.3 eBMsW

HISCHE 1 JPEG 45 23 B IR AL RS A 20 75 L o, Ry DA BT 42 515 i 4 JPEG R 4 19 & B 1, X 2% 1 BT
25 MG 2 v B BT A TR R PR 43 0 R 90 %6 .70 %0 i 50 %6 % 3 Fh JPEG T 45 I E 47 4 » SR I 2R FH AR [] 181
b 3T VA AL 3 TR AT A DU RN 25 ) ROC 4k il Kappa R 0IAE K 6 ISR 3 g i,

WEEE 6 1) ROC Hh 4 13 3 /) Kappa AT A AR JPEG JE 48 BT By — Fh 550 2% 1 14 A8 B B A%
T BB 0 5 T BB 46 T A, Original B3 A PR T BE BB B, ZM + WF Rl SEA S5 5036 (it A7 B
TR T TR B R AR TH I R A et 3 h U R SR AE 3 R R 4 T i N e/ Kappa REG LK 2
R TR 45 5 Y Kappa Z250H LA, 20 5 FFE T 0. 065 5,0. 021 2,0. 018 H1 0. 004, FF 4233 T M fie /b, iy itk vl
Ui W BT 4R 0L M BT JPEG e 45 B A 530 1 & 4 1.

#3 FEFHETARE JPEG E 4% R EE KN L% R K Kappa RH

Table 3 Kappa coefficients of different JPEG compression quality image detection results under different methods

Methods Original ZM+WF SEA Proposed
90 % 0.945 9 0.949 9 0.949 6 0.980 0

JPEG quality 70% 0.8817 0.936 6 0.935 6 0. 980 2
50% 0.885 2 0.935 8 0.935 6 0.979 0
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Fig. 6 ROC curves of different JPEG compression quality image detection results under different methods
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