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Controlled Bidirectional Quantum Secure Direct Communication without
Information Leakage Based on Bell States and Bell Measurements

YE Tian-yu
(College of Information & Electronic Engineering » Zhejiang Gongshang University , Hangzhou 310018, China)

Abstract: A controlled bidirectional quantum secure direct communication protocol without
information leakage was proposed. In the proposed protocol, two authenticated communication
parties, Alice and Bob, were able to securely exchange their secret messages simultaneously under
the control of the controller, Charlie. The problem of information leakage was overcome by making
full use of the measurement correlation property after entanglement swapping among three Bell
states., Moreover, the proposed protocol merely took the Bell state as quantum resource and merely
needed the Bell measurement so that it was convenient to implement. Security analysis shows that
the proposed protocol can detect not only the active attacks from the outside eavesdropper, but also
the dishonest behavior from the controller, Charlie. It can be concluded that the proposed protocol
has good security.

Key words: Controlled bidirectional quantum secure direct communication; Information leakage;
Entanglement swapping; Bell state; Bell measurement
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several different types, such as Quantum Key

0 Introduction Distribution ( QKD)"*, Quantum Secure Direct

Quantum cryptography has been commonly Communication (QSDC)"*'and so on. Different from
regarded as one of the most attractive progress of QKD, QSDC allows secret messages to be
quantum information processing. According to its communicated directly without creating a key to
function, quantum cryptography can be classified into encrypt them in advance. However, a lot previous
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QSDC protocols®™™ can not exchange secret messages

simultaneously between two authenticated
communication parties, and belong to the kind of one-
way communication protocol. Recently, the concept of
bidirectional QSDC was put forward by Zhang ez
al.™" and Nguyen'*'. Since then, bidirectional QSDC
has been greatly pursued and quickly developed™'*'.
However, bidirectional QSDC may have the security

22-2 .
: s s 1. €.,

loophole named as information leakage
partial of the secret messages are leaked out without
any active attack. For example, the bidirectional QSDC

protocols in Refs. [10-11,13-21, 25,31 ] always have

the information leakage problem. Although the
information leakage resistant bidirectional QSDC
protocols™®**  have emerged, how to solve the

information leakage problem in bidirectional QSDC,
especially in controlled bidirectional QSDC, still needs
to be further studied at present.

In this paper, a controlled bidirectional QSDC
which

overcomes the information leakage problem by making

without information leakage 1is proposed,

full use of the measurement correlation property after
three Bell

Moreover, it merely takes the Bell state as quantum

entanglement swapping among states.

resource and merely needs the Bell measurement so

that it is convenient to implement.

1 Controlled bidirectional QSDC without
information leakage

The four Bell states are defined as
L 1 1
O H)=—(l00+ 1) =—=(+>|+>+
\ ﬁ(\ [11)) % |+ |
[—>[—» @)
\@7>:L(\OO>*\11>):L(\+>\*>+
V2 V2
=1+ (2
1 1
THy=—(loh+[10))=—=(+)|+>—
| ﬁ(\ [10)) % |+ |

=D 3
1 1

v H=—(loh—|10)="—(+)|—)—

\ ﬁ(\ 1105) ﬁ‘ \

=1+ D

where, [+)=(lO)+[1)/V2, =)= (l0>—[1))/

V2. Without loss of generality, suppose that three
initial Bell states are all in the state of | & ) (1. e. ,
| @ YA, s | @' pc and | >ca ). Alice finally holds
two particles A; and A, , Bob two particles B, and B, ,
and Charlie two particles C, and C,. If Alice, Bob and
Charlie perform the Bell measurement on their
particles, respectively, three initial Bell states will

swap entanglement according to Eq. (5).

1 _ _
|@+>A‘H‘®‘(p+>B(“®‘(p+>(‘/\,:T(‘@Jr)/\‘/\ ‘(P+>B‘B ‘@+>r“(‘,+|@+>ma ‘@ >B‘H> (& dee +

(& ) an [T D [T e =@ Dan [T Dpp [T Do HID Dua [ )y [@ e +
[ Dan 1@ Vs [ @ e — 1O D an [T s [T Ve HIO Daa [T Dpp [T e+
(O D aa [ s [T e FIT DAa @ D [T e HIT DA [T )y [ ) —
[ D aa [T D O Do TIT Daa @) [T Do HIT D aa [@ Dy [ e —

“1’7 >A‘A, “Iﬁ >13‘1= ‘@7 >(“(*, +|q’7 >A‘A‘ “Fﬁ >1’.‘1s, |Q)+>(,(< ) (6

From Eq. (5), three initial Bell states collapse to
sixteen different kinds of result combinations about
particles A, and A, , particles B, and B,, and particles
C, and C, with equal probability. Moreover, Alice’s
measurement result of particles A, and A,, Bob's
measurement result of particles B, and B, and Charlie's
measurement result of particles C, and C, are highly
correlated. This character is called as the measurement
correlation property after entanglement swapping
among three Bell states. It is easy to know that if
Charlie publishes her measurement result to Alice and
Bob, according to her (his) measurement result, Alice
(Bob) is able to infer the measurement result of Bob
(Alice).

Alice and Bob agree on in advance that each
unitary operation corresponds to two bit secret
messages such as [>00,05,—>01, ig,—>10 and 5.—>11,

where I=[0)(0|+|1><(1], ¢.=[0)<1|+[1><0], ig,

=[0)(1|—11>¢0] and .= 10><0| —[1)(1]. The
proposed protocol is composed of the following steps.

Step 1. Preparation for the initial states. Alice
produces 3N Bell states all in the state of |®" ). She
divides these Bell states into N groups, therefore each
group has three Bell states all in the state of |®") (1.
e., |®" YA | " )¢ and | @ >ca ). Moreover, she
divides the particles into six particle sequences. That is

SA‘ ={P,(A) P, (A) . Py(A)}s

SA:: {P,(Ay)s Py (Ay) s s Py (A ) s

Sy ={P1(B):P,(By),.Py(B)},
SBJ:{PI(BZ)9P2(B2>’.“9P.\"(BZ)}’
S(“:{Pl(C1>’P2(C1)9"'vpy(c1)}s
Se, ={P, (C,),P,(C,),,Py(C,) }.

Step 2: Preparation for the first round security
check. Alice produces four particle sets randomly in
one of the four states {|0),|1),|+),[—>} as the

sample sets used for security check. These four particle
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sets are denoted as Dy » Dy D and D , respectively.
Here, Dy (Dy ) is used for security check when Sy
(S; ) is transmitted from Alice to Bob, and D (D )
is used for security check when S. (S ) is transmitted
from Alice to Charlie. Alice randomly inserts Dy . Dy »
D¢ and D into S; , S, , Sc and S. , respectively.
Consequently, S, ,S; , Sc and S¢ turn into four new
sequences S,B‘ , SP , S( and S( Alice always makes a
record of the preparation basis of the sample particles
and their positions in new sequences.

Step 3: The first round transmission and security
check. Alice sends two sequences SF and S'H: to the
other communication participant Bob and two sequences
S( and 5( to the controller Charlie, and keeps S, and
Sy, by herself. After Bob (Charlie) confirms Alice that
he (she) has received the two scqucnccS/,;‘ and SV,;V (S/Q
and S( ), Alice firstly publishes the positions and the
corresponding preparation basis of the sample
particles. Then, Bob (Charlie) measures the sample
particles in the same basis as the preparation basis of
Alice and tells Alice his (her) measurement results.
Alice can judge whether there is an eavesdropping by
comparing the initial states of the sample particles with
Bob's (Charlie's) measurement results. If there is an

Alice halts the

otherwise, the communication goes on.

eavesdropping , communication;
Step 4: Bell measurements after entanglement
swapping and Alice's encoding. After getting rid of the
sample particles, S'B‘ s SVBJ ,S. and 5( turn back into
Sg » Sp »S¢ and Sc , respectively. Alice picks up one
particle from S, and the corresponding particle from
Sa, to make up a two-particle pair.
(P,(A),P,(A)) (n=1,2,++,N) is the nth two-
Bob (Charlie) does the
same thing on Sy andS; (S¢ and S¢ ). Then, all of
them perform Bell measurements on their own two-
particle pairs. In other words, Alice/Bob/Charlie
measures (P, (A,),P,(A,))/ (P,(B,).,P,(B,))/
(P,(C,),P,(C,)) with Bell basis. Consequently,
(P, (A),P,(A))/
(P,(B,),P,(B,))/ (P,(C;),P,(C,)) collapses to
According Bell-basis
outcome, Alice reproduces a new
(P,(A),P,(A,)) with no state
performed. Afterward, Alice performs the unitary
operation U‘] on the new (P,(A,),P,(A,)), where
(i,+7,) (i,sj, € {0,1}, n=1,2,+-,N) are her two
bits secret
(P, (AP, (A))
(P, (AP, (A)).

Step 5: The second round transmission and

particle pair from Sy and S, .

after entanglement swapping,

a new Bell state. to her
measurement

measurement

messages. Consequently,

. A
turns into U7,

security check. Alice produces two particle sets

randomly in one of the four states

{10>,]1),[+>,]—)}as the sample sets used for
security check, which are denoted as D, and D, ,
respectively. Here, D, (D, ) is used for security check
when S, (S, ) is transmitted from Alice to Bob. Alice
and D, into S, and S, ,

respectively. Consequently, S, and S, turn into two

randomly inserts D,

new sequences S:\‘ and S’A:. Alice always makes a
record of the preparation basis of the sample particles
and their positions in new sequences. Then, Alice
sends two sequences SVA‘ and S;\J to Bob. After Bob
confirms Alice that he has received the two sequences
S’A‘ and S:AJ , Alice firstly publishes the positions and
the corresponding preparation basis of the sample
particles. Then, Bob measures the sample particles in
the same basis as the preparation basis of Alice and
tells Alice his measurement results. Alice can judge
whether there is an eavesdropping by comparing the
initial states of the sample particles with Bob' s
measurement results. If there is an eavesdropping,
Alice halts the

communication goes on.

communication; otherwise, the

Step 6: Quantum dialogue. After getting rid of
checking particles, two sequence SEA‘ and S;\, turn back
into S, and S, again, respectively. Now, Bob has four
sequences S, ,» S, , Sy and Sy in his hand. Bob
performs the operation Y, on U}
(P,(A)).P,(A,)), where (k,,L,)(k,,[,€{0,1},n
=1,2, -, N) are his two bits secret messages.
Consequently, U“j (P,(A),P,(A,)) turns into U,’,
U‘,?J” (P,(A),P,(A,)). Then, Bob measures Uff/”
U‘,-“‘j” (P,(A),P,(A,)) with Bell basis. If Charlie
permits the dialogue between Alice and Bob, she will
publish her measurement result of (P, (C,).P,(C,))
to  Bob. Charlie’ s
announcement and his own measurement result of
(P,(B,).P,(B,)). Bob is able to infer Alice' s
(P, (AP, (A)).
Moreover, according to his own unitary operation U,’,
of U, U}
(P,(A ),P,(A,)), Bobis able to know Alice’'s two
bits. On the other hand, Bob does not publish his
measurement result of Ufl U‘,ifj” (P,(A),P,(A,)) to
Alice until he has heard from Charlie’s announcement
of (P,(C)),P,(C)H).
measurement result of (P, (A,),P,(A,)), her own

unitary

Therefore, according to

measurement result of

and his own measurement result

According to her own

unitary operation U’,‘“/” and the announcement of
measurement result on Uf, U} (P,(A,).P,(A;))
from Bob, Alice is able to infer Bob's two bits. If
Charlie does not permit the dialogue between Alice and
Bob, she will not publish her measurement result of
(P,(C),P,(C,)) to Bob. Consequently, Bob is

unable to know Alice’ s measurement result of

0502701~ 3
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(P,(A),P,(A,)). Moreover, Bob does not publish
his measurement result of Uf”,” U‘j}] (P,(A),P,(A,))
to Alice. Therefore, the dialogue between Alice and
Bob is halted.

Suppose that Alice’s two bits are 11, and Bob's
two bits are 10. Take the first two-particle pair for
example to explicitly explain the dialogue process.
Alice/Bob/Charlie  measures (P, (A,).P, (A,))/
(P, (B):P,(B,))/ (P, (C),P,(C,)) with Bell
basis. Consequently, after entanglement swapping,
(P, (AP (A)), (P, (B,).P (B,)) and
(P, (C,),P, (C,)) collapse to | @° >A‘A | o' >H‘13 |
ol >(‘<; , ot >A‘A: | >u‘ul | >(?‘(‘; > | o >A,Al | >1s‘ur
‘ 2 >(‘<‘J . (3 >Al/\J | o >B‘I$J A >('.‘Z N >/\‘A: |
o >1s‘137 | >(“<'J sl >A‘AJ | @~ >15‘131 |o >(“<'J o >A‘Al |
2 >B‘B, | >(](g @ >/\‘1\ | o >B‘B, | >(“(g ) 2 >A‘A
‘(P+ >B‘l’.‘ | ' >(“(‘, o >A‘A; |® >1;‘13, R'2 >(“(1 T >A‘A
‘W‘ >II‘I§: |§D‘ >(‘.(l S >A‘A; | >l§llil Kon >(‘,<‘: sl >/\‘/\7
| o >l$‘BJ R >(“<‘J s >,\‘AJ o >B‘BV o >(“(‘: v >/\‘/\l
| ' >B‘BJ | >(“<‘J or| ¥ >A‘AJ | >15‘13J ‘ o' >(“(‘J » each
with probability 1/16. Without loss of generality,
suppose that (P, (A)).P, (A)),
(P, (B,),P,(B,)) and (P, (C,),P, (C,)) collapse
to | @ dis | @ dpy | @ dee after entanglement
swapping. According to her Bell-basis measurement
outcome, Alice reproduces a new | @ ), 4, with no
Afterward, Alice

performs the unitary operation . on the new | @' daa to

state measurement performed.

encode her two bits. Consequently, |@" ), , turns into
o >/\‘,\J .
and Sy in his hand, he performs the unitary operation

After Bob has four sequences S, , S, » Sy

is, on | @ ), to encode his two bits. Consequently,
|@ )., turns into | ¥ ), ,. Then, Bob measures
| Yaa with Bell basis. If Charlie permits the
dialogue between Alice and Bob, Charlie publishes Bob
that her measurement result of (P, (C,),P, (C,)) is
| @ dcc. Since his own measurement result of
(P, (B,),P,(B,)) is [® )y Bob can know that
Alice’s measurement result of (P, (A,),P, (A,)) is
& )aa-
of io,@s. (P, (A),P,(A,))) is | ¥ ), 4 » according
to his own unitary operation ig,, Bob is able to know
that Alice’s two bits are 11. On the other hand, Bob
publishes Alice that his measurement result of is, &o.
(P, (A),P, (A))is | &' Yaa » alter he has heard
from Charlie’ s announcement of (P, (C,),P, (C,)).

result of

Moreover, since his own measurement result

Since her own measurement
(P, (A),P, (A,)) is |®@ )44 » according to her own
unitary operation o., Alice is able to infer that Bob's

two bits are 10.

2 Security analysis

It is well known that the security of a quantum

secret communication protocol highly depends on the
security check process. An effective security check

process should have two criterions™’ ; 1) if there is no

eavesdropping, the false alarm probability will be 0; 2)
if there is an eavesdropping, it can discover the
eavesdropping behavior with enough high detection
probability. In the proposed protocol, both the first
round and the second round security check use particles
randomly prepared in one of the four states
{10>,]1),[+>,]—>} as sample particles, which is
derived from the idea of the BB84 QKD protocol™’.
Without loss of generality, take S;;‘ sent from Alice to
Bob for example to analyze the effectiveness of the
security check processes. Obviously, its false alarm
equal to 0 when there 1is no
Then, the

towards general attacks, such as the intercept-resend

probability is
eavesdropping. detection  probability
attack, the measure-resend attack and the entangle-
and- measure attack, should be analyzed. Just as
pointed out in Refs. [ 20, 31], all of these general
attacks can be discovered with enough high detection
probability by using sample particles randomly prepared
in one of the four states {[0>,|1>,|+>,|—>}. It can
be concluded that the security check processes of the
proposed protocol are effective, according to the two
criterions suggested in Ref. [35].

In addition, with regard to the security of the
proposed protocol, besides considering an outside
eavesdropper Eve, it is necessary to consider the
dishonesty of the controller Charlie. There are two
round security checks in the proposed protocol.
However, Charlie only joins in the first one. During
the first round security check, Alice always makes a
record of the preparation basis of the sample particles
in D, and D and their positions in S( and S, , and
publishes the

preparation basis of the sample particles to Charlie at

positions and the corresponding
first. Then, Charlie measures the sample particles in
the same basis as the preparation basis of Alice and
tells Alice her measurement results. Alice judges
whether there is an eavesdropping by comparing the
initial states of the sample particles with Charlie’ s
measurement results.  Obviously, any dishonest
behavior from Charlie will result in the inconsistency
between the measurement results of sample particles
and their initial states, thus it can be easily discovered

by Alice.
3 Discussions

3.1 The information leakage problem
Due to the measurement correlation property after
entanglement swapping among three Bell states, Bob

will be able to deduce the state of (P,(A,).P,(A,))
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if Charlie
(P,(C,).P,(C,)). Therefore, it is not necessary for
Alice to publish  her
(P,(A)),P,(A,)) to Bob, which makes Eve have no
access to (P,(A,),P,(A,)). As aresult, as to Eve,
Bob's announcement of measurement result on U}, U7,

(P,(A),P,(A,)) means totally 4 X 4 kinds of

unitary operation combinations performed by Alice and
16

Bob. It means that the quantum channel contains — >J
=1

publishes her measurement result of

measurement result of

%:4 bits for Eve, which are

equal to the total amount of secret messages from Alice

— ex L
p:log, p,=—16X 1610g2

and Bob. Therefore, no information leakage happens in
the proposed protocol. Apparently, the reason why it
can avoid the information leakage problem lies in
making full use of the measurement correlation
property after entanglement swapping among three Bell
states.

3.2 Comparison with those previous controlled quantum
dialogue protocols

Since all of the protocols in Refs. [16,31] and the
proposed protocol belong to the kind of controlled
bidirectional QSDC, a comparison among them is
drawn here.

As analyzed above, the proposed protocol can
avoid the information leakage problem. However, all
of the protocols in Ref. [ 16 Jand Ref. [ 31] have the
information leakage problem. In Ref. [16], each GHZ
state can be used for the transmission of 4 bits(2 for
Alice and 2 for Bob), where 3 bits are leaked out to
Eve. In the first protocol of Ref. [31], each GHZ state
can be also used for the transmission of 4 bits (2 for
Alice and 2 for Bob), where 3 bits are leaked out to Eve.
In the second protocol of Ref. [317], each Bell state can be
used for the transmission of 4 bits (2 for Alice and 2 for
Bob) , where 2 bits are leaked out to Eve.

On the other hand, the protocol in Ref. [16] and
the first protocol in Ref. [ 31 ]take the GHZ state as
quantum resource. Moreover, both the protocol in
Ref.[16] and the first protocol in Ref. [ 31] need the
GHZ measurement. It is well known that the
generation of GHZ state and the implementation of
GHZ measurement are much more complicated than
those of Bell state and Bell measurement, respectively.
Therefore, it can be concluded that, generally
speaking, compared with the protocols in Refs. [ 16,
317, the advantage of the proposed protocol lies in
having the following two characters simultaneously: 1)
no information leakage happens in the proposed
protocol; 2) the proposed protocol merely takes the
Bell state as quantum resource and merely needs the

Bell measurement, thus it is more convenient to

implement.

In addition, since the proposed protocol has no
information leakage problem, a comparison between it
and the previous ordinary information leakage resistant
bidirectional QSDC protocols may be needed. Without
loss of generality, take the protocol in Ref. [ 28] for
example. Obviously, there are some major differences
between the proposed protocol and the protocol in Ref.
[28]. 1)They belong to different kinds of bidirectional
QSDC. The former one is a controlled bidirectional
QSDC, while the latter one is an ordinary bidirectional
QSDC. 2) The number of participants is different. The
former one has three participants, while the latter one
only has two participants. 3) The method for avoiding
the information leakage problem is different. The
former one uses the measurement correlation property
after entanglement swapping among three Bell states to
resist it, while the latter one uses the correlation
extractability of Bell state and the auxiliary particle to
avoid it. 4) The total number of secret messages
transmitted in each round is different. The former one
transmits four bits each round, while the latter one
only transmits three bits each round. 5) The encoding
method for secret is different. The former encodes both
Alice’ s and Bob' s secret by performing unitary
operation on Bell state, while the latter encodes Bob's
secret by performing unitary operation on Bell state and
transmits Alice’ s secret by means of deterministic
secure quantum communication. 6 ) The former one
merely needs the Bell measurement, while the latter
one needs both the Bell measurement and the single-
particle measurement. 7) The security check method
used is different. The former one uses sample particles
randomly prepared in one of the four states
{10>,]11>,]+>,]—) }to check eavesdropping in both
the first round and the second round security check,
while the latter one uses the entanglement correlation
between two particles from Bell states in the first and
the third round, the measurement of Bell states in the
second round and the checking message authentication
in the forth round. Therefore, it can be concluded that
compared with the protocol in Ref. [ 28], the proposed
protocol is a brand new controlled bidirectional QSDC
protocol.

4 Conclusions

To sum up, a controlled bidirectional QSDC
without information leakage based on Bell states and
Bell measurements is proposed in this paper. Two
authenticated communication parties, Alice and Bob,
can securely exchange their secret messages
simultaneously under the control of the controller

named Charlie. The problem of information leakage is

0502701-5
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overcome by making full use of the measurement

correlation property

after entanglement swapping

among three Bell states. Moreover, it merely takes the

Bell state as quantum resource and merely needs the

Bell measurement.

Therefore, it is convenient to

implement.
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