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Quantum Dialogue Without Information Leakage via Cavity QED

YE Tian-yu
(College of Information & Electronic Engineering » Zhejiang Gongshang University , Hangzhou 310018, China)

Abstract: Good security is indispensable to any quantum secret communication protocol. However,
information leakage has been a great security threat to quantum dialogue. In order to solve the
problem, a quantum dialogue protocol without information leakage via cavity QED was proposed,
which made full use of the evolution law of atoms in cavity QED. The proposed quantum dialogue
protocol avoided the information leakage problem by using the measurement correlation property
after entanglement swapping between two Bell states via cavity QED, and could securely exchange 4
bits secret messages per round communication. The results show that the proposed protocol is able
to detect the active attacks from the outside eavesdropper through security checking, such as the
intercept-resend attack, the measurement-resend attack and the entanglement-and-measurement
attack. Therefore, it has good security towards both the information leakage problem and the active
attacks from the outside eavesdropper.
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protocols'™""" have been proposed. However,

these

0 Introduction

Quantum secure direct communication ( QSDC)

aims to offer confidential transmission of classic

information over a quantum channel without prior key
Until lot of good QSDC

agreement. now, a

QSDC protocols were merely message-unilaterally-
transmitted communication protocols. Fortunately, in
2014, Zhang et al. "™ and Nguyen™""! put forward the
which allows two

concept of quantum dialogue,

authorized communication parties to exchange their
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In 2005, Man et
[14]

secret messages simultaneously.
al.™ pointed out that Nguyen' protocol™ is unable to
resist the intercept-and-resend attack and gave a
In 2006, Jin et al.™
proposed a three-party simultaneous QSDC using a
GHZ state. Man and Xia""' proposed a controlled
bidirectional QSDC by a GHZ state. Man et al. ™ put

protocol

solution to this problem.

forward a quantum dialogue based on
entanglement swapping of GHZ states in the same
year. In 2007, Man and Xia™" pointed out that Jin's

[51 has the problem of definite information

protocol
leakage and put forward an improved version for it.
Chen et al. ™ put forward a bidirectional QSDC based
on entanglement swapping of Bell sates. Yang and
Wen™"” proposed a quasi-secure quantum dialogue
protocol using a single photon. In 2008, Gao et al.™
pointed out that both Jin's protocol'™ and Man' s

197 have the problem of information

improved version
leakage from the point of information theory and
cryptography. Moreover, Gao et al."*! pointed out
that all of Nguyen's protocol™!, Man's protocol"'™ and

Man's protocol™™ have the problem of information

225 have not

leakage. Unfortunately, Gao et al.
suggested how to solve the problem. In 2009, Shan et
al.™ put forward a quantum dialogue protocol based
on entanglement swapping of two Bell states via cavity
QED. In 2013,

approaches to

presented two

definite

Ye and Jiang™’
improve the problem of
information leakage in Man's protocol”™. However,

information leakage still happens in Ye' s two
protocols™’, as pointed in Refs. [26-277. In fact, all
have the

information leakage. From the analysis above, it can be

[11-13,17,20-21,24] problem O[

these protocols
concluded that information leakage occurs in most of
those existing quantum dialogue protocols so that it has
been a great security threat to quantum dialogue. How
to solve the problem of information leakage will
definitely be a hot study point in the near future. At
present, using the auxiliary quantum state and the
measurement correlation property after entanglement
swapping are the two main approaches to overcome the
problem of information leakage in quantum dialogue. In
2009, Shi er al.™! proposed a quantum dialogue
protocol based on a Bell state using the auxiliary Bell
state to overcome the problem of information leakage.
In 2010, Shi ez al.™’ proposed a quantum dialogue
protocol based on a single photon using the auxiliary
single photon to overcome the problem of information
leakage. Shi® presented a bidirectional QSDC without
information leakage based on the auxiliary particle and
the correlation extractability of Bell states. In the same
year, Gao™" proposed two quantum dialogue protocols

without information leakage based on the measurement

correlation property after entanglement swapping
between two Bell states. In 2013, Ye and Jiang™"
avoided the problem of information leakage in a
controlled quantum dialogue by making full use of the
measurement correlation property after entanglement
swapping between two GHZ states and decreasing the
transmission efficiency.

In this paper, the author proposes a quantum
dialogue protocol without information leakage via cavity
QED, which makes full use of the evolution law of
QED. The

overcomes the problem of information leakage by using

atoms in cavity proposed protocol

the  measurement  correlation  property  after
entanglement swapping between two Bell states via
cavity QED. Moreover, the proposed protocol can
detect the active attacks from the outside eavesdropper
through security checking. Therefore, the security of

the proposed protocol can be guaranteed.

1 Quantum dialogue protocol

The Bell states are two-atom maximally entangled
states, which form a complete orthogonal basis of four-
dimensional Hilbert space. The four Bell states can be

expressed as follows

\qﬂ:é(\m—i\ggn D
\W*>:J%(\ge>—i\eg>) (2)
\qf‘>:%§(\ge>+i\eg>> (3
\®A>:J%(\ee>+i\gg>) o8

where |e) and | g) are the excited and ground states of
atom, respectively. Uy, =I1=|g){(g|+|e>{e|, U, =
o.=|g)e| +1ed{gls Uy=io, = |g>(e| —|e)(g| and
U,=0c.=]|g>{g| —|e>{e| are four single-atom unitary
operations, where the subscript in each U represents
two-bit secret message. That is to say, I—>00, ¢, >
01, is,—>10 and ¢.—11. It is obvious that one Bell
state can be transformed into another after performed
with one of the four single-atom unitary operations on
its any atom.

We consider the case that driven by a classical
field, two identical two-level atoms simultaneously
interact with a single-mode cavity. Under the rotating-
Hamiltonian

wave approximation, the interaction

between the single-mode cavity and the atoms can be

described as*
H=u,S.+wa'at X[g(a'S +aS))+

(Sl +5 e )] (5)

where S = (1/2) 2 (le,) ¢, [ =g ¢g, 1)+ S, =g,

24,33-35]
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(e;| ,ST=1]e>{g;|, |g;> and |e;) are the ground and
excited states of the ;™ atom, g is the atom-cavity
coupling strength, a and «' are the annihilation and
creation operators for the cavity mode, w, »w, »w and
are the atomic transition frequency, the cavity
frequency, the classical field frequency and the Rabi
frequency, respectively. Suppose w, =w, the evolution
operator of the system in the interaction picture can be
described as'*** %

U(t)=e Hre ™ (6)

where H, = ‘sz:l (S!+S; ), and H, is the effective
Hamiltonian. (“ionsidering the large detuning case §>>g
(8§ is the detuning between w, and w,) and the strong
driving regime 2> 8, g, there is no energy exchange
between the atomic system and the cavity.
Consequently, the effects of cavity decay and thermal
field are eliminated. Then, in the interaction picture,
the effective interaction Hamiltonian H, can be

24,33-35
expressed as" .

Ho=/2) [3 ey e |+ g0 D+

> (SIS, +SISI+H.C.)] D

ivj=1.i#j
where A = g°/25. Suppose that the two atoms are

simultaneously sent into the cavity described above,
and interact with it driven by a classical field. If the
interaction time and Rabi frequency are chosen to
satisfy At=n/4 and Qt=m, the two atoms will undergo

the following evolution

|E,qg>,k—>«/7§efi"“1 (lgg)—ilee)y) €))
|ge>lkﬂx/7§eﬂ"”1 (lgeyp—ileg) ) 9
|eg>,k9«/7§ef‘“(|eg>jk*i\ge>,,?) (10
|ee>1ﬁge W (leed s —il gg) ) an

Without loss of generality, assume that both the
atoms A and B and the atoms C and D are in the state
| T~ ). Thatis to say, it has | ¥ ), and | ¥ >, The
atoms A and C are simultaneously sent into the single-
mode cavity described above. Driven by a classical
field, the atoms A and C simultaneously interact with
the single-mode cavity. The interaction time and Rabi
frequency are chosen to satisfy \t=x/4 and Qt==x. It
can be verified from Eqgs. (8-11) that the whole system

will evolve into™"!
- - 1 . _
| v >/\n®“p‘ ><‘n"7[*l‘ee>m“@ Yep

i‘ eg) ac | Y D — | ge) ac ‘ L2 )b +
‘gg>A(' ‘(P+>BD] 12)
According to Eq. (12), two initial Bell states

collapse to four outcome combinations of the atoms A

and C and the atoms B and D each with probability 1/4
after entanglement swapping and evolution. Moreover,
the relation between the outcome of the atoms A and C
and the outcome of the atoms B and D is highly
correlated. In other words, if the outcome of the atoms
A and Cis |ee)ac(legdacs| gedacs | gg)ac) s the atoms
B and D will collapse to | & D (| ¥ Dpps | ¥ s
|®@" ) ). It means that one can infer the state of the
atoms B and D according to the state of the atoms A
and C. This character is called as the measurement
swapping
between two Bell states via cavity QED. This

correlation property after entanglement
correlation property will be used to design a quantum
dialogue protocol without information leakage in this
paper.

Suppose that Alice has 2N bits secret messages
{ Chysly) (Rysly ) oo (kysl,) s (kysly) }» and Bob has
2N bits secret messages { (i; 571 ) (3572 ) (iysj,) **
(insjn) s (0.1}, ¢ €
{1.2,+,n,*++,N}. Alice and Bob want to exchange

where k,, [, i,, j, €

their secret messages simultaneously. The proposed
quantum dialogue protocol is described in detail as
follows.

Stepl: Preparation for the initial states and the
first round transmission. Alice produces 2N Bell states
{(A,B,),(A,,B,),,(A,x,B,y) } all in the state
| ¥ ), where the subscript denotes the order of each
Bell state. Atoms A and B from each Bell state form
the ordered atom sequences S, and Sy, respectively. In
{A LA, Ay} and S =
{B,.B,,+*.B,y}. Alice prepares a large number of

other words, S,

single atoms randomly in one of the four states

{lg>sleds|+>,|—)} for the first round security
checking, where | +)>= (|g)+1]e))/V2 and | —) =
(lg>—1e))/¥2, and randomly inserts these single

atoms into sequence S; to form a new sequence Sj.
Then, Alice sends S, to Bob.

Step2: The first round security checking. After
Bob confirms Alice that he has received sequence S,
Alice publishes the positions and the corresponding
preparation basis of the sample atoms. Then, Bob
measures the sample atoms in the same basis as the
of Alice and tells Alice his

measurement outcomes. Alice judges whether there is

preparation basis

an eavesdropping by comparing the initial states of the
sample atoms with Bob's measurement outcomes. If
the error rate goes beyond the threshold, Alice halts
the communication; otherwise, the communication
goes on.

Step3: Evolution in cavity QED and Bob' s
encoding. After getting rid of the sample atoms,

sequence Sy turns back into S;. Both Alice and Bob

0327001~ 3
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make the two adjacent atoms from their own atom
sequence to form a two-atom group. In other words,
(A,,1+A;,) and (B,, ,B,,) (n=1,2,++,N) are the
n th two-atom group from S, and S, respectively.
Then Alice sends each two-atom group from S, into the
Driven by a
and A,,

simultaneously interact with the single-mode cavity.

single-mode cavity described above.

classical field, the two atoms A,,_,
Alice chooses the Rabi frequency and the interaction
time satisfying Qt=m= andAt=n=/4. Then, Alice detects
the states of the two atoms A,, ; and A,, under Z-basis

{

the meanwhile, Bob performs Bell-basis measurement

g>,|e)} after they fly out the single-mode cavity. In

on each two-atom group (B,, ;.B,,) from S;. Alice
can infer the Bell-basis measurement outcome of
(B,, 1,B,,) according to Eq. (12). According to his
Bell-basis measurement outcome, Bob reproduces a
new ( B,,,, B,,) with no state measurement
performed. Afterward, Bob performs the unitary
operation U}, on the first atom of the new (B,,—, »B,,)
to encode his two-bit secret message. Consequently,
(B,, ,,B,,) turns into (U,IVSJHBZ,, By

Step4: The second round transmission and the
second round security checking. Bob prepares a large
number of single atoms randomly in one of the four
states {|g>,|le),|+),[—>} for the second round
security checking, and randomly inserts these single
atoms into sequence S; to form a new sequence Sj.
Then, Bob sends S; to Alice. After Alice confirms Bob
that she has received S,, Bob firstly publishes the
positions and the corresponding preparation basis of the
sample atoms. Then, Alice measures the sample atoms
in the same basis as the preparation basis of Bob and
tells Bob her measurement outcomes. Bob judges
whether there is an eavesdropping by comparing the
initial states of the sample atoms with Alice’ s
measurement outcomes. If the error rate goes beyond

the threshold, Bob halts the

otherwise, the communication goes on.

communication;

Step5: Quantum dialogue. After getting rid of the
sample atoms, sequence Sy turns back into S,. Now,
Alice has two sequences S, and Sy in her hand. Alice
performs the unitary operation U‘;‘”,‘ on the second atom
of (U,",”BZ,,,l ,B,,) to encode her two-bit secret
(Ufj‘BZ”,1 ,B,,) turns into
Then, Alice performs Bell-basis

message. Consequently,
(UfJ,,Bzr,fl vU‘L}/”an ).
measurement on (U?},Bzﬂ ) ,U‘,?”,”BZ,,) and publishes its
measurement outcome. Therefore, according to his
own Bell-basis measurement outcome of (B,, ;.,B.,)
and his own unitary operation U/, , Bob can infer Alice’
(kysl,)

announcement of (U,’»:HBZ,, s ?/”an)- On the other

. . !
s two-bit secret message from Alice’ s

hand, according to her own unitary operation U, and

her own measurement outcome of

(U, B,,,»U}, B,,)» Alice can infer Bob's two-bit
secret message (i,,j,)» since she can know the Bell-
basis measurement result of (B,, ,,B,,) according to
Eq. (12). Until now, the dialogue between Alice and
Bob has been finished.

An example is given to further explain the dialogue
process. Without loss of generality, we take the n th
two-atom groups (A,, ;,A,,) and (B,, ;.B,,) for
example. Suppose that Alice's two-bit secret message
(k,»L,) is 01, and Bob' s two-bit secret message
(i,+7,) 1s 10. Alice sends the two atoms A,, | and A,,
into the singlemode cavity and chooses the Rabi
frequency and the interaction time satisfying Qr== and
At= n/4. Alice detects the states of the two atoms
A,, 1 and A,, under Z-basis after they fly out the single-
mode cavity. In the meanwhile, Bob performs Bell-
basis measurement on (B,, ;,B,,). According to Eq.
(12), Alice can infer the state of (B,, ,,B.,) from the
states of the two atoms A,, ; and A,,. It is easy to
know from Eq. (12) that the states of the atoms A,, |
and A,, and the atoms B,, , and B,, will collapse to
|€€>A” ‘Azu | (o8 >BU B, * | eg >/\V,” A, ‘ v >132” B,
|ge>:’\l” A, ‘ v >Brh B, and ‘ gg>Al” A, ‘(Dv >BJ B, each with
probability  1/4. Bell-basis

measurement outcome, Bob reproduces a new (B,, ;,

According to  his

B,,) with no state measurement performed. Without
loss of generality, assume that the states of the atoms
A,, ; and A,, and the atoms B,, ;, and B,, collapse to
lee)s Ay | @ Dy 4.

Bob performs the unitary
operation ig, on the first atom of the new [® ), , to
(iysgu)-
Accordingly, |@ ), B,, turns into |¥" ), . Aflter

having two sequences S, and S; in her hand, Alice

encode his two-bit secret message

performs the unitary operation ¢, on the second atom of

| v >1;J B,

to encode her two-bit secret message

(k,»0,). Consequently, | ¥ ), , turns into |
O Dy . Then, Alice  performs  Bell-basis
measurement on | @ >s, 5, and publishes its

measurement outcome. Therefore, according to his
own unitary operation ig,, Bob can infer Alice’s two-bit
secret message (k,,[,) is 01, since his own Bell-basis
measurement outcome of (B,, ;,B,,) is |§D7>,;J” B, -
On the other hand, according to her own unitary
operation ¢, and her own measurement outcome of
((J'ﬁ,”lﬂz_,,,,1 ,UQZ‘BZ,, ), Alice can infer that Bob's two-bit
secret message (i,,j,) is 10, since she can know that
the state of (B,, 1+B,,) is [® )y

states of the two atoms A,, ; and A,, under Z-basis.

s, by detecting the

2 Security analysis

In the proposed protocol, both the first round and

0327001~ 4
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the second round security checking use the sample
atoms randomly prepared in one of the four states
{lg>slers|+>.1—>} to check the
eavesdropping. Without loss of generality, take the

outside

transmission of sequence S, for example to analyze
Eve's active attacks. 1) The intercept-resend attack.
Eve intercepts sequence S, and sends his fake sequence
prepared in advance instead of it to Bob. Since Bob's
measurement outcomes on the fake sequence are not
always the same as the genuine ones, Eve will be
detected with 1/200%1 2 ) The
After

sequence Sp, Eve measures it and resends it to Bob.

probability

measurement-resend  attack. intercepting
Since Eve's measurement basis is not always consistent
with Alice' s preparation basis, Eve will be detected
with probability 1/4"*’ 3) The entanglement-and-
measurement attack. Eve may steal partial information
by entangling his auxiliary atom |e) with the atoms in

sequence Sy. Then it follows

A
E‘g>‘€>:0{1‘g>‘€(>o>+ﬂ1‘e>‘€m>’

A

Ele|e)=p g lew) Tarled e (13)
Apparently, Eve will be detected with probability §=
|8 |* = |B|" when the security checking is

implemented under Z-basis™"*1.

3 Discussions

3.1 The information leakage problem

Here, the problem of information leakage is
analyzed from the perspective of information theory.
Due to the measurement correlation property after
entanglement swapping between two Bell states via
cavity QED, Alice can infer the state of (B,, ;.B.,)
by detecting the states of the two atoms A,, ; and A,,
under Z-basis after they fly out the single-mode cavity.
Therefore, it is not necessary for Bob to publish his
Bell-basis measurement outcome of (B,,,,B,,) to
Alice, which makes Eve have no
(B, —1:B.,).

. . !
guess it. Therefore, as to Eve, Alice's announcement

access to

The only thing Eve can do is to purely

of the measurement outcome of (U,’»;WBZ,, ,,U;,XV,‘BZ,,)
means totally 4 X 4 kinds of unitary operation

combinations performed by Alice and Bob. It means
16

that the quantum channel contains — > p, log, p, = —16
i=1

1 1 . L
X Rlog2 E:Zl bits secret messages for Eve, which is
equal to the total amount of secret messages.
Therefore, the problem of information leakage is
avoided in the proposed protocol. It is easy to know
that, the reason why no information has been leaked
out in the proposed protocol lies in the measurement
swapping

correlation property after entanglement

between two Bell states via cavity QED.

3.2 Comparison with the previous quantum dialogue

protocol via cavity QED

A comparison between the proposed protocol and
the protocol in Ref. [ 24 ] is drawn here, since both of
them use entanglement swapping between two Bell
states via cavity QED. In Ref. [ 24 ], each two Bell
states is used to transmit 4 bits secret messages in
total, i. e. , 2 bits from Alice and 2 bits from Bob.
However, 2 bits are leaked out to Eve from the
perspective of information theory, which makes the
protocol in Ref. [247] essentially unsafe. However, as
analyzed above, no information leakage occurs in the

proposed protocol. Therefore, with regard to the

security, the proposed protocol has better performance
than the protocol in Ref. [ 24 ].

4 Conclusion

In summary, the author propose a quantum

dialogue protocol without information leakage via cavity
QED, which makes full use of the evolution law of
atoms in cavity QED. The proposed protocol avoids the

problem of information leakage by wusing the

measurement correlation property after entanglement
swapping between two Bell states via cavity QED.
Moreover, it can detect the active attacks from the

outside eavesdropper through security checking.

Therefore, the security of the proposed protocol can be

guaranteed.
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