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Interference-based Multiple-image Encryption by Position and
Wavelength Multiplexing

QIN Yi, LIU Xu-yan, GONG Qiong
(College of physics and electronic Engineering , Nanyang Normal University , Nanyang, Henan 473061, China)

Abstract: A novel interference-based multiple-image encryption method with high encryption capacity
was proposed by position and wavelength multiplexing. For encryption, the original images to be
encrypted were divided into two groups, and each group of target images was analytically hidden into
two phase only masks by position multiplexing. Subsequently the obtained four phase only masks
were further merged into two diffractive phase elements by wavelength multiplexing. The encryption
process did not need iterative algorithm and should be implemented digitally, while the decryption
process could be performed both digitally and optically. The encryption capacity of the system was
evaluated with correlation coefficient, and it was shown that the capacity was greatly improved due
to the introduction of both position and wavelength multiplexing. In addition, the robustness of the
proposal against noise and occlusion was also investigated, and the results indicated that the proposal
is of high robust against noise attack but a little vulnerable to occlusion attack.

Key words: Multiple-image encryption; Wavelength multiplexing; Position multiplexing; Phase-only
mask; Interference principle
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0 Introduction

Optical technology has been extensively explored
and widely used in information security application,
owing to its multiple parameters and parallel processing

[1-2]

ability Since Refregier and Javidi firstly reported

their pioneer work about optical encryption based on
double random phase encoding ( DRPE)™, several
optical encryption techniques have been proposed in
recent years-'™. It was later found that the DRPE
10]

technique was not only vulnerable to several attacks”

but also inconvenient for information transfer and
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optical decryption, since the DRPE technique involves a
complex ciphertext while the current spatial light
modulators ( SLMs) are not able to modify the
amplitude and the phase at the same time. With this in
mind, researchers began to commencing encrypting

images into phase only masks''""*/,

In particular, the
simple interference-based encryption (IBE) approach
devoted by Zhang is noteworthy for it does not need the
time-consuming iterative algorithm™'!. Based on the
IBE method, new encrypting schemes with higher
security levels are developed "',

One major feature that improves optical encryption
is the multiplexing technique. This procedure brings
the possibility for storing multiple messages in a single
medium without loss of information of primary images.
As a consequence, the efficiency of secret-information
transmission has been extremely improved. For
instance, Situ and Zhang proposed to use wavelength

[17]

multiplexing™'”! and position multiplexing™'® for binary

images. Barrera utilized polarization multiplexing to

multiple  images in a  holographic

[19]

encrypt
architecture Liu et al. have devoted a frequency

shift technique to achieve multiple-image

20]

encryption™’. Jia and Liu proposed to encrypt double

images by aid of random fractional Fourier
transform™", and so on. Afterwards, more and more

multiplexing techniques are developed in various optical

22-24]

schemes" However, a major problem facing these
multiplexing techniques is the low hiding capacity
associated with them. In the process of pursuing the
solution of this problem, we noticed an important
phenomenon in all of the above-mentioned works that
there is only one type of multiplexing technique to
achieve multiple-image encryption in each encryption
system. We believe it is possible to combine two or
more types of multiplexing technique in a single optical
scheme, as a result of which the hiding capacity will be
further enhanced. Therefore, in this paper, we present
the implementation of simultaneously wavelength
multiplexing and position multiplexing technique in an
interference-based architecture. With the proposal one
can analytically encrypt multiple images into two
diffractive phase elements (DPEs). Since the proposed
approach merges both wavelength multiplexing and
position multiplexing techniques, the encryption
capacity are hence greatly improved. To our best
knowledge, this is the most efficiency encryption
system cable of encrypting multiple images into to two

DPEs without any iterative process.

1 Theoretical analysis

1.1 Principle of the System
In the

proposed optical interference-based

multiple-image encryption system, the ciphertexts are
two diffractive phase elements DPE, and DPE,. In the
present encryption scheme, we multiplex multiple
distances but only two wavelengths (A, and A,) for the
reason explicated in the end of Section 2. To explain
more fully the encryption process, it is desirable to
introduce the decryption schemes of our proposal,
which are shown in Fig. 1 (a) and Fig. 1 (b),
Where f

represents the intermediate function, A represents

respectively. represents plaintexts, g
wavelength, BS represents beam splitter. The two
schemes are completely the same with each other
except the wavelengths of the illuminating light
sources, so only Fig. 1 (a) is taken for example to
interpret the decryption process. The two DPEs are
both illuminated by a parallel light beam with a
wavelength of A,, then the two diffraction fields are
combined by the half
interference of the two beams will generate the original
s N,

at different axial positions. Those decrypted images

mirrors, thereafter the

plaintexts, which are denoted as f} ,k=1,2,

could be directly accepted by Charge Coupled Device
(CCD). Tt should be emphasized that when the
identical two DPEs are illuminated by another parallel
light beam with a wavelength of A,, as shown in
Fig. 1(b), another group of original plaintexts f} ,k=
1,2,++,N* could be obtained.

dh
di
I n dit
] i
A i
AN [ (N SN
— i
DPE, M gh S fh fi
= DPE,
A
(a) Wavelength is A1
dj2
d{‘l
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- i
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DPE, | &" fl’lz f;z f:z
— DPE,
A2
(b) Wavelength is 4,

Fig. 1 Schematic of the optical decryption system
Compared with the decryption process, the
encryption process is not so straightforward and could
only be implemented with digital method. According to
the decryption process, the encryption task is to

encrypt the multiple target images into DPE, and
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DPE,. So we propose to separate the encryption task
into two steps. First of all, for each A, (i=1,2), we
encrypt the corresponding plaintexts into two phase
distributions by position multiplexing. Secondly, the
four obtained phase distributions are merged into two
DPEs (DPE, and DPE,) by wavelength multiplexing.
These two steps are described in detail in Subsection
1. 1.1 and Subsection 1. 1. 2 below.
1.1.1
As the first encryption step for both A, and A, is

Position multiplexing process in the IBE scheme

similar, we also only describe the position-multiplexing
encryption process of plaintext f} ,k=1,2,++,N" that
associated with A, .

Let the function f} (x,,y,) represent the intensity
distribution of the A" target image. We can create a

new function expressed as

o (x,sy.) =/ fo (2, 5y,) exp [j2nrand(x,,y,) ] (1)
where rand (x,, y,) denotes a random distribution
between 0 and 1. Then we calculate the inverse Fresnel
propagation of this complex image with a distance d,
and have

gv (x ) =FrT, [ fi (x50 s —dy ] 2)
where FrT, represents the Fresnel transform with

[4]

respect to A", Then we can superpose these g, (x,y)

to form an intermediate function

¢ (=S (o) (3)
Moreover, From Fig. 1(a) we can obtain

g (o) =M} (x;yy) +My (x5 9]

* h(a; sy 0% A0) (4)

where

i2nl
exp (T jn(x;+y,)
BV Y

represents the point pulse function of the Fresnel

}L(1',7y17[9A): ] (5)

transform. M} (zx;,y,) and M}y (x,,y,) represent the
phase distribution introduced by DPE, and DPE,,
respectively. * indicates the convolution operation and
[* represents the distance between the phase masks and
the plane where locates g(x,y). With the approach
illustrated in Ref. [147], we could finally obtain the
phase distributions of DPE, and DPE, as

M} =arg(D" ) —arccos [abs(D") /2] (6)

My =arg[ D" —exp (iM}) ] (7
where D" =F '"{F[g" (2, WI/FLh(xisy, s " s A1},
and F and F~! denote the Fourier transform and inverse
Fourier transform, respectively. Similarly, for the
wavelength of A,, we could also get two phase
distributions, which contain the information of the
plaintext f (x,sv,)s k=1,++, N.

M} =arg(D" ) —arccos[ abs(D"*) /2] (8)

My =arg[ D* —exp (iM¥)] 9

Flg* (x.,y)] )

Flh(a vy, 0% 20"

where D* =F ' {

1.1.2 Wavelength multiplexing

Now we have two phase distributions M} and Mpy
for A, and another two phase distributions M} and M3
for A,. However, there are only two DPEs according to
the decryption principle. Is it possible to generated two
designated phase distributions (e. g. M} and M} ) with
the identical DPE for A, and A,? Niu et al. has
demonstrated that the answer is yes™”. It is worth
recalling the fact that the phase distribution of a DPE is
a function of the height distribution, the refractive
index as well as the wavelength. If we denote the
surface height distribution of DPE, as h,, the phase
distribution with respect to A, can be mathematically
expressed as

M: :%E"”l )~ 1], (10)
where n(},) denotes the refractive index of DPE, for
Ai. For the phase retardation for A, with the identical
DPE, is expected to be M} , we can similarly obtain

My =2 =10 (1D
where n(},) denotes the refractive index of DPE, with
respect to A,. Apparently, it is hard to fulfill Eq. (10)
and Eq. (11) simultaneously, because M} and M} are
completely independent with each other. Considering
that M} and M) are both phase distributions, the
addition of an integral number of 27 to them does not
affect the decryption results. Therefore, if we carefully
select two integers P and Q, Eq. (12) may be satisfied
which is expreesed as

My +2Px _ __ Mp+2Qn
hl_27-([71(/11)_1]/11:27([77(/12)_1]/\2 (12)
In other words, the height distribution of DPE,

could be obtained if we make the two items in right of

Eq. (12) as close as possible to each other by varying
P and Q simultaneously. If we calculate in such a way
that we assure the phase retardation of DPE, for A, is
exactly equal to M}, then there will be inevitable
errors between the phase retardation of DPE, for A, and
M} . However, these errors would become negligible if
the value scope of P and Q is large enough. Thereafter
we can identify the height distribution of DPE, for
realization of M} and M} with a similar procedure.
1.2 The decryption process

The optical architecture for decryption has already
been illustrated in Fig. 1. From the encryption principle
it is easy to know that the decryption process for A, and
A, are similar. Thus we also take only the decryption
process with A, for example to mathematically interpret
the decryption process, which is shown in Fig. 1(a).
By a similar deduction with the approach described in
Ref. [247], we can reconstruct the £" decrypted image

at the output expressed as follows

0310004~ 3
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}2‘(f,,,y,)):fi‘(xo,y‘,)Jrni‘(xO,yO) (13)
where
ny (2, ,5,) = gnf,' (Zys3,) =
SECT, (BT, [ Gy —dy Jsdi ) (1)
It could be seen from Eq. (13) that the actual
retrieved image includes the desired primary image plus
an annoying noise ny (x,, y,). Fortunately, it was
shown in a previous study that the original image could
be well reconstructed if we sufficiently increasing the
distance mismatch d}, = | dy —d% | to render n} (x,,y,)

[24]

down to random noise*"". In fact, this is also the basic

principle for position multiplexing.
2 Simulation results and discussions

Numerical simulations are performed for showing
the validity of the encryption scheme. First of all,
eight binary images of size 512X 512 pixels, which are

\o g
RKEER

B &N

Fa PRV

(a) First image

with 4, with 4, with 4, with 4,

(b) Second image (c) Third image (d) Fourth image (e) First image

shown in Fig. 2, are introduced into the encryption
scheme. They are further divided into two groups for
encryption: the first group of Figs. 2(a) ~ (d) and the
second group of Figs. 2(e) ~(h). By use of the method
described in Subsection 1. 1, the two groups of images
are firstly encrypted by position multiplexing with A,
and A,

illuminating light are set as A, =632. 8 nm and A, =

respectively.  The wavelengths of the
555 nm. For brevity, the distances {* and [* are both
equal to 50mm and the axial distances are set as d} =
dy =50 mm, dy =dy =50 mm, dy =d% =110 mm,
and dy =d} =140 mm. The analytically obtained four
phase distributions are shown in Figs. 3 (a) ~ (d).
Among them the phase distributions of M} and M} are
shown in Fig. 3(a) and Fig. 3(b) while that of M} and
M are shown in Fig. 3(¢) and Fig. 3(d) , respectively.

(f) Second image  (g) Third image (h) Fourth image

with 4, with 4, with 4, with ,

Fig. 2 The primary images for encryption

(@) Mi (b) M (c) Mo

(d) M2

(f) DPE,

(e) DPE,

Fig. 3 The analytically obtained phase masks

Then by aid of Eq. (12), we could identify the
final ciphertexts, namely the height distribution of
DPE, for generalization of M} and M}y and the height
distribution of DPE, for generalization of M} and My ,
which are displayed in Fig. 3 (e) and Fig. 3 ({),
respectively. It should be emphasized we limit the
values of P and Q to be integers between 0 and 8 in
simulations. The reconstructed images with DPE, and
DPE, as well as correct parameters are shown in Fig. 4,
where Figs. 4(a) ~(d) correspond to A; and Figs. 4(e)
~ (h) correspond to A,. It is obvious that the original
plaintexts are successfully retrieved, although they
suffer from some degradation in quality as a result of
cross talk. The decryption results with incorrect DPE,
and DPE, but correct wavelengths A; and A,, from
which one can get no information about the primary
images, are shown in Fig. 5. To objectively estimate
these decryption results, we calculate the correlation
coefficient (CC) between the recovered image | f, (x, s

y,) | and the primary image f,(x,,y,). It is defined as

E(f—EWDMILILI—EULDD
VEILf—EOTVEL S —EC £ DT

where E[ + ] is the expectation value. The coordinates

CC= (15)

are omitted here for brevity.

The corresponding CCs for Figs. 4 (a) ~ (d) are
0.648 2, 0.6558, 0.612 1, and 0. 634 0, respectively.
By comparison, the CCs for Figs. 4 (e) ~ (h) are
0.444 3, 0.473 0, 0.443 1, and 0. 396 8, respectively.
It can be found that the decryption results with A, have
lower quality than that with A,. This is because of the
reason stated in Subsection 1. 1. Namely, since the
integer P and Q are limited between 0 and 8, the phase
retardations generated by the DPE, and DPE, with 2,
are not equal to the ideal phase distribution My and M;
analytically computed with Eq. (8) and Eq. (9).
However, the quality of the retrieved images with A, is
still not satisfied due to the low values of CC. In
could be dealt with by
postprocessing the directly decrypted images with a

factual, this problem

0310004~ 4
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low-pass filter, e. g. a median filter. The decrypted
images are presented in Figs. 6(a) ~ (h) when a median

filter with 4 X 4 neighborhood is adopted, and the

corresponding CC values for Figs. 6 C(a) ~ (h) are
0.890 9, 0.890 6, 0.864 8, 0.891 3, 0.818 5, 0.830 1,
0.812 0, and 0. 772 8, respectively.

(a) First decryption (b) Second decryption (c) Third decryption (d) Fourth decryption () First decryption (f) Second decryption (g) Third decryption (h) Fourth decryption
with 4, with 4, with 4, with 4, with 4, with 4, with 4, with 4,

Fig. 4 Decryption results by use of the correct DPEs

(a) First decryption (b) Second decryption (c) Third decryption (d) Fourth decryption (e) First decryption (f) Second decryption (g) Third decryption (h) Fourth decryption
with 4, with 4, with 4, with 1, with 4, with 4, with 4, with 4,

Fig. 5 Decryption results by the use of the incorrect DPEs

SHAFEAKR J OPTICS Security

B &=

Fa PR Bz

(a) First decryption (b) Second decryption (c) Third decryption (d) Fourth decryption () First decryption (f) Second decryption (g) Third decryption (h) Fourth decryption

with 4, with 4, with 4, with 4, with 4, with 4, with 4, with 4,

Fig. 6 Decryption results by the use of the correct POMs with median filtering

During data storage or transmission, the DPEs
may be contaminated, and robustness against noise is
further tested. To test the reconstruction of the
primary image in the presence of multiplicative input
noise, we multiply the DPEs by a realization of the
random white noise that uniformly distributed in [0;
a]s where « is a positive number. For brevity, only the
decryption results corresponding to Fig. 2 (a) are
presented. The decoded images are shown in Figs. 7(a)
and 7(b) when o takes the values of 0. 01 and 0. 1,
respectively. We also test the robustness of the
proposed method against occlusion attack. Figs. 7 (c)
and 7 (d) show the decrypted images when 30% and
50% occlusions exist at the DPEs. it can be seen From
Fig. 7 that the proposal is highly robust against noise
attacks but a little vulnerable to occlusion attacks.
Therefore it is important to prevent the DPEs from

occlusion attack during storage or transmission of them.

(a) a=0.01 (b) 0=0.1 (¢) 30% occlude (d) 50% occluded
Fig. 7 Robustness of the proposal against attacks

For multiple-image encryption, the multiplexing

capacity is considered to be an important index for

evaluating the encryption system. It is referred as to

the maximum number N,, of the total encrypted
images that the system can tolerate. Since the proposed
method includes both wavelength multiplexing and
position multiplexing, then if we denote N%, and N%,.
the position multiplexing capacity corresponding to A,
and A, , the total multiplexing capacity of the proposed
encryption system should be

N = Niioe + N (16)

It has been shown in the previous work devoted by
Qin"** that the position multiplexing capacity could be
determined by introducing the correlation coefficient.
Here we employ a similar approach to analyze the
proposed proposal with simulation. In this simulation,
the same images shown in Fig. 2(a) are encrypted with
a fixed /* =50 mm,i=1,2 and variable dy =50+ 30(k
—Dmm, #=1,2,++,N*. Then the behavior of the
correlation coefficient versus the total number N* of
the encrypted images recorded with in the two DPEs is
drawn in Fig. 8.

If we set a threshold value CC= 0. 7 to judge
whether the original image is successfully retrieved, it
could be seen from Fig. 8 the position multiplexing
capacity is N% =3 for A, and N%,_ =1 for ), in case of
no postprocessing, and the total capacity of the
proposalis N,.. = 4 . However , the two number will
become N4, =9 and N%,. =5 while applying median
filtering to the decrypted images , in this case the total

0310004-5



D/ R S 4

1.0
A
A
A |
) A "
0.8 A 1
A
° A
F N
Q0.6 *
o - P
® Original ° ®
A Filtered ° ]
0.4 A
®
1 2 3 4 5 6 7 8 9 10
N
(a) N=N1
1.0
S
¢ A
A
0.8 A
A
° A
0.6 4
8 ° a
°
0.4 °
* .
02 | @ Original ® e
A Filtered
0
1 2 3 4 5 6 7 8 9 10
N
(b) N=N~

Fig. 8 Behavior of CC versus N
capacity of the proposal is up to N, = 14, which is
large enough for actual applications.

As a matter of course, one may expect this
technique can also be adopted to multiplex three or
more wavelengths in a single scheme so the
multiplexing capacity could be further improved.
However, this goal could hardly be approached.
distribution =~ Mp

corresponding a third wavelength A, is obtained from a

Assuming that another phase
similar process with the acquisition of M} and My , and
one want to multiplex the three wavelengths by using
the aforementioned method, he must find three

integers P, Q and R which are determined by

o MitePx  Mi+2Qr
" 27O — 1Y T 2l — 10
M +2Qn

ol n(a) — 1% (o

However, from a mathematical point of view, it
will be much more difficulty to identify the three
integers P, Q and R that make the equation true.

Advantages of the proposed optical encoding
system compared to previous work can be briefly
follows: 1)

implementation, the encryption process is completely

enumerated  as simplicity of the
free from iterative algorithm and the decryption process
can be performed in a pure optical manner, therefore
suitable for high image

the proposal is speed

encryption; 2)high encryption capacity, compared with

some previous multiple-image encryption methods™'""",

the encryption capacity of our approach is significantly
enhanced due to the employment of two multiplexing

techniques.

3 Conclusions

In conclusion, a novel method for multiple-image
hiding by combination of position multiplexing and
wavelength multiplexing has been proposed. The
encryption process should be implemented in a digital
manner, while the decryption process can be carried
out in a pure optical manner or a digital manner. With
the proposed system one can analytically hide multiple
images into only two diffractive phase elements. The
encryption capacity is greatly enhanced compared with
previous devoted approach which utilizes only one
multiplexing technique in a single encryption system.
The feasibility and effectiveness of the proposal have
been verified by computer simulations.
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