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Fig. 1 Transmission model of multi-user quantum

signaling tree topology
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Fig. 2 Single photon polarization
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Fig. 3 Trojan horses attack process
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Fig. 4 Two groups of orthogonal basis
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Fig. 5 General transmission model of multi-user quantum

signaling tree topology
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Damage Model of Quantum Signaling of Multi-user Based on Malicious
Attack and Repair Strategy

LI Chao, NIE Min
(School of Communication and Information Engineering , Xi'an University of Posts and Telecommunications ,
Xi'an 710061, China)

Abstract: A quantum signaling tree transmission system of multi-user is presented, and the transmission
process of signaling is described. The damage model of Trojan horse attack to signaling in the transmission
process and the repair necessity are studied. The idea of quantum key distribution is introduced to the
safety of quantum signaling in direct communication, and non-orthogonal quantum states are analyzed to
overcome the problem of Trojan horse attack that will improve the safety of the signal transmission.
Quantum signaling tree transmission system of multi-user is improved, and a new general transmission
model of multi-user quantum signaling tree topology is presented. The result shows that repair strategy of
multi-user quantum signaling transmission system being attacked can effective detect the Trojan horse
attack, and increases distance of security transmission, to ensure the signaling transmission process safely
and effectively.

Key words: Multi-user quantum signaling; Signaling transfer; Tree topology; Trojan horse attack



