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ELSE

GOTO LABEL;

END IF

IF Message sequence is not new THEN

GOTO LABEL;

END IF

IF (Verify-Signature (PATH, PK) = TRUE) THEN
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L. S= Receive Label Set (| Node Label Set;

IF X” is free in L S THEN

Reservation \* Successfully;

ELSE

Send PATH ERR to up node for wavelength release;

END IF

Update PATH QoS Object like Adspec;

Forward PATH Message to down nodej;

/T WK TR RIS/

ELSE

GOTO LABEL;

END IF

LABEL.

Send security warning to local PDP

Decide whether send PATH ERR and terminate the

LightPath Setup or not;

END /" Hu:g5q /

Hrp, Find-PublicKey () 3 75 76 4 Hb £ 35 J o
RN, Verify-Signature ) Fn B r 2 4 56 41F.

3) M 075 & (Egress Node) g 3] PATH 7 &
J& AT 2) v i B A I ek AR A I g,



8 4 J B A L 45— Pl 25 ASON 42 420l i 57 th il 2073

AU SN W RR E  A T R AT IR A AT A IR 3
PRI A AT 28 3% He A L A5 0 O R R —
A28 PR TF IR 38 SUE R BRAE. a1y S gt ]
B C A A S % Adspec (PATH) . 25 [ I K . Rspec
GRS ZIATEH T 54 S5 B FE RESV I B
Hh T DT A5 ) R R

4) 24 v | S Y E I RESV I BUS L BR T 56
112> 2l i o o & I =2 A, T i G e 3 Y
Adspec(PATH) X £ & K% T/h T ACH K
4R E A PATH W 2 P # Adspec(PATH)
XFZAE R 3 K Adspec 1R 7] A8 J2& 2 ik 19 a1
SIEAT M. R GE i H RESV 4578 B9 9% K 28 11
H ) R (T 420 T R 1 K s 0 S IR D K
HEAT A8 S B A AR m K B 5 A 3ise i
P2, H )Y 05 ) i T R 1) R % RESV
ERR 79 &, 30 A1 05 05 00 I K 00 3% 12 1 57 2R
[Fi) B4 1R [l [ A2 1 ) LB 1 A T A O W U 1Y) g
JiK.

SYTEP AT SAL 52 — DA 2 A s H
ZANCE B R 2% W AR A — R, A DL
XEEICE Y TR B 2 & A IR Rk DA I
Z A~ RESV 14 B - B2 3X A~ 18] 15 g K Pk ik H —
A Rspec (RESV) fH iz K 1) RESV 4 8., I # & %
T R IR HEAT S O AR A

6) RESV JH B &BIE AL 5. it 5 O
HH ) 2 RN o A 0 e AR S o R S A LS A A
TUEA A5 I 18 B, B8 4 R 3 [ O 46 A 1 L
AL A I UEE A HAAAE TR S IR B A Y AR
S ) A ST 4 1 o' T B 2R AT B 1 A% L AR S R
AT R X W 1Y Rspec (RESV) I H B A28
YR IATECT 2 44 B FE RESV_CONFIRM {H &,
o IR T 28 RESV_CONFIRM JH B LA i 1) 5%
KA. H ] E s 2K B S X RESV_
CONFIRM 78 B 47 2) v i 2 Al i 0 5 K » 5 L
U # ) Rspec(RESV) M L 2% K FHET A
O & 4 biF iy # /8 RESV 5 & ' 19 Rspec
(RESV) X GAA. A5 D A 38 8 U & 3% 7 450 8. 4
AR ML SR P e oy, i Ok B E R A/ & A
RESV CONFIRM i B 5% % 3% % 9 9% 81 (1) Tear 74
B AR S WAk S K A E TR

1R W K T RR SR T 4 A e i ST R
P Horp, ac e SR A L SRR IS s T R
. Horft RESV.CONFIRM ¥ & % B A& 15 47 7€ Tl §4
HIFE.

Engress node
I

Ingress node

! Path :
T

|
I
Path :
|

| !
.1 PATH_ERR | /:

--------- I
- RESV(1) |
I |
PATH_ERR | ESV( 1)l
[

|

|

|

|

|

|

|

| |
! P I
: : PATH_ERRs : -------------------- = :
I RESV_ERR
|

|

|

|

|

| RESV(1) l/:
/ :

RESV( 1)

|

RESV(4) | :
| |
|

|

: |
LT _ LRESV_CONF |
|

|

.................... -
A g ) D
H1 %AkBRILE

Fig. 1 Secure lightpath establishment process
2 RENBEILHIUSN

KX SLEP Bl 22 4 | i 8] 52 4% B A
B IR AT AT

D) %A L5 Bt

O E A . SLEP 5l 1 %5 14 & b AR A8 X 4
EORENSE RS & S TN E R oAl N R ]
R T B B e B R AT T R e B AR A

QP 1k R Y s )% AT . SLEP ff J T XF
B A AR X G2 S S L A AL B Lk P AR
X E 2 QoS S i (W R B R AIE K P I 45 AR AT Ay
BIIR 5.

QAR AP 38 2ok 3 380 2 ¥ 51 5 4 L aT By
1IE RSVP-TE 1§ & 1% # i gt

@By ik h A ] TR TR E AT
T B IR IAUERLE] AT 8 IA T Bk B E R Y k3% 7.

2) SRR P51 H

(1) i) &2 2% i

W Ny ASON H i35 s B0 n Sy AR
RUBES AT X O B A B S BkE. L K
PATH 1 B 28 I i 50 T g g b 42—
Bk i B4 S ) T, A9 PN BRI ) Ak B ]
A0 3 3k R 1 1 X Ak 3R R] A 5 B A 4 B T
B D se S N B R AR O T R R L, X B
BB a5 0 BT 25 4 2o AR T 2 4 BRI L R ) T B
() AH ). 33X RE  — AN Y 7 JIr i B ] T R 3 B
A% iy BRF 18] 017 2, Ak BRI [1] 22

638 % 7 i [a]. SLEP 14 ' 3 % 5 4 8 7
E T=Q2XN—2)XT,+@2XN—1)XT,,l—
YA A R R e 17 5k AR AT R B 58 O B 0 L Ol
R B KT T= QX N—2) X T, +(2XN—
DXT,+(N—2)X2X(L—2)X T,+(N—2) X
2X(L—2)XT,=(UXNXL—2XN—4XL+6)X



2074 T

¥ 4 38 %

T+ UXNXL=2XN—4XL+7)XT,.

@ Uil K B[] 35 n Sy B 00a] AR X G 1 0%
PV N E RN O ¥ S S v 8 T b O
ZNZS GG R E] T= QX N—2—1) X T,
+QXN=n) XT,, B RBHE B BEEE T AN
FT— A1 S5 A AT LR 0t 2 3 a5l B i
A5 20 A T A O A8 5 52 1 P 2 D e o A
BpfE] T<<T.+ T, BDAE T — 4> 5000 B0k 46 0 5
SRR oL o A

K T, F T, $30Gevt G i TS5 i e) . B oA o
JIT LA SLEP Y3 % 8 37 (1) i 18] 42 2% 3 R g o 6 0 i) i
[ 2% B2 OND JLH N Ry 2% rfys s A4

CANEPS=F/; S

B T SLEP 543 FIH T Jii i RSVP-TE {54
W B S B WA S A A 15 AT 8, U R
EATH BT TY R T AEAS A A GRS, 5
J# k) RSVP-TE #f L, 300 B 52 2% B2 R FE AR 5
5 it (AR G % A 48 3 b A p U AT T OSPE-TE
B i 9 PKLSA #2350, th F PKLSA FlFH T
OSPF-TE {4 Bz Bt iy 45 A, X AR 9 25 PKLSA 74
BB EREZE LN ONY) , Hrh N Jy /2y
SRS E R I B ACH B A B N AR R RS L H
H T PKLSA [k i% f 8 50 B 245 5K 2l 22 i, BF
DA X 1] AR IE ' I 22 4 ST 0 9 45 Sk 1L G it
M IH BB 2% B AT DA% AZ 1.

3 XBWEERSH

3.1 XWEE

T W UE B UL A R AT NS-2H T
# T —4 ASON 1jj B F & . SLEP Hhill #£ GMPLS
RSVP-TE | ¥ J¢ 5 3, #& i Pp i R I GMPLS
OSPF-TE, 7 H F# I T PKLSA #3C. 739k, %
L XA B AR E CAZ L1 APIE
B ER A E#E B CERNET 1 4 4 b
G AL 6 HEAE SR B IR W RO PA S A o 3 T ORI )
T A B A 45 67 R B % JR 2% (Erlang).
25T A Z IR ST A B LK BOh 16, 0% K
P& 2. 5Gbps. W% [F] Bf 5 B 2 > Bedi 5 804 i R
T 54 1H B ME R E 2 QoS S i B EITH.
3.2 XBRERRESM

BT LAWK E, KA1 5 T SLEP Fiffi A
4 22 AL 1 RSVP-TE f£ % 4 L %€ % @ i
bE vl 1 I PR S S N A R G X B R B R
B RJR T4 1500 A% Hz gt 7 o A 1 45

1) % B 26 %

Kl 2 45 T SLEP #il RSVP-TE - # i 4 fH ¢

R P 2 R A R 2. T LR L BEE 9 2% 1
A IGTIN  TR l 22 2 P AL % i BHL ZE A AR AR AE BT
{HJE RSVP-TE 5| & 1 - 24 3% #2 fHL & R0 8 & T
SLEP. —J7 [l » ;X & [ 2 RSVP-TE #3515
R IEHER) QoS ZEEHEAT TR HE NN QoS
A B PR UE B 3% TR T 51 A B 2. 75— J7 ThT 7 K
IR A B A L SLEP 1 3 KR 4 T 5 S st
RSVP-TE J5Uf B J5 ) 25 IR 3¢ 1 B 1 6 T 5K g o
L /I T PR R R R =2 T 5 | 3 4 L 2 ) AR .

2.5

. —+— SLEP
& | —=— RSVP-TE
s 2 e
£ e i
= 1.5 '
2
ERRI p
o i -~
2
2005 s
— ;51*’—7;""

0 Pl 1 1

1 1 1 1 1 1
0o 10 20 30 40 50 60 70 80 90
Network load/erl

W2 HBEMERLHALEARNX AR
Fig. 2 Blocking probability and network load

2) 1 % S I (]

34T SLEP #1 RSVP-TE X 5 % g 37
I [ B4 52 IR AT DA . B T 2 6 AR 48 o 7
2oy SR SR B g VAl T ¢ A N
SLEP ¥ 25 ¢ g 57 i 7] b RSVP-TE 24 3%
J& BB RSVP-TE () Hop-by-Hop {2 4 HL il
ok Y Ab BT B L SLEP 2K,

0.35

—+— SLEP
I —=— RSVP-TE

g
w

0.25

_<D
o Z o
—_— W 3]
T T T

Blocking probability

0.05F

OO 10 20 30 40 50 60 70 80 90

Network load/er1
B3 stEEsEraEg Mg RENXR

Fig. 3 Lightpath setup time and network load

IMEA B

Kl 4 417 SLEP fl RSVP-TE #9154 1l B
. AT LAE L FERIT B i SLEP 931 8 8 Bk w5 T
RSVP-TE, & J& A Ky iz 1791 1. SLEP 3§ /i 1 %
TR I PKLSA 4 B R G ACK 4 3C. {H Bl
BB AT R A2 K 23 PR IR B IR B i /b, RSVP-
TE Ji5 1) 52 #8159 7T fB M 38 R, B — A4S i B2 o7
WA BE L & T £ 19 RESV i #2, F LA RSVP-
TE 1) 8 714w T SLEP.



8 I JE B 45— Fh B AR ASON 42 4 5% B 38 7 il 2075

45000
40000 -
E 35000 [
= 30000 [0
=
;DZSOOO
= 20000
4 L
S 15000
10000
5000
1 1 1 1 1
00 10 20 30 40 50 60
Running time/min
B4 mATHEGEABEHEH XA

Fig. 4 Message number and running time

—— SLEP
—=— RSVP-TE

4 ZEig

X ASON St i % 37 5t A2 vh il e 77 75 1) %

A S s A SCHETR AW 5E B J5 76 1 BE Atk 1 38 20 i

it SDS/CD J5 ik AR 1 — Ot N 45 22 406 B 57

PP SLEP. 847 5 K 43l 0, 5 {1 [ A 22 42 4L

il i) GMPLS RSVP-TE # [t . i5 17 SLEP 1Y K58

I 0 25 FLAT BTG 110 i 4 L 8 MG 48 L 05 1 Ot il Jg At

7R R] o [ Esf 2 ) P % A B A AR R T B 2

5%

[1] ITU-T Recommendation G8080/Y1034. Architecture for the
automatically switched optical network (ASON)[S], 2001.

[2] BERGER L. Generalized Multi-Protocol Label Switching
(GMPLS) Signaling Resource Reservation Protocol-Traffic
Engineering (RSVP-TE) Extensions[ S]. IETF RFC 3473,
January 2003.

[3] KATZ D, KOMPELLA K, YEUNG D. Traffic Engineering
(TE) Extensions to OSPF Version 2 [ S]. RFC 3630,
September 2003.

[4] MANNIE E. Generalized Multi-Protocol Label Switching
(GMPLS) Architecture [ S]. RFC 3945, May 2002,
[5] BAKER F, LINDELL B, TALWAR M. RSVP
Cryptographic Authentication[ S]. RFC 2747, January 2000.

[6] WUTL, WUSF, GONG F M. Securing QoS: Threats to
RSVP Messages and Their Countermeasures [ C]. Proc of
IWQoS., IEEE, 1999, 62-64.

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

TALWAR V, NAHRSTEDT K, GONG F. RSVP-SQOS: a
secure RSVP protocol [ CJ. Proc of IEEE International
Con ference on Multimedia and Expo (ICME2001), Tokyo,
2001, 579-582.
HANNES T, RICHARD G. RSVP Security Properties[ S].
RFC 4230, 2005.
ZHIJ, LUNG C H, XU X, etal. Securing RSVP and RSVP-
TE signaling protocols and their performance study[ C]. Proc
of Information Technology Research and Education, IEEE.,
2005, 90-94.
XIA ZY, HU Y A. Extending RSVP for quality of security
service [ J]. IEEE Internet Computing, 2006, 10(2);: 51-
57.
FANG L. BEHRINGER M. CALLON R, er al. Security
Framework for MPLS and GMPLS Networks[ S]. draft-ietf-mpls-
mpls-and-gmpls-security-framework-02. txt, February 2008.
DENG Yu, ZHAO Lei, XIE Jie-lan, et al. Research of
Resource Reservation Schemes of RSVP-TE in ASON[]J].
Acta Photonica Sinica, 2007, 36(10):1849~1852.
A, AT WG K 4. ASON {54 Bp i RSVP-TE H %t 5 il
BRI T[] ). ST 24, 2007, 36(10):1849-1852.
LIU ji-min, ZENG Qing-ji,» LUO Xuan, et al. An efficient
signaling protocol for distributed-controlled optical network
[J]. Acta Photonica Sinica, 2004, 33(9).:1104- 1107.
XUAKR . 8 PRTE, B, . 4 A 24 OE P 2% i — s AL
fEA BT JeTF 24, 2004, 33(9):1104-1107.
PAN Deng, QI Zhi-gang, ZHAO Ji-jun, et al. A new
dynamic wavelength assignment algorithm: load equalization
algorithm [J]. Acta Photonica Sinica, 2003, 32(6): 710~
713.
WAk, FraEN. Ak, L —Fh S G fr B Y 3 Ak
SAEH T eFFR, 2003, 32(6) :710- 713,
SUN Wei-giang, HONG Pei-lin, LI Jin-sheng, et al. CLEP-
A new lightpath establishment protocol in all optical
networks[ J . Acta electronica sinica, 2004, 32(2): 254-
258.
PO, BEORIE . EHE . %5 CLEP —— MUl 19 46 M 45t
BEESLYPLT]. MR, 2004, 32(2): 254-258.
MURPHY S, BADGER M, WELLINGTON B, OSPF with
Digital Signatures [S]. RFC 2154, June 1997.
Network Simulator 2 [EB/OL]. , http://www. isi. edu/.



2076 T o 38 &

An Efficient Secure Lightpath Establishment Protocol in ASON

ZHOU Xian-wei, WU Qi-wu, WANG Jian-ping, WANG Li-na, SUN Yong
(Department o f Communication Engineering , School of Information Engineering , University

of Science and Technology Beijing , Beijing 100083, China)

Abstract: To the point of security threats against lightpath establishment process in ASON, an efficient
secure lightpath establishment protocol is presented. This protocol uses integrated strategy of wavelength
reservation, and makes use of digital signature and message feedback security mechanisms to protect the
integrity of important object in GMPLS RSVP-TE message and prevent malicious or selfish actions from
inner node. In addition, in view of the close coupling character of routing and signaling module in ASON,
this protocol adopts PKLSA message of OSPF-TE to distribute node’s public key certificate which the
lightpath establishment protocol demanded. Through simulation experiment and analysis, it is proved that
this protocol can ensure the security of lightpath establishment, and has better performance than the old
RSVP-TE protocol in terms of connection block probability, lightpath connection setup time and message
overhead.

Key words: ASON; RSVP-TE; Security threat; Key management;Secure lightpath establishment protocol.
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