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Fig. 3 Dumbbell kernel architecture and internal and inter-core information flow exchange diagram
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Table 4 Experimental results of CPU platform and CPU/FPGA heterogeneous platform at different code rates

® CPU CPU/FPGA

R /dB A /8 Syt /(bites ) Rq /dB A /8 Syt /(bites )
0.1 0.15 3.9544 50. 58 0.15 0. 9858 202. 88
0.2 0.33 4.4656 44.79 0.33 1.1108 180. 05
0.3 0.54 5. 8448 34.22 0.55 1.3223 151. 25
0.4 0.79 9.9538 20.09 0.81 2.0494 97.59
0.5 1.38 14.1742 14.11 1.43 2.8578 69.98
0.6 2.42 17.7690 11. 26 2.49 3.4542 57.90
0.7 4.67 18.2994 10.93 4.80 3.5741 55.96

%5 WEALFE CPUM CPU/FPGA £ % #1341
Table 5 Comparison of key quantity between CPU platform and CPU/FPGA platform at different code rates
CPU CPU/FPGA

R Ry /dB B8 /% R,y /(kbit*s™) Dy, /km Ry /dB B/% Ry /(kbit's V) Dy,./km
0.1 0.15 99.19 19.08 49. 25 0.15 99.19 19.08 49. 25
0.2 0.33 97.22 14.29 48. 35 0.33 97.22 14. 29 48. 35
0.3 0.54 96. 32 12.09 47. 30 0.55 94.90 8.62 47.25
0.4 0.79 95.24 9.46 46. 05 0.81 93.46 5.11 45.95
0.5 1.38 79.94 —27.85 43.10 1.43 78.07 —32.41 42.85
0.6 2.42 67. 64 —57.82 37.90 2.49 66. 55 —60.49 37.55
0.7 4.67 55.93 —86.39 26.65 4.80 55.20 —88.15 26.00

6 XF H T [ AR FH OpenCL S AGHESE | A GPU
Sy 0 5 A AT RO DR R A SR B 4 R . R 6 mT A,
FEN] BRAS L AT T, DL FPGA SN i 25 1) 5%
WG ERAAE L Z RIS RO LB T LGPU N

IR B A B A L RS 0. 3 PR A B R A
F GPU B AW 265 0L o X R A6 FR 0L AL A N A7 AR
AT B T FPGA RIS PERE . o T SCHR[ 23 1A% %
AR L F 0. 3, JE ot HA R ARAE R A P R R

6 WFEAFN CPU/GPU M CPU/FPGA 54 & 1 52 55 45 7
Table 6 Experimental results of CPU/GPU and CPU/FPGA heterogeneous platforms at different code rates

" CPU/GPU CPU/FPGA
Ry /dB A /8 Syes /(kbites ) Ry /dB A /5 Syt /(kbites )
0.3 0.55 2.84 70. 42 0.55 1.3223 151.25
0.4 1.00 2.90 68.97 0.81 2.0494 97.59
6 4t i 2%, 1 OpenCLHEZR#E T CPU/FPGA R4 . 1E
Zh @

EF X CV-QKD $ Wi 18 38 {5 B 2 K (%) [m] 851, >R
SR 5 2 A PR B SR I A PR
B LDPC 85 1E S 20 4 65, \ 4k BCHE B 52 1 g Bl

5 %F FPGA B985 5% OpenCLACHS #E47 T — ZR 511k
J5 R R T T 116.72% , 355 97. 59 kbit-s !, H
G IO b 0 B T B K, AT GA 56 90 5 W 4% =X PN A 2R K
D Ui AT AR AT R T 4290 B MERE . AE A [
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BTSRRI 4R 3 B4 DI A R R TR R SR T\ 4
Bt P R Bk 0 SCRR [ 24 1 59 8. 245 . AR AL R
AR RS X A ] A 4 AN [R]85 32 (9 5 2 7E CPU fTFPGA
SA G oy B AT B 45 R R R R B IR AT
J S 5 B R R — CPUE AW 41500 F . £
PR AE R IZ 4 % A I i 42~ i 19 CPU/FPGA 5
FSF 5 B B R G R B g TR S R A CPUY/
GPU R M5

WA ik ] DL i 4k LDPC % /Y B2 23 A 3k 1

Z R LDPC RS e 32 i Ph R L RE . 8 2 4R 5
PRI e, SRR SR 9 T LA RAS: SR A M BIAE MR EE L A
T35 R A i L
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Abstract

Objective Quantum key distribution (QKD) is the earliest practical technology in the field of quantum communication,
which has absolute security in theory. There are two kinds of QKD systems according to their source encoding dimensions:
continuous-variable QKD (CV-QKD) and discrete-variable QKD (DV-QKD). Compared with DV-QKD, CV-QKD
systems have such advantages: 1) modulation and decoding of CVs do not require special devices and can be implemented
effectively by standard telecommunication networks; 2) the detection efficiency of homodyne or heterodyne detector used
by CV-QKD is higher than that of the single-photon detector used by DV-QKD at room temperatures. Shannon’s theorem
suggests that the longer code length suffices for a more stable performance. Therefore, the CV-QKD system generally
adopts great code length, and the number of optical pulses involved in data reconciliation reaches 10°. However, such a
long block length brings about a much high calculated quantity. This inevitably results in a low speed of data
reconciliation, which restricts the throughput and the key rates of the CV-QKD system. Given this, the paper adopts
hardware devices to accelerate the decoding process. Open computing language (OpenCL) can process data at high speed
by means of parallel computation. FPGA is highly parallel and can achieve high performance with ultra-low power

consumption. Therefore, the combination of OpenCIL and FPGA for accelerated computing becomes a good solution.

Methods To tackle the problem of low computing speed of data reconciliation in the current continuous variable quantum
key distribution system, this paper proposes an eight-dimensional data reconciliation algorithm by adopting a high-
performance FPGA board as the acceleration device on the OpenCL heterogeneous computing framework. According to
the characteristics of FPGA, the algorithm is optimized as follows. 1) The expression of for loops is optimized so that the
OpenCL compiler can better understand the intention of the designer to generate a more effective FPGA hardware
structure. 2) Memory optimization: according to the characteristics of the belief propagation algorithm for low-density
parity-check code (LDPC) decoding, a dumbbell-type core architecture and information transmission mode within and
between cores is designed. 3) Aggregated access data read pattern is applied to reduce the number of parallel work items.
The program written in OpenCL after the above optimization has also achieved good performance. Then, simulations are
performed with the optimized algorithm on a CPU/FPGA heterogeneous platform. The results are compared with the

experimental results of the CPU platform.

Results and Discussions The simulation results show that when the code length is 2> 10’ bit, the reconciliation speed
after optimization is 2. 17 times that before optimization. The reconciliation speed using parallel acceleration in OpenCL/
FPGA heterogeneous platform is more than 4 times that in the single CPU platform (Fig. 4). As the code rate increases,
the signal noise ratio (SNR) asymptotic threshold RSN increases and the reconciliation speed decreases (Fig. 4). This is
because the number of rows of the check matrix declines after the code rate increases, namely that the number of check
nodes reduces, and a higher SNR is required to complete the decoding. The same reason leads to more iterations required
for higher code rates, longer average reconciliation time, and lower reconciliation speed. The increase in reconciliation
speed only makes sense if it ensures that the security key can be obtained. When the code rate is 0.1-0.4, the
reconciliation efficiency 2 is higher than 95% and the security key can be obtained (Fig. 5). The multi-dimensional
reconciliation algorithm requires high precision for floating-point numbers, and FPGA uses a variety of approximations in
its implementation, which reducing the complexity of the implementation at the expense of computational accuracy. This
leads to a higher SNR asymptotic threshold and lower reconciliation efficiency with the heterogeneous scheme. After
optimizing the algorithm, the reconciliation speed of the FPGA-accelerated device already exceeds that of the GPU-
accelerated device (Fig. 6). This is because loop optimization and memory optimization can significantly improve FPGA

decoding performance.

Conclusions To address the problem of slow computing speed of data reconciliation in CV-QKD systems, heterogeneous
computing is adopted to accelerate decoding. The reconciliation system takes LDPC codes close to the Shannon limit as

the error correction codes and the eight-dimensional data reconciliation algorithm as the reconciliation scheme. A CPU/
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FPGA heterogeneous platform is built with the OpenCL framework. After a series of optimizations of the OpenCL code
based on the characteristics of the FPGA, the reconciliation speed is increased by 116.72% to 97.59 kbit/s. The loop
optimization provides the largest improvement of up to 56% , while the dumbbell-type core architecture can also improve
performance by nearly 42% by reducing access memory consumption. Simulations are performed at different code rates on
CPU and FPGA heterogeneous platforms separately. The results show that the reconciliation speed using the parallel
acceleration of heterogeneous platforms is more than 4 times that of single CPU platforms. The reconciliation speed of
CPU/FPGA heterogeneous platforms has exceeded that of CPU/GPU heterogeneous platforms while ensuring that a

security key can be obtained.

Key words quantum optics; quantum key distribution; multidimensional reconciliation; OpenCL; FPGA; LDPC code
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