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Abstract In order to realize the real-time, secure, and high-speed post-processing for quantum random number
generation, this work experimentally takes four independent high-frequency sideband modes from quantum vacuum noise
as entropy sources using balanced homodyne measurement. In addition, the paper performs four-channel parallel extraction
under a sampling rate of 240 MSa/s and 16-bit analog-to-digital conversion in each channel and achieves multiplex real-
time, and high-speed Toeplitz-Hash post-processing in a field programmable gate array (FPGA). The large-scale Toeplitz
matrix is decomposed, and multi-cycle distributed processing is performed to ensure the stable operation of hardware.
Furthermore, the paper investigates the hardware resource occupancy rate of secure post-processing with different matrix
sizes and channel numbers, and finally realizes four-channel Toeplitz-Hash post-processing with an FPGA logical resource
occupancy rate of 62% and quantum random number generation with a real-time rate of 10.44 Gbit/s. The cross
correlation and mutual information of quantum random numbers between every two channels are below 107* and 107°,
respectively, and the accumulatively generated quantum random numbers pass the NIST, Diehard, and TestUO1 tests.
Therefore, this work provides important support for the practical applications of quantum random numbers in high-speed
and secure communication.
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Fig. 1

Experimental setup of multiplex real-time quantum random number generation and post-processing based on quadrature

fluctuations of vacuum state
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Fig. 2 Measured power spectra of quantum shot noise of

vacuum state

B3 s o BT As i s /N ok B 10 A T 390 1Y) e /MEL
B 8-bit i IK K 5.576.5.274.5.510.5. 493, 4/ )i )
ot KRB 2> 9 R 7.965.7. 947 .7.978.7. 976, T iz 4%
T3 IR EUAY DU B TR R A R A B AL R

6
5
4
3
2
1
0
LR YU E S e s Qe g NS e g
EEEELHEEEE S8 ECAERS
SEESS"So88 SEEEET 8858
cBsSs . BHBH TS L. BVI
co " & 0990 §S8S~= & 23 3
E = EEEEE g & & &
00O P 0 O
§ ° BX¥sr s ° B&E
2 = =3 3 =" =
g £ 37 2 Z g
= = = = =

S UER S VWSS S S VSRS VNRNES S S S
8 280087 rSE38c8 2808k o883
E I BEBSAEEEE REERSAEEEE
S SEHSET S 888 SEAE8ET 2885
g LSt ©TEEd Z8SgL TEER
e 39 3, 29299 8 a O D90 D
£ £° ¢ EEEE e°T 2 ZEEE
B B WO > B WO >
2 = “ OAER 8 © S3ER
S 2 24 g g g4

s E = = 3 3

= s & = s 8
Test item

B3 DO IR A S B NS T RV Al 0 1 5
Fig. 3 Testresults of NIST entropy for four sub-source signals

3 LN R Ak Ak B

M & Toeplitz-Hash 5 & BRIt RE R MR WL
Toeplitz-Hash Ji7 &b 2 & — B 5 238 AT ik H A 477
SR Y 2 4 Ja A B AT A 05 B 4G T 51 o ORT T T
HARW 2 B S {5 B FE X DY B B2 M S
S0 DR G $E B, 7E B R FPGA w52 81 Toeplitz-Hash Jii &b
B, (B R HLABE Toeplitz i FE 22 245 A FRBTIR 9 FPGA 7
oK AR, SO KRR Toeplitz 55 B 3 17 35 43, A B
FIFH 2 B8 I147 5 b 38R R A6 R (R B U5 Y o5 2. o
& 4 fr 7R, fE FPGA v # 57 4 i 18 Ok X 2 A4~ 5 7 1l
T my A A AT e Ak B

7853 AL FPGA 1Y 2 B %% 5Ok fie It A6 & 1 Bl AL
7 %, PU3E B Toeplitz J5 Ab 38 25 14 HE 42 4n 5] 4 fr o

3.1

FRERIRE S 2 ADC s 1LJ5 #f A FPGA ¥ K HL %
Toeplitz 4 FE 47 50 4 155 B (SUB) RAAE 22 4~ i) 4 J] 39
A B E AT, ] IRE ) 5 A B CAND ) 40 % 3fe vk 2% | it
B R v R VR o R 5 R 4 s A SSOHE ), LR
ST (XOR) AR vk 45 8 B A 9 43 5 09 46 B Ak
PR g5 e o 5 5 f5 15 2 8 A Toeplitz 5 B A £2 B
o

Toeplitz-Hash % 42 J5 4b B 5 £ A 6 K 77 5%
22 R HGE 5, T 38 40 R FPGA B EF 5 1 IR 3.
= (D) PR, Bha Xy B Toeplitz 5 B hy B, &
— P A BE IG5 ADC 2 Ak B JR AR EL A AR 3R, IR X
AH I Y 45 AT AR, A5 B B 4 2 A B AL 1, R
b B BE Ry (4 SR AG T A 3 Tk R N v 5B B 45 T AT
x Xy

2327003-3



% 42% £ 23H1/2022 F 12 B/RFFR

AND 1 XOR 1

AND 2 XOR 2

AND 3 XOR 3

channel 1
SUB 1
channel 2
SUB 2
ADC input
channel 3
SUB 3
h: 14
channe SUB 4

AND 4 XOR 4

K14 Toeplitz J& &b B PU i 18 7 F B2 T HHEHE

Fig. 4 Procedure framework of four-channel Toeplitz post-processing

L, Lo Loty d, ay
Lyt Livy—s d, a

x|+ = , (1)
12 13 Lyy d, a,—1
4 L, e Z, d, a,

X, b, Logy—1 N Toeplitz IE%E"])E%y d,,
dZ"“ 9d‘\vy‘j ADC %’f’t}ﬁﬂgﬁﬁﬁ [:K"‘f’%:*; alvaza'“ 9a1y‘j

Toeplitz 5 Bf 4b HLJ5 9 &5 3 . T AR S 3 FH 1
Kentex-7 0% A B A & £ N 6 fig A 2%, I 1R,
X} F 576 X 768 1Y Toeplitz 4[4 , VU # J 4b B BT 75 (1) 7fe
BRI Y B s IR B Y Ry 353 JT IR JE Ak B 5 i
T b PRES T2y 71 7 AR N Kentex-7 — 3t HGE
PR LY 20 5 A FR A TR, PR TE Ik B SC B 576 X
768 B HE R K [ FUASE (1) 22 1% I A B

F 1 DU e Ak R R 0 S B AT IR LA S Ak A )

Table 1 Total operation number and processing cycle of four-channel post-processing before and after splitting matrix

Matrix 96 X 144 192X 256 384 X512 408X 544 456 X 608 576 X768
Pre-split 110592 393216 1572864 1775616 2217984 3538944
After-split 12288 24576 49152 52224 58368 73728
Processing cycle 9 16 34 38 48

R T PR UERE R RS A2 B AT, R UL Toeplitz 4
W J Kb 3 R R AT HR 40, 3 1E 0 5 Ak B BT A B e
A 3 JE S 4 20 S B KA Toeplitz 46 PR Ay ek .
% 17w 78 576 X 768 Toeplitz 4 FEHF 43 5 , VU % )5 kb
PR B T vE AL B R TR B N 7.3 TR, T
B 5 AR 2 18 A7 I B 48 A i b 3, A B
Yo R B AT IR MR A B 19 2%, 32 17 Ik B i B
8, T A B4R TF T Toeplitz 5 B 4 )5 b B &L R,
FPGA M Z M AT IR AL FRBE 5 T SEhl . [RBd, b T
ADC 16 J5 (14 B 4G Fb 7 58 B2 i % Toeplitz-Hash J5 &b
P S B, BF 40 5 A R B 8 ADC Ak 41 16,
R4 J5 00 1 S0 7 422 00 Ak 3 0 HE RS B T SR B Y
Job B 35k A AE — A B B R B P 8, Ak By A R B B
BLIT 90 55 2 y/16 A B 808 ], FPGA T8 R A B 2 ) 1
FBHE 1 HC ADC Ak 19 16 7 i 1 Bl AL Le e #F 47 4b 2
D] LM 4 B 9 40 i I AN 52 W) i A L %) S A 5 P E
3.2 % B SCR} Toeplitz-Hash f5 4b 32 A 78 44 SC 31

X HE B R S SR AR AR S L #E FPGA a4 2 o
P () R J5 Ah BRASE AL SR T FPGA ¢ U5 A BR il
T I FPGA $AT A [] B0 AR S 4 Bsf 11 ¢ U o 1 155
B, LAIR BB A SE B T REALBCGR BGE . AR SR
1£ Kentex-7 ) FPGA - #E47 T 7 [|) 2 B FL B 1) 5 Ab
PO 8 R T FE LR AT W, AR B A E B S5 Ak B 1

Bl % . Toepliz R UM 2 +y— 11T E Wi
FIASE Ay 2 X<y A G | 308 ok ) s S ) ) R I RASE R )
I TR B4 5 b T G B0 BT FPGA IR 5 TH S 00 . 16
240 MHz .38 16 J5 4b B i 45 % L ADC 16-bit i fk 5%
PR AR 4 5256 v Toeplitz-Hash 347 P4 # Jm 4b B (1) £
P&l AT S2 Bl 2457 3. 84 .7. 68.11. 52.15. 36 Ghit/s 5z
A 2R SR A ELRR R AL AR RS o S2 58 b Kentex-7
B FPGA Al $2{1L 25 203800 A & 2 (LUT) , 4047 T A
[vi) 8 T8 AN [) 2 B4 HLAR IS Ab B A5 1F R FPGA 5 k£ 1)
WIRHFE SR WE SR . AT LLE B, X T 576 X
768 1) Toeplitz #i [F , #.3# i Toeplitz-Hash 5 4b 3 Y
FPGA 25 #3298 WAL AT T 98966 Ak %, 5 &
o B 2R 48 % , ML 74 B FPGA
B4 AR 2 B R Ak P S R A TR LA R T £
W E JE AL . HXEF 576 X 768 1) Toeplitz i BF |, 78 #F
fr=18 8 )5 A #EAT i T 176926 4~ FPGA # 8 %,
7 249 86 %6 FA B 4 8 Y, I R Ak PSR LR A
ol 11,52 Gbit/s, AN 8 56 WL xF B 5 5t ih T RE B R
15. 36 Gbit/s i &b 35, B 0 i B4 A0S B B 22 7 3
BZ B FPGA B 58 U5 1 A9 BR il o Ry 1 Ah B g 52
B 38 30 0 S LU e L DA 25 R DU 58 G | B O B R
ARG UE 7 AT R SE ) e b B

2327003-4



B 40 % 223 H9/2022 £ 12 B /R

10
g
S 08
Z 06
Zo
Y 576X 768
B ¥ ‘/ 456X 608
T 02
g o ‘ 408X 544
8 384X 512
192 X 256

4 1

&5

96 X144

I [i) 3 38 B S [ 46 B $LAE Toeplitz-Hash J5 2 FRIF FPG A A9 5 £ % 5 o5 1

Fig. 5 FPGA hardware resource occupancy of different channels and matrix size in Toeplitz-Hash post-processing

M35 B i 1 Leftover-Hash 5| TR 6 52 45 % 18 18
J e Bt o BE AL B2 BCEE ], Toeplitz-Hash %
4= Ji b B ) B 2 B LB B 5] 5 Toeplitz 5 B (19 47
Ii] £ AN B ) 2 B2 AH 5, R &0 X<y 19 Toeplitz 4 [ b
BB K E R y B IR GG BEHL EL Ry, AT 2 BUF 51 K& b o«
B 2 4 B ALE, K0 B R AL 1 25 de /M B9 &Rl

1
log,——,

(2)
ehnh

J(:EF' Eh\»hj‘jHaShﬁ%%ﬁ %‘%1E z 3of o b PR A5 3 B Bl
HLECRT B AR 52 42 Bl ALY BE LB () () B S . R 4R
5 2 U B TR R R LG T A S m A it i 2
J5 A4S 2 4 AN E B 16 bit i T A RNV S
G390 14. 22 14,16 .13, 88.,13. 83, R T~ 4% {4 e /Mg
B L BRI K 88. 86 % .88. 48% .86.77% .86.40%
X H AR R 200 MIHz (9 0 2 38 G 3, o 4%
PEfse /MR 14, 22, 5% S 500 278, R (2) T 15
Toeplitz 4 B HLRE Ky 354 X 512, BV Al 45 i & 42 Tl
PLBC RS 4R B ) R 69.14% . AR IR AR Gl IH
3.84 Gbit/sﬁ?ﬁﬂ?ﬁ LU 7 7 A TR DL B BREL ], AT

<y X H,—

Sof T4 B4 % K 500,800,1100 MHz A H4x 3 8% 18
T, MR B 19 2 A S B0 S (2) 15 2 B9 Toeplitz 4 B
KA h 353 X 512,344 X 512,342 X 512, H 4 3 B
T8 10 2 B L AR YK H 68. 94 % .67.18% .66. 79 % , & T
Bifi 11 %5 552 B A B SRR IR 2. 64,2, 58.2. 57 Gbit/s.
LR LA L 45 I A Bl AL RO i R T A A X DY i
IEAT 5 BEBL AL SE B 7 A 3 2K B 10 Gbit/s 4%, Jf
W A B3 TE 280 % 4 R A B 7R AR Y T RE LA, 3
i PCIE 2 1 f 5 2 07 F & & o 7% b Y 3% 9 17
Toeplitz-Hash /5 4b Bt F2 v, FPGA ffi 1] T 126928 4>
AR, L6200 MRS UR , AT A 3 S A A
S 15. 36 Gbit/s [ 5 b oA, B 4 5% U5 0 FE A X F — 38
e R 5 R T 24 %, fe & T BE LB S i
Az B R T 3K 10. 44 Gbit/s, R Gk EE T, B
AR R BT
3.3 [ME&SCHT Toeplitz-Hash 5 EBI /5

i

9T VE I S R A S AL B A AE S St AL L
T 2 0 A AT R R 15 S 0 B R R Ak B 2 FE BE ML EL R

ESH%it

14 31 1230 1 i BE LSS I A S Dl 2. 65 Gbit/s. it oy, R E 6 i, 18 6(al)~(d1) BRI
3 @D =] (oD =] [ =] (@D -
g "f‘" 3000 —— Gaussian «— Gaussian| —— Gaussi —— Gaussian
g ; fitting fitting fitting fitting
%'g 2000
Eh:
'g fé” 1000
g

random signals after
post-processing

Measured sample number Measured sample number

1500 (0

1000

-3

-2 -1 0 1 2 3
Sample value /10*

(b2)

-3

-2 -1 0 1

2 3
Sample value /10*

(c2)

-3 -2-10 1 2 3

Sample value /10*

6 SRS Toeplitz-Hash Ji &b BERT 55 5 09 Ge 1120 70 45 R

Fig. 6 Statistical distribution of random signals before and after real-time Toeplitz-Hash post-processing

2327003-5

(d2)

-3

-2 -1 0 1 2 3
Sample value /10*



% 42% £ 23H1/2022 F 12 B/RFFR

1310 U 3% 46 B MRS SR R S ST HE
W B AL 5> A o B A 16-bit ADC 3R 48 19 5 4R 15
S AT Z A0 K B Ak, T8 2 SEE Toeplitz-Hash
Ji Ak P 58 B 24 1 - R AL LU AR 1 i K] 6(a2) ~
(d2) Fr s R Jm A B 2 s VO it o - BE BIL L AR BT 22 B A 34
5153 A, 0] L & B4 Toeplitz-Hash Ji &b # 2 J5 4 1% i
B 1Y 16 57 LU AR B AT 34 S e B R G %) S A A
Ja b PHALR .
4 B TSI JE Ak AR RR - R AL ALY

I3k 25 5

AT VI AR B i R AL AL S SEEE Toeplitz-Hash
J& Ab BT B, LAR X DU B AT i S A E A PR S
P 5 30 TE S BE HL A AR DGR | ELAR R B B D
H BEAILMESE AT T . 7 iR Sy D g G R R

@ channell&channelz -
L L e
§ 10°E__ channel 2 & channel 3
§ 107 _‘1I""""l‘W\‘}‘”"‘"‘l""@F'}ﬂw‘f‘w‘ff -*"‘,”,ﬂ;u“w‘ﬁ"'?‘l‘,W31fﬁ?i1"“k“r\f“\‘l‘f}’f‘{f’w'-*;ﬁ fin
S -5
2 1 [ channel 3 & channel 4
Lg) 10 [ﬁ"‘“«}i'l"fﬂl‘ f""i"y\'ﬁ‘» ;Tq,\’mi‘\; ,ul"“ ‘\'lf;"[h W‘l i V“ fd y"%,ﬂv«,‘m,,(w” i ‘u‘.‘w‘}w ]
Rk [ P |
10°E channel 1 & channel 4
10§
P L 4 AL IR
2900 —600 —300 0 300 600 900

k /bits

Az R e B AL AR G RN B A B A X 10° L) B Ay
i BEHLECEAT e T 40T, K B0 R I 3 T R AL R
Z 8] 4 HOAH O A EAE B4 BIK T 10 PR 10 °, #EAAS
IFi] 38 T8 =22 18] 7= A 9 Bl AL BG4 5L A AR ARG B9 A S, T
SR AT R T R LR P AR R

Ii] B85 22 3 DU 6 22 4 Jim b B 22 iR R4 1) TRt AL
B AT A I B8 i I 128 X 128 1 f F B HL L
FEAS Y 4 % G T R A R B S GE TR B B L 1 e
a~d FE 78 4 PR E L n 228 %R E B LU AR, BER
SEEiz . 40 A 4 % E R 128 X 128 4N B AL H A
D, MUK BE AL LE R e A 128 X 128 1 oz &1 46 B v, 1]
BT 5 4 F 45 A BE LB A S M ICHA7 AT A
1% JCHH 2 B[] 52 B0, 52 0 S A BE BIL A A 5 R s kAT A
WA % 2 ) B AL EE AR B S5 B B o7 A O 4 Mt , & B TR
% 22 8] T AR SCVE HL 5 5B BE AL LR A A OC , 2 ] i

®) 10 channel T & channel 2
[ ."‘/"; ”Jh’ ‘-H" "N(‘ -I’l‘[‘ l,"(!"ﬁ”l"”d\ n “l",“’w““.r w\!J‘;Jt'\ill;'b{t)’\“":xl‘i! ;rl ]'\” %“,])fr

§ 105 channel 2 & channel 3
g 107 ul‘lr‘,'«‘s"g:m;wi‘r;',")’\hr‘]ﬁflfﬁifls{"f,; A Mﬁ"{""ﬁﬂ."‘,\'.ll‘VH““‘;“‘ i
8 K
= 10 I channel 3 & channel 4
§ o NS F‘»‘q’ﬂi‘n"s‘i,"ﬁ“f"]ﬂ b
{8:2: channel 1 & channel 4
107
107 =900 _600 300 0 300 600 900

k /bits

VL7 A TP B T (] S L O ) B AR SC A B AR R o () LA OG5 (b) AR B

Fig. 7 Cross correlation and mutual information between quantum random bit streams of every two channels. (a) Cross correlation;

(b) mutual information

d[n] @a[n] -

c[n]@d[n]

8 JFATIUEKAS B ik T REAL H R M A T B 2 0] S Bk 1 B BIL FE A0 0L A9 128 XX 128 47 4]

Fig. 8 128X 128 bitmaps of each channel quantum random bit streams and every two interchannel XOR results

2327003-6



=42 3% 5 23 81/2022 £ 12 B/ ¥ ¥R

MR

S 1 I M o e w131 s = W S = <]
R AL 1E -

Xof e S A Y 10. 44 Gbit/s B T BE WL T
Bl AILPE DGR . B o, oR 38 ) bR ME Y NIST Bifi AL
P 3Ky 32 X 48 3 Toeplitz-Hash J& &b B ) bl HL %% E
TR . NIST REALYE D42 5 15 Fp R AL I L5t 5
FH K FAE B AL EL AR A Bl ATL M B o, g 3 3000 5k #6  3 d

@

Frequency |
BlockFrequency |
CumulativeSums | | |
Runs |
LongestRun |
Rank ||

FFT I
LT Illlll-

NonOverlappingTemplate
Universal |

Test item

OverlappingTemplate

ApproximateEntropy |

RandomExcursions |—||||

RandomExcursionsVariant |
Serial
LinearComplexity |
0.01 0.1 1
P

®)

Test item

P ok WS bR RE AL PE AR bR o K OF AT U % &
Toeplitz-Hash 5% W] J5 &b 3 7= A= (4 &+ BE AL ECHE 1T &
1 Gbit 9 NIST izt , 45 1 Gbit B9 REA KR 107, 454 FE
A Y BE LK B Ry 1 Mbit, 24 5 #F P KFE a=0.01
mF, 15 W i P AE ¥ K F 0. 01, 26 A BT 318 7 vk 72 4
B 7 B LB T NIST AH R A4 4 30 0 2 30, ) 4t
ZE RN 9 FiR .

Frequency
BlockFrequency
CumulativeSums

Runs

LongestRun

Rank

FFT
NonOverlappingTemplate
OverlappingTemplate
Universal
ApproximateEntropy
RandomExcursions
RandomExcursionsVariant
Serial

LinearComplexity

94 95 96 97 98 99 100
Proportion /%

B9 S Az g T BE AL 0 NIST MR S5 5L . (a) PAE 5 (b) 35 T L

Fig. 9 NIST test results for real-time quantum random number. (a) P value; (b) resource usage ratio

1%t I 47 DU 38 48 Toeplitz-Hash 52 B} J5 b B 1
17 1 Bl LA UE 1T Diehard B AL oF 003K, 25 53 an & 10
From o W 25 2R 2 B, BT A I 0 B 44 B P (B R A
0.01 %1 0. 99 fy B AF DXl P, 7 A i it T BEPLECE 3 T
Diehard 4 313X £ 14 Bt A ) 1055

significant upper limit

XT 1R B SE B AR B A 1 BE AL 3 i 4T TestUO1-
SmallCrush Ml , 25 K 11 fras , BT A 15 A4~ 3 1
(1 PAEARAE 0. 01 8 0. 99 1 B A5 X [A] N, & BH ™= Ak 1) Jit
FBEMLEGHE 13 T AR TestUOL Ay BE AL A I, B 7R 56
UE T A S i BEMLE™ AR R A R B AL A R
LR B ALE

significant upper limit

0.1
Ry
0.01
significant lower limit
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ significant lower limit
O e st St EREDRE L G fEEEETEEWEEEEEE
2SS9 .
S ifBREapiiciciis TR R R R R RN
» [] o=
EEEZZ cgEtR 2RV 0 Sz 7 F7§fFATFIEETER
PEAC ETLER BFEZ 8 EC 222 E LtEEEEEEEGE
Ta XX og £ & & as 5 000 §g0o00 00000
Eozas N R ) T e ESEe2EpEssSE0
H g™, o 5 g > "‘% 'E w&“O@E%-—cHEE‘—‘H
B E %= s g S © g ; S 3 X 2 = g8 X
Beat = S A i385 8538:5¢
5934 p ECc T EE55EEEEGEE
ﬁ n S g S 5 38 & 3
& &~ 2 2 §§ 'U'gg'%%
5
2 g =F84d283
Test item Test item
FI10 S 2R i F B HLECR) Diehard M 3 45 2R BT SEmf A i fE £ B ALEC R TestUO01-SmallCrush IR 45
Fig. 10  Diehard test results for real-time quantum random Fig. 11  TestUO1-SmallCrush test results for real-time

number

2327003-7

quantum random number



5 % )7

FEF s Wb R AR A T RENLEO L
IR 7 ST 25 4 D0 D U v S AT B BT DY B ST
Y e AL 320 HE i R P R 2 A R O B A SR T TR Y 4
PETF R ARG 25, DE MG 00 7RG & T & &, o
BE T8 TR 55 00 NIST 32 5 /g 2 & 7 4 1
/NG . RS TE FPGA ¥ KA Toeplitz 5 [ #1795
A3, 18 3 18 e A B BT A R R R ROk 2 4B S
PR A Toeplitz 0 B Ak BR, [] B5f X J5 Ak B e i 440 3
HATILAL , AR I2 17 2 22 B, 58 SE B Toeplitz-Hash
B J A PR A . A AT AR5 T AN [ R A RIS A [
A FPGA 9 58 U5 T FE 15 DU, f5c 2 A8 X 4 [ R AR
U BB S 920 T FPGA B 1 % IR M #E 62% .
B TH R BE R Ay 240 MSa/s . 16-bit ADC & 1k i1 DU %
147 Toeplitz-Hash S B =5 50U A BR , ) £ 7= 4= T 3 3R
7 10. 44 Gbit/s () & F M AL EL , 76 A 202 3% FPGA ¥t
JE A 0 TRl B 38 v T & B AL SERT R AR R, AN
[vi] 308 3R] AR A ) T B ML A0 B AH OGN B AR R I TE
10°F 10 LAF , & Jf e ol 7= A2 i i BE AL EGE o 1
NIST . Diehard ., TestUO01 Ffi ML &5 113, B % = F bl
ML AE F %5538 A v i g FH B AR 1 Bl S 4%

£ % x W

[1] Herrero-Collantes M, Garcia-Escartin J C. Quantum
random number generators[J].
Physics, 2017, 89(1): 015004.

[2] Gisin N, Ribordy G, Tittel W,
cryptography[J]. Reviews of Modern Physics, 2002, 74
(1): 145-195.

[31 Ma X F, Yuan X, Cao Z, et al. Quantum random
number generation[J]. npj Quantum Information, 2016,
2:16021.

[4] Pirandola S, Andersen U 1, Banchi L, et al. Advances
in quantum cryptography[J]. Advances in Optics and
Photonics, 2020, 12(4): 1012-1236.

[5] Lin X, Wang S, Yin Z Q, et al. Security analysis and

Reviews of Modern

et al. Quantum

improvement of source independent quantum random

number generators with imperfect devices[J]. npj
Quantum Information, 2020, 6: 100.

[6] NieY Q, Zhang H F, Zhang Z, et al. Practical and fast
quantum random number generation based on photon
arrival time relative to external reference[J]. Applied
Physics Letters, 2014, 104(5): 051110.

(7] EREKZR, WE T, Xk 2e, &5 BT 00 bk vl i i) B

BLPE Y D6 & 7 B BL IR [T, O 2% 2% die . 2012, 32(3):
0327001.
Yan Q R, Zhao B S, Liu Y A, et al. Optical quantum
random number generator based on the time randomness
of single-photon pulse[J]. Acta Optica Sinica, 2012, 32
(3): 0327001.

[8] Wahl M, Leifgen M, Berlin M, et al. An ultrafast
quantum random number generator with provably

bounded output bias based on photon arrival time

[12]

[13]

[16]

[17]

[21]

(23]

2327003-8

£ 4245 £ 2381/2022 F£ 12 B/RFFR
measurements[J]. Applied Physics Letters, 2011, 98
(17): 171105.
Qi B, Chi Y M, Lo H K, et al. High-speed quantum

random number generation by measuring phase noise of a

single-mode laser[J]. 2010, 35(3):
312-314.

Guo H, Tang W Z, Liu Y, et al. Truly random number
generation based on measurement of phase noise of a laser
[J]. Physical Review E, 2010, 81(5): 051137.

XuF H, Qi B, MaXF, etal. Ultrafast quantum random
number generation based on quantum phase fluctuations
[J]. Optics Express, 2012, 20(11): 12366-12377.

England D G, Bustard P J, Moffatt D J, et al. Efficient

Raman generation in a waveguide: a route to ultrafast

Optics  Letters,

quantum random number generation[J]. Applied Physics
Letters, 2014, 104(5): 051117.

Hu Y Y, Lin X, Wang S, et al. Quantum random
generation based on Raman

number spontaneous

scattering in standard single-mode fiber[J]. Optics
Letters, 2020, 45(21): 6038-6041.

Wei W, Guo H. Bias-free true random-number generator
[J]. Optics Letters, 2009, 34(12): 1876-1878.

Zhang Q, Zhou C H, Meng J W, et al. Parallel quantum
random number generation based on spontaneous
emission of alkaline earth[J]. Applied Physics Express,
2020, 13(1): 012015.

Zhou H Y, Yuan X, Ma X F. Randomness generation
based on spontaneous emissions of lasers[J]. Physical
Review A, 2015, 91(6): 062316.

Zhou H H, LiJ L, Zhang W X, et al. Quantum random
number generator based on tunneling effects in a Si diode
[J]. Physical Review Applied, 2019, 11(3): 034060.
Gabriel C, Wittmann C, Sych D, et al. A generator for
unique quantum random numbers based on vacuum states
[J]. Nature Photonics, 2010, 4(10): 711-715.

Shen Y, Tian L, Zou H X. Practical quantum random
number generator based on measuring the shot noise of
vacuum states[J]. Physical Review A, 2010, 81(6):
063814.

Symul T, Assad S M, Lam P K. Real time
demonstration of high bitrate quantum random number
generation with coherent laser light[J]. Applied Physics
Letters, 2011, 98(23): 231103.

Zhu Y Y, He G Q, Zeng G H. Unbiased quantum
random number generation based on squeezed vacuum
state[J]. International Journal of Quantum Information,
2012, 10(1): 1250012.

Guo X M, Cheng C, Wu M C, et al. Parallel real-time
quantum random number generator[J]. Optics Letters,
2019, 44(22): 5566-5569.

Guo X M, Liu R P, Li P, et al. Enhancing extractable
quantum entropy in vacuum-based quantum random
number generator[J]. Entropy, 2018, 20(11): 819.

Ma X F, Xu F H, Xu H, et al. Postprocessing for
quantum random number generators: entropy evaluation
and randomness extraction[J]. Physical Review A, 2013,

87(6): 062327.



% 42% F23H1/2022 F 12 B/RFFR

[26]

[29]

[30]

Raffaelli F, Ferranti G, Mahler D H, et al. A homodyne
detector integrated onto a photonic chip for measuring
quantum states and generating random numbers[J].
Quantum Science and Technology, 2018, 3(2): 025003.
Raz R, Reingold O, Vadhan S. Extracting all the
randomness and reducing the error in Trevisan’ s
extractors[J]. Journal of Computer and System Sciences,
2002, 65(1): 97-128.

Yang J, Liu J L, Su Q, et al. 5.4 Gbps real time
quantum  random generator with  simple
implementation[J]. Optics Express, 2016, 24(24): 27475-
27481.

Bk, L, A, L RN ROt E TR R
A ). P EEOE 2018, 45(5): 0512001,

Wei S H, Fan F, Yang J, et al. Ultrafast compact
optical quantum random number generator[J]. Chinese
Journal of Lasers, 2018, 45(5): 0512001.

Shi Y C, Chng B, Kurtsiefer C. Random numbers from
vacuum fluctuations[J]. Applied Physics Letters, 2016,
109(4): 041101.

Zhang X G, Nie Y Q, Zhou H Y, et al. Fully integrated

3.2 Gbps quantum random number generator with real-

number

[31]

[33]

2327003-9

Review of Scientific Instruments,

time extraction[J].
2016, 87(7): 076102.
XuBJ, ChenZ Y, LiZY, etal. High speed continuous

variable source-independent quantum random number

generation[J]. Quantum Science and Technology, 2019,
4(2): 025013.

Zheng Z'Y, Zhang Y C, Huang W N, et al. 6 Gbps real-
time optical quantum random number generator based on
vacuum fluctuation[J]. Review of Scientific Instruments,
2019, 90(4): 043105.

Drahi D, Walk N, Hoban M J, et al. Certified quantum
random numbers from untrusted light[J]. Physical Review
X, 2020, 10(4): 041048.

XuF H, Ma X F, Zhang Q, et al. Secure quantum key
distribution with realistic devices[J]. Review of Modern
Physics, 2019, 92(2): 025002.

Turan M S, Barker E, Kelsey J, et al. Recommendation
for the entropy sources used for random bit generation
[EB/OL]. (2016-01-27) [2022-01-10]. https://csrc. nist.
gov/csrc/media/publications/sp/800-90b/draft/documen
ts/draft-sp800-90b.pdf.



