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Anti-Spoofing Detection Method for Contact Lens Irises Based on
Recurrent Attention Mechanism
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Key Laboratory of Photoelectronic Imaging Technology and System, Ministry of Education, School of Optics and
Photonics, Beijing Institute of Technology, Beijing 100081, China

Abstract Iris textures are easily hidden or even forged by textured contact lenses, which further threatens the security of
the iris recognition system. Considering the tiny differences in the optical properties and texture features of authentic irises
and irises forged by textured contact lenses, this paper proposes an anti-spoofing detection method for contact lens irises
based on recurrent attention, namely recurrent attention iris net (RAINet). Specifically, the recurrent attention mechanism
is employed to locate the key regions that can be used to distinguish authentic irises from forged ones in an unsupervised
manner, and multi-level feature fusion is applied to improve the anti-spoofing detection accuracy. An end-to-end anti-
spoofing detection network is built for the direct detection of authentic and forged features without image pre-processing.
MobileNetV2 is used as the feature classification network to reduce the number of parameters and amount of computation
of the network in addition to maintaining the detection accuracy. Experimental verification is performed on two public
databases (IIITD CLI and ND series) containing both authentic iris samples and contact lens iris samples. The results
show that the proposed RAINet outperforms other anti-spoofing detection networks in detection accuracy. Its average
correct classification rates under intra-sensor, inter-sensor, and inter-database experimental conditions reach 99.93%,
97.31%, and 97. 86 % , respectively.
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Fig. 1 Realiris and textured contact lens iris. (a) Real iris; (b) textured contact lens iris
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Fig. 4 Location parameters of feature region. (a) Location parameters of iris region; (b) location parameters of texture region;

(c) texture region after interpolation
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Fig. 5 Image masks of feature region. (a) Image masks of iris region; (b) image masks of texture region
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Fig. 6 Sample images from IIITD CLI database. (a) Real iris from Cogent; (b) textured contact lens iris from Cogent; (c¢) real iris from

Vista; (d) texture contact lens iris from Vista
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Fig. 7 Sample images from ND series databases. (a) Real iris from NDC LG4000; (b) textured contact lens iris from NDC LG4000;
(¢) real iris from NDC AD100; (d) textured contact lens iris from NDC AD100; (e) real iris from NDCLD15; (f) textured contact
lens iris from NDCLD15
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Table 3 Results of ablation experiments unit: %
Database Network  Veer e Veeri Vieer s
G-FCN  100.00 99.15 99.57
I-FCN 100.00 99.43 99.71
Cogent

T-FCN  100.00 99.70 99.85
RAINet3 100.00 99.43 99.71
RAINet  100.00 99.70 99.85

(intra-sensor)

G-FCN  100.00 98.03 99.02

I-FCN 100. 00 100.00 100.00
T-FCN  100.00 99.48 99.74
RAINet3 100.00 99.34 99.67
RAINet  100.00 99.68 99.84

Cogent/Vista

(inter-sensor)

G-FCN 91.25 100.00 95.62
I-FCN 96.22 100.00 98.11
T-FCN 96.45 100.00 98.22
RAINet3 94.56 100.00 97.27
RAINet 96.93 100.00 98.46

Cogent/NDC LG4000

(inter-database)

TH il S 560 1) 45 TR e Bl 42 R R AE 43 2 W 45 G-
FON X J5 46 0 5 P 4% T 32 0 45 0 28, K6 T KS 3 0 S B
RE 5 7 ) 235 g A ) B4 A FBE AR AE 43 28 X 4% T-F CN S i i
T S 4% T-APN & o 21 it J X 3k P15 ik 47 0 26,
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Table 4 Comparison of CCR under intra-sensor detection

unit: %
Database Network Veer, e Vieer. i Vier, s
RACNN 100. 00 99. 24 99. 62
GHCLNet 100. 00 89. 86 94.98
Cogent
DCILNet 99. 10 94.19 96. 64
RAINet 100. 00 99.70 99. 85
RACNN 100. 00 97.72 98. 86
) GHCILNet 100. 00 94. 60 97. 30
Vista

DCLNet 100. 00 93.19 96. 60
RAINet 100.00  100.00  100.00
RACNN 100. 00 99.21 99. 60
GHCLNet 99.75 95.24 97.50
DCLNet 99.93 92.86 96. 40
RAINet 100. 00 99.78 99. 89
RACNN 100. 00 99.52 99.76
GHCLNet  100. 00 91.67 95. 84
DCLNet 98.50 89.49 94.00
RAINet 100.00  100.00  100.00
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Fig. 8 ROC curves under intra-sensor detection
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B, RATNet S84 1 H 60 0 A6 TR 2, 45 JHL At B £ A6 )
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Veer 5390 BE R 96. 03 % Fl193. 36 %6, {H L H: Al 1 2%
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Table 5 Comparison of CCR under inter-sensor detection

unit: %

Database Network  Veere  Veeri Veer s
RACNN 100.00 99.68 99.84

Cogent/Vista GHCLNet 99.25 93.40 96.33

DCLNet 99.83 89.55 94.69
RAINet 100.00 99.68 99.84

RACNN 90.21 96.17 93.19
GHCLNet 85.36 96.74 91.05
DCLNet 99.82 81.43 90.63
RAINet 94.54 97.48 96.03

Vista/Cogent

RACNN 100.00 97.33 98.66
GHCLNet 98.00 91.90 94.95

NDC LG4000/AD100
DCLNet 100.00 92.00 96.00

RAINet 100.00 100.00 100.00

RACNN 100.00 84.18 92.09
GHCLNet 100.00 81.25 90.63

NDC AD100/LG4000
DCLNet 97.92  83.00 90.46

RAINet 100.00 86.76 93.36

3) 15 IR P A I 5

JHIAS T 30408 T Hh AN ) A S SR 46 B0 R AR 1l 4500 199
2% AT U 5 0K, N1 25 A 0 0 3R A A AR 2 KL
EA AR, BAEAS A N A IR A AT 22
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Fig. 9 ROC curves under inter-sensor detection
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Table 6 Comparison of CCR under inter-database detection
unit: %

Database Network Veere  Veeri Veer s

RACNN 93.12 100.00 96.56
GHCLNet  90.07 100.00 95.02

Cogent/NDC LG4000
) DCLNet 87.94 100.00 93.95

RAINet 96.93 100.00 98.46

RACNN  100.00 88.80 94.40
GHCLNet  90.07 100.00 95.02
DCLNet 100.00  81.40 90.70
RAINet 100.00  92.20 96.10

Cogent/ND 15

RACNN 92.70  99.80 96.15
GHCLNet  90.17 99.76 93.46
DCLNet 88.68 100.00 92.57
RAINet 93.90 100.00 96.95

Cogent/ND 19

RACNN 98.00  98.80 98.40
GHCLNet  99.60 95.60 97.60

NDC LG4000/ND 15
DCLNet 98.80  99.40 99.10

RAINet 99.40  99.20 99.30

RACNNt 100.00  99.52 99.77
GHCLNet 100.00 94.05 97.96

NDC LG4000/ND 19
DCLNet 100.00  89.76 96.49

RAINet 100.00 99.76 99.91

RACNN 92.82 100.00 96.43
GHCLNet  93.03 100.00 95.42

ND 15/ND 19
DCLNet  92.41 100.00 95.02
RAINet  92.91 100.00 96.45
LO0F== 7
095/ {7
2 090f|
£ J’l
g 085
2 080 f
& ozl
s 07 ]
& 070 —RACNN(AUC: 0.9996)
-~ GHCLNet, (AUC: 0.9901)
0.65 —-DCLNet (AUC: 0.9912)
- RAINet (AUC: 0.9999)
0.60
0 01 02 03 04 05

False positive rate
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Fig. 10 ROC curves under inter-database detection
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Table 7 Comparison of calculated costs for each network

Network Params /MB FLOPs /10’
RACNN 373. 34 92.65
GHCLNet 23.51 4.12
DCLNet 6. 96 2. 88

RAINet 86. 96 1.87
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