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Abstract To improve the physical layer security of the optical communication system, an encryption-modulation
integrated scheme based on the dual-drive Mach-Zehnder modulator (DD-MZM) is proposed. In this scheme, the XOR
encryption operation is realized between plaintext and key in the optical domain on the basis of the vector modulation
mechanism in the DD-MZM, and the function reuse of encryption and modulation is achieved. The basic working principle
of the proposed scheme and the optimization process of improving the extinction ratio of encrypted signals are described ,
and the prototype of an encryption-modulation integrated transmitter is successfully developed based on this scheme. The
experimental results reveal that the modulation and encryption of signals with a transmission speed of 32 Gb/s can be
successfully realized by this scheme, and the signal extinction ratio is as high as 13. 2 dB. In addition, simulation analysis
indicates that compared with the common on-off keying (OOK) system, the proposed system has a better extinction ratio
for its received signals.

Key words optical communications; secure transmission of information; encryption-modulation integration; dual-drive

Mach-Zehnder modulator; XOR logic gate encryption; high extinction ratio

KRB 2021-12-14; BB 2022-01-04; FABH: 2022-01-20

HEWME.: BHEAKRREIES(62001040) | F K H RA BR2A 7R I H % B (5700-202119188A-0-0-00) b 5T ME HL K 2445

BG4 15 630 15 58 T 5 52 50 % 4 B8 B (TPOC202127T12) Ak s5¢ i Fis 2% 2 A B 5 7 2k 43
BIE1EE . “tangxianfengbupt@bupt. edu. cn

1406001-1


https://dx.doi.org/10.3788/AOS202242.1406001
mailto:E-mail:tangxianfengbupt@bupt.edu.cn

1 9 5

B s A 2 9 A T A IR 205 S0l o A Lk
e K. 5B R B R B NREL kAL
R 52 2 4 45 O R — D R R TSI 18] o 4% i
R BARJZ R G5 A G B o £ R K 2 B0 2
T AR {E R 2% LR BEAT N . SR, B
YRR AW T X LRI S 2R R
1z B g Bl A 0 % BOR 32 B O ™ A 22 4
b, I AL AR B AR T AR W BRI R
HAT U SGE W 2 B s | ek 22 9 R 3 R g 4 5 AL
e, B K R IR SR o B A R IS R I AL
Jr

WA TP R B8 BLIBGE 5 2 R (OSD
Yy B2 WA L AR A LOGER o 3 W) B2 XL Er
i B A 5 HE AT BE S O A T £ N A5 4R AL 4 05 A
SR R A I 55, P W S O B & A B o)
A R S TR A L A, RO P A S
Ay 1977 ik v i 1 R D AR R R BRI, BB A R
DI - TB U BN v R 7V W S L2 <8 8 0 | K
RERZIET AL MOCLr sl F FAOEHOR &%, %
1EJ5UA 1 R 48 51 ABUAN Y i Ak SRR, (545 R 48
14 52 2% BE FUSCAS B, JF HLoxh RGEPERE L = A T — E
A RZ IR o A SCHE T — R — 3 i AR Bt T —
oft e 7 SUUHIK T g - B R % ) o o e ) — R DT SR %

key sequence
generator

A

plaintext N electro-optic modulation signal decryptipn n plaintext
sequence and signal encryption and demodulation sequence]

A amplifier optical fiber amplifier A
public channel

E 425 F148/2022 F£ 7 B/RFFER
J7 & I FH BLEK B g - 85 78 7R 3 ] 2% (DD-MZM) H (1 2%
5t R AL 6T BH SR B AR S B B AT S s %
1B, B RIFEHEERE . R LTWRGE T, 04
L 738 A5 R 4, 38 15 LA B R Oy 3 H A% i R AR
R R RN, XL W R R H R RE
M k. ASCE X PGS S =i R T
Jon s AR A T R A A5 A R B M e O R, OF BB
il it TS PRAEAL . 2 S g I A B R B, 5
O W (OOK) RGEM L . EFFERESECT %
Jon g R ] — A1k R g8 5 A AL R B R BE 7S [
R T i R IE G (ER) BB B 27,

2 FEARFE B

2.1 REREE

wE 1R, R SR s RS — s W
FAEEEIE o — A5 E R E A A5, B
G187 — 5 AR B RN A5 B AL M58 , BRI % SCfF 1A .
WP R 18 AT LUOR 2 % 9 0 k& g0 sk Al % B
R RIS R PR AR R S8 B IR T e T
AR B g, IF SIS S ) 20 . AR SCF XS m
AT B AT S A5 AT S, Bt A 2 TR R % I XT
G T B ML €. BT —F 3 F DD-
MZM 5% 5 sl 32 58 1T 7 58, R % A6 JE3lon) B SO )7
G R AT S el N s B8 IR S8 B TR 5 i FL G
il 2T ST 0 AR 2 e 2 i — IR R S5

key sequence
generator

A

K1 5T DD-MZM B9 52 302 55 1T 00 8 I8 ) — 1A Ak 3 15 2R SEAE ]

Fig. 1 Block diagram of encryption-modulation integrated optical communication system based on optical XOR logic gate using DD-
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Fig. 2 Implementation schematic diagram of encryption-modulation integrated system. (a) Phase offset of upper arm; (b) phase of

original signal in upper arm; (c) phase of original signal in upper arm after offset; (d) phase offset of lower arm; (e) phase of

original signal in lower arm; (f) phase of original signal in lower arm after offset; (g) result of vector superposition of optical

signals of two arms; (h) result of vector superposition of optical signals of two arms after optimization
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Fig. 3 Experimental setup and results. (a) Experimental block diagram of encryption-modulation integrated system; (b) prototype of

encryption-modulation integrated transmitter; (c) temporal waveforms of signals; (d) eye diagram of encrypted signal
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