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Abstract In this paper, an encryption algorithm based on three-dimensional Arnold transform and chaotic Frank
sequence is proposed, which is used to deal with low data security and excessive peak-to-average power ratio
(PAPR) in orthogonal f{requency division multiplexing passive optical network (OFDM-PON) systems. The
algorithm uses the chaotic sequence generated by the conservative digital chaotic system based on the principal
component analysis to encrypt, which can solve the degradation problem caused by the chaotic sequence structure
and calculation accuracy. First, the OFDM signal is converted into a three-dimensional signal matrix, and the three-
dimensional Arnold transform is used to perform scrambling transformation to realize the encryption of the data;
then, the encrypted data is passed through the Frank sequence randomly selected by the chaotic sequence to reduce
the PAPR of the OFDM signal. The simulation experiment results show that, compared with the traditional
OFDM-PON algorithm, When the probability in the complementary cumulative distribution function is 10 °, the
algorithm can reduce the PAPR of the signal by about 2.1 dB, and when the bit error rate is 3.8X 10, the
received optical power can be reduced by about 1 dB.
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Fig. 1 Principle of OFDM-PON encryption and system performance enhancement algorithm based on chaotic sequence
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Fig. 2 Phase diagram of the conservative chaotic system
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Fig. 3 Schematic diagram of 3D Arnold transformation. (a) Position before QAM symbol conversion;

(b) position after QAM symbol conversion
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Table 1 Randomness test of conservative chaotic

sequence based on PCA

Statistical test index P-Value Passing rate
Approximate entropy 0.534146 1. 000
Block frequency 0.308048 0.989
Cumulative sums 0.534146 1. 000
FFT 0.319084 0.992
Frequency 0.699313 1. 000
Linear complexity 0.851383 1. 000
Longest run 0. 350485 0.992
Nonoverlapping template 0.657933 1. 000
Overlapping template 0.779188 1. 000
Random excursions 0. 041987 0.992
Random excursions variant 0.690156 1. 000
Rank 0.873987 1. 000
Runs 0.123755 1. 000
Serial 0.371647 0.993
Universal 0.480771 0.991
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