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Abstract We propose a lightweight secure identity authentication encryption (CH-CNA) mechanism based on the
cryptographically generated address (CGA) algorithm and the hash generated address (HGA) algorithm to satisfy
the strict security requirements of all the parties in the internet multi-servicing context while reducing the cost that is
typically associated with the introduction of security mechanisms. In particular, the proposed mechanism analyzes
the communication security challenges faced by the software-defined optical access networks (SDOAN). The CH-
CNA mechanism follows the information interaction method of the OpenFlow protocol, and the first and non-first
authentication bindings are achieved among the communication nodes using the CGA and HGA algorithms without
any third-party participation. During the authentication binding process, the attacker is prevented from forging or
tampering with the authentication interaction messages, establishing an end-to-end trusted connection in the access
network. The proposed CH-CNA mechanism is tested using the OMNeT + + network simulation software. The
experimental results demonstrate that the proposed mechanism can reduce the average computational overhead and
blocking rate because of malicious attacks and ensure secure interaction among the communication nodes, which
conforms to the definition of lightweight.

Key words optical communication; protocol; software-defined network; authentication; cryptographically
generated address algorithm; hash generated address algorithm

OCIS codes 060.2330; 060.4510; 060.4785

Wi HES: 2019-03-27; 1EE B HA: 2019-04-16; RABHI: 2019-05-05
BEE&WMB: HFXARB IS (61802117 “+ = 17 H K% 5 & & & 4 (MMJJ20170122) . 1 7§ 445 B 7 1 H
(142300410147, 182102310923) . F 4 # & /T3 H (18A413001,16A520013) Vi) §§ B T K 2% A1l 357 TR BF 141 BA (T2018-1)

“ E-mail: qinpanke@hpu.edu.cn

0906002-1



1 5l

— .

ot % % i1
=]
B 0 28 JH P ke Y 2 R0 B BT D 55 )
A RS Z YR DT R AR R . ik RiEE
B il 2 P 30 U 2 —Fh ol g B2 Y LB S R L —
F1 B v g ) SR DR i b DA i3 5 i B IR 50 o
P RS B 32 4 B A 36 A [R) i, L% PR AS )
JUR R YA e Bk = Bl 2 s R R IR i 25
28 BT UM T AR T AU P 5 SROME LU ARUE B9 IR, A

P 28 IR S T X BRI R % . 5 R A,
OpenDayLight, OPNFV £ JF J§ 41 21 | JF it W) 2% %t
423 (ONF) , DA K o [ v A5 s o 1 P 2 25 s v AL 4
A AR 22T T SDN & 4 5 i i iF 98 T4 . {H
A5 B ) SDN 22 4 7 1 19 47 b A 1 8% 1E
L&A
HAEIE T, OpenFlow Ph 3 52 47 19 30 14 & L W) 2%
(SDNDAE Sy —Fi A7 i 5% 19 4 v X458 A 3R 424 iy iz
AN IR e A WS4 2 13z R R
JE IR BT R 1) T R RLRL L (H 545 G I 45 1 %
o008

Xt IR BETE BT A SCHR T — i
B AL H R JRATY TH e AN O 22 A DR B[R] R, 45 22

F OpenFlow J6H: A W4 4% 18 9 48 4 B A DGIE in 2%

ML (CCH-CNA) , 3 33 X 38 {5 47 5 19 B A7 DUk Sk ff
= i e R L SO W B oS R I 7 P

N

LR HLEE VR LR A R AT AIE £ 7 3 = b 22 ek
4 [R)E RE AT AR 45 00 i D s 2 ) s 9fE Bl 4 A K0
A5 4% T A7 H AR Y Ptk

I 70 A

2 T OpenFlow XL {E B.32 H X
2.1
TER AR E SO 2% b, — A a2 2 O0

AL (OLT) , B4 OLT X[ i & 4 2 A4~ M

SDN =1 OpenFlow i 15 t#i%
EHZE S5 K& ZEZ B OpenFlow Wh i 2 7
SDN i gk 2 3 9 H A H A% o 35 FH PR il
2B IC (ONU) , B AR 1 B 40 SR B 25 4 7 =X 3 A
W2 4 [n) 25 5 LATE Jin 52 2 2 A6 AR 10 T8 =X L7
TR A B L R 4 A {5 5 H RT RE

TEAR 205 B C B ARG A BE L 72 o SDN B4R
S AEAEAR T WA AR 1 R ] I HLAS B R

FF OpenFlow Y3#: AR B & 4t
TR E 1 BT . SDN 48 il 25 15 4 2244 1) % 0 . il
ONU A9 A FIIH B 38 45 79 45 2 (8] A A 80 e M
iAW e B 0. iz B4 5 78

& OpenFlow Wp i %Ff PON ( Passive Optical
FE 7 TR — R ML 36 SR 850, anfe] A A 42 A BIL L 5

ARG Z 18 5 FR A T 4% 7 H i IR O iR f

Network) A M PRI IR 75— 6., #H&E2Z
(B () 28 B R0 A A PO T BB W S8 LR T Gl 1R
R ) 8, 7EJ2 R R 2% 8 2R 0 M 4% 2 4 5

P R B A TAUEAE SR 5 — 3 Bl 26 AN H BB A5 3 00 %

OpenFlow B . OLT Al ONU #§ 7 % H f

OpenFlow B A RE Sl as dE 472 50
T R ARG UM 4 B R it L AT LA R A A I

FH R0 28 B2 U8 04 FH P 9045 B 4 R, R R R Ok
AR (SDOAN) il 17 & 4= Fl 4 B 42 4 ) & R

VEC L B B — 5 4 5 i KR A E B
SRALE

2.2  ETF OpenFlow B2 & E B (S L0 K XS 5 #7
TEFEHIS . OLT  ONU 2 [8] 8 57 22 4 B 37t W15+

TEASH AL AN ] i R AT 32 H I L 200 12 T LA ph 4
il 45 A L FT LA Pl S LGRS . A b R
XT3 B S A5 B9 B R AS A S 38 A5 B B B B S

OpenFlow %3, %% HF W7 # 57 SSL/TLS(Secure

Sockets Layer/ Transport Layer Security)™™ 4 4= 4 132

X B AT MUGE , AR R E 2 Fis,

P 2 AT SR SSL/TLS BB A UE i

A5 T Z B B 2 A BN 538, D IR

R 2 11 2 0 T AR 9 U] Y 22 4 B Oy A TE R R +r%Ei, [F % E S| SSL/TLS Phisl A 5 1 Jifs 55

HEAT T RS R B0 T K & 90 58 SR - He S50 42

T — AN T5 56 UE A 4H (public key) BY % 4 A IE

HL s Potthast S5 4@ T —Fh 5T Web IATE4E 44

FR XK 2 B 0y I 7 %6 s He S50 #2117 — Ff 4 A

AR PR SOR 25 81 A 57 J7 58, 7T S Ak 7 JH 9 o &

e

PE B B AT I, BV Ao 1 4 1 38 T AN SR BOHE ]
AN AT AT AT E SOG I 2% 1) B i 3
3k B OpenFlow il 18 b A% £ W50
Vi (1 %2 A 5 JE AR AR B T — e kY TG IE
W5 DA 2 B O s R85 8 R FE A it 7 —Fh
FOE 5 By A1 %4 7 5 i R R T

) HiWr Mok . 2445 il °F 1 5 17 OpenFlow #31X
N
—Fh I T public key % 5% (A il 1Y) 802.1x X [a] TAHIE

AEHIN, MUty 35 AT GE AR R I 2L PR SLAR B, A O R
BN AR LB 72—,
2) PHZE MLy B SO A R W ot 2
Az R B O 3% #5215 K L fill & OpenFlow P00 & &
Ot 3% 422 B 45 TR 22 EAR S L RT3 BOG R 25 172k ]
0906002-2



OpenFlow
controller

access network 0 ONU

K1 T OpenFlow Yo A M R G 484

Fig. 1 System architecture based on OpenFlow optical access network
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Fig. 8 Description of HGA algorithm
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