¥39% 8511 D = Vol. 39, No. 11
2019 4F 11 A Acta Optica Sinica November, 2019

VESLAE i 1% P10 0 525 ik oI 2 o S5

R S 2 L

U [ R A B Ol AR S SR A, I LR 6102095
s E R BB RIS BT, U AR 6102095
S E R BE K AFOG AL AEBE . AT 100049
PR R R SEAE RSB, WIS 610054
CTEREAE RS AT, WIS 610041

FE XA T A Hh AR RO 19 3% B AR T 4 R AE AN B A 0 hE A T T A S 55 K ol A AE AR L A
PR, it — T G 1T 01 00 228 JOk b AR 57 1) T 9% i B0 O 1 T 388 R B AT 1 R 7 M 35 22, DA TT RIS 2 B &R
G AR, ST A AME MBI, SCBR R QAL S 55 Dk ol Al L B0 R 92 2 B B R g o A, WIS L 3R L —
e 5 T M0 W A S DA MR S O 28 WA B R v . D AR R R UIRE S AR R 7 2w PR 5 AR
G3 M 45 A — 2, I HL g W O I GR A5 5 RS 25 ik ol AR 7 b A2 8 75 T 22 BT DUAT R0CHI T AR 06 B0 2 AR TE .

XKE|ER BT BRFEGE; E80E; BTHES K SF Mk MABE
FESES 0431.2 XEkFRIZED A doi: 10.3788/A0S201939.1127001

Attack and Detection on Reference-Pulse Phase of
Continuous-Variable Quantum-Key Distribution

2,3,4,5 %

Huang Biao" , Huang Yongmei''*?, Peng Zhenming'
' Key Laboratory of Optical Engineering, Chinese Academy of Sciences, Chengdu, Sichuan 610209, China ;
? Institute of Optics and Electronics, Chinese Academy of Sciences, Chengdu, Sichuan 610209, China;
* School of Optoelectronics, University of Chinese Academy of Sciences, Beijing 100049, China ;
* School of Information and Communication Engineering, University of Electronic Science and
Technology of China, Chengdu, Sichuan 610054, China ;

> Southwest Communication Institute, Chengdw, Sichuan 610041, China

Abstract Continuous-variable quantum-key distribution based on the local-oscillator approach has been encountered
with new security issues due to reference pulses transmitted over insecure quantum channels. Herein, a attack
method for eavesdropping and tampering with phases of reference pulses is proposed, allowing the phase-
compensation error in the receiver to be increased and secure-key rate of practical systems to be decreased. The
secure-key rate of a practical system under phase attack of reference pulses is analyzed using the phase-compensation
noise model. Moreover, a method for detecting phase attack is proposed, wherein the phase-compensation-noise
variances are monitored. Simulation results show that the secure-key rate estimated by training signals is consistent
with its theoretical value, and phase attack can be detected by monitoring phase-compensation-noise variances of the
training signals and reference pulses.
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