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Image Inpainting Forensics Algorithm Based on Deep Neural Network
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Abstract A novel image inpainting forensics algorithm based on the deep neural network is proposed, in which the
vestigial features can be automatically extracted by the encoder network, the category of each pixel is predicted by
the decoder network, and thus whether or not the image is with inpainting and falsification as well as the inpainted
and falsified regions can be distinguished. Simultaneously, the feature pyramid network (FPN) is used to supplement
the feature map in the decoder network. The MIT Place dataset is used as the training set and the UCID dataset as
the testing set. In addition, the different inpainting and falsification algorithms are adopted for the training set and
the testing set, respectively. The experimental results show that, compared with the other inpainting forensics
algorithms of images, the proposed algorithm has a more accurate inpainting area and a faster processing speed.
Moreover, it has relatively good robustness and strong generalization ability against different inpainting forensics
algorithms.
Key words image processing; image inpainting forensics; deep neural network; encoder network; decoder
network; robustness
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Fig. 1 Image inpainting process by Criminisi algorithm. (a) Determining the inpainting block;

(b) determining the matching block; (c¢) inpainting the image block; (d) renewal the margin
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Fig. 2 Image inpainting forensics. (a) Original image; (b) falsified image; (c) image after CNN inpainting forensics
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Table 1 Structural parameters of convolution-wide network

Type of network Encoder network Decoder network

Number of

64 128 256 512 512 256 256 128 64 48
feature maps

Feature size 256 X256 128 X128 64 X64 32X32 16 X16 16 X16 32X32 64X64 128X128 256 X256
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Table 2 TPR and FPR of classical images by different algorithms Cunit: %)

Method in Ref. [[14]

Method in Ref. [15] Proposed method

Image No.

TPR FPR TPR FPR TPR FPR
Fig. 5(a) 66.55 1.24 88.53 0.2 95.03 4.87
Fig. 5(b) 90.42 4.13 85.01 0 98.03 0.16
Fig. 5(o) 86.04 30.09 83.15 0.86 96.78 3.22
Fig. 5(d 92.42 6.75 92.16 0.27 98.99 0.09
Fig. 5Ce) 0 10.09 89.29 14.42 97.69 0.15

® 3 AFFEEX UCID #ii 4k K& 59 TPR Ml FPR H &L (AL 20)
Table 3 TPR and FPR of images in UCID dataset by different algorithms (unit: %)

Method in Ref. [14]
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Fig. 7 Detection results of inpainting regions. (a) Original image; (b) mask image; (c¢) inpainted image; (d) detection

results by algorithm in Ref. [14]; (e) detection results by algorithm in Ref. [15]; (f) detection results by proposed

method
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# 4 KM Criminisi 8248 5 R 00 T 45 51
Table 4 Detection results of images inpainted

by Criminisi algorithm

Parameter Mask size /% TPR /% FPR /% T /s

S 98.64 0.34 1.8
Regular
. 10 97.84  0.24 1.9
region
20 96.90 0.15 1.8
0-10 90.43 0.4 2.1
Irregular
] 10-30 94.88 1.08 2.0
region
30-50 96.96 1.74 1.8
Mean — 95.94 0.674 1.9

# 5 SRH Shift-map B35 & & EG IGA I 25
Table 5 Detection results of images inpainted

by Shift-map algorithm

Parameter Mask size /% TPR /% FPR /% T /s

5 93.29 0.29 1.9
Regular
) 10 92.48 0.19 1.8
region
20 89.95 0.25 2
0-10 80.09 0.32 2.1
Irregular
10-30 80.36 2.18 2.2
region
30-50 73.79 6.17 2.0
Mean — 84.99 1.57 2
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