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Aiming at the safety of double random phase encoding system in the Fresnel domain, an improved

encryption algorithm is proposed. By means of the phase encoding in advance, the new system overcome the flaws of
Key words

insensitivity to the first random phase mask and the first diffraction distance in original system. After the doubl
random phase encoding module, the secondary encryption based on the amplitude-phase substitution of complex value
image makes the pixel value distribution of encrypted image is more uniform. Random masks in the proposed
algorithm are generated from three different chaotic systems
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the system is increased. Simulation is conducted on statistical analysis, correlation analysis and key sensitivity test
The experimental results show that the improved algorithm has higher security

. With the dynamics of chaotic systems, such as
nonlinearity and sensitivity to initial values, the key volume is reduced. the key space is enlarged and complexity of
OCIS codes

Fourier optics; image encryption; random phase encoding; Fresnel diffraction; chaos
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Table 1 Similarity of decrypted image and original image

Relationship between decrypted image and original image

Image C Suse
Ref.[3] Ref.[17] Ref.[19] Proposed Ref. [3] Ref. [17] Ref. [19] Proposed

Camera 0. 90590 1. 00000 1. 00000 0.99999 1.18X10°* 1.94x107" 2.10X10°* 1.53X10°°
Peppers 0.95758 0. 99987 1. 00000 1. 00000 8.28X107° 1.15X107° 4,04X107° 4,05X107°

Lena 0. 95553 1. 00000 1. 00000 1. 00000 5.86X10°° 2.51X10°° 2.20X107° 4.10X10°7
Mandrill 0. 71891 0.99998 1. 00000 1. 00000 2.00X10* 5.68X107° 8.64X107° 5.66X107°
Twodim 0. 67802 1. 00000 0. 99996 1. 00000 1.59X 107! 7.64X10 6 3.76X10° 7.97X10°¢

Plane 0.92796  0.99988  1.00000  1.00000  2.14X107* 1.37X107° 2.06X107* 1.53X107*
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Fig. 5 Occlusion and noise attack. Recovered images from (a) occlusion; (b) Gaussian noise; (¢) salt & pepper noise

with density of 0.2 and (d) salt & pepper noise with density of 0. 2
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Fig. 6 Comparison of several methods. (a) Original peppers; (b) cipher image of 4f; (c¢) cipher image of Ref. [19];

(d) cipher image of proposed system; (e)~ (h) are corresponding histograms of (a)~(d) respectively
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(b) cipher Lena of VOI; (c¢) cipher Lena of FDT-DRPE; (d) cipher Lena of proposed system
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Table 2 Correlation coefficients of adjacent pixels in plain image and cipher image

Correlation coefficients

Image Vertical Horizontal Diagonal
Plain image Cipher image Plain image Cipher image Plain image Cipher image
Camera 0. 95922 0.00433 0.93348 0. 00051 0. 90866 0.00629
Peppers 0.97913 0.00104 0.97669 0.00164 0. 96385 0.00235
Lena 0.98498 0.00140 0.97187 0. 00010 0. 95927 0.00144
Mandrill 0. 75870 0.00275 0. 86650 0.00139 0.72614 0.00159
Plane 0.96409 0.00027 0.96630 0.00158 0.93700 0.00121
3 Lena & BRI 15
Table 3 Entropy of cipher Lena
Algorithms
Entropy Proposed Ref. [2] Ref. [3] Ref. [19] Ref. [20]
7.9973 7.0253 7.0921 7.1327 7.9965
0.2.4 EPBE AT FDT-DRPE 5 % 85 — He B LA 55— Bt 6 4

W 8Ca) fir 7w, Ji. FDT-DRPE 2 %t 7F it % Bif
A S O SR G B AR LB AR R B 2% 5 48 58
FEGRI &5, W] R R . A AT SRR 40
AU B 8(b) hy dy HEIRET R KA. B 8(o),
(d) 43 3 J& Rewe I d 45 12 B 1Y A 25 AR 150 W)

P A IR X B AR R B B AT I e AR
U BRI 2R 8 B SROGE A AR B2 B B/ fi
ZE AN BE IE B 8 1B K X — ) FDT-
DRPE #ik B g .
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8 JE FDT-DRPE %/fﬁg%%1%o (a) RRMl%tElki%; (b) d1 %ij‘%; (C) RRMZ%i%; (d) dz %1%
Fig. 8 Decrypted images in FDT-DRPE (a)with wrong Ry ;5 (b) with wrong d,; (¢) with wrong Rgrw ;

(d) with wrong d,

o HE IR TR A I S I S B B
R R A . B9 Ca) s (b) 36 WA 5 — B Bt AL A
PR ) Key-1 i Logistic R 48 M HIH % 8 0 1£
i 26 R Ape = 1077 I AS BE IE B fiff % i g 25 100
R R v I A D B I R
FDT-DRPE Z ¢ %} 45 — e B AL A A7 A5 A A 50k 1Y
B, B 9Ce) . (d) M Key- I B 23 IR 1 £ 45 1
A RBUEY e 102 Ae= 10" BHJ5 A BE fi 75 &I

BOHE Ae=10 VB A B8 IE B % % R . W] LLIA
N xo T e B RSB R 107 F1 1071, R HE AT A5
SN R G AL A S BRI 1077,
Bl 10~12 W25 1T Key-IV o BURGIK A FIfis 5
PHES d o d, A7 25 B 0 i 5 R B BT LR R U
KRG 10" IS 4 R BEEW R
107°,d, REEEHR 107",

&9 TR R G0 E It 22 I I A 5 IR . () A =107 5 (b)) Ay =105 () Ae=10 ;5 (d) Ae=10""
Fig. 9 Decrypted images with deviation in initial values of chaos. (a) Ay =10""; (b) Ap=10"";
(c) Ae=10""%; (d) Ae=10""

B 10 KA mERMAEESL. (0 AA=10""7; (b) AA=10""; (0) MA=10""; (b Ax=10""
Fig. 10 Decrypted images with deviation in wavelength. (a) AA=10""; (b) AA=10"";
() M=10""; (d) Ax=10""

5.2.5 BRI AFHTN

TN RGN E R IR R IR
BRI S ] R T DL R Y U A AT A%
2R 00 B T B A Matlab BORS B 7% 25 8000 A FRORS
TEJI]%%%ZEEP{E(EE%”%HZ‘& M1 o1 s Xos YosRosCs
Tz s o ve FIT LUK B PF OO0 e R RE B 107, 22

TR R G S B RO 0 1 X 03 2 2 B 25 1) O v iR
PR PTIA (1077 K A BEH 518250 1ty X
107" ody»dy BEEN P 1205 - WDEHHASEA A
d, [ A] REERE 2R #](10°)° Fh, LR A9 2%
] ) R /N2 DR (107)7 X (10°)° = 10" A2, A
T A78 A T PI ZS B RN . ORISR
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k
=

B 11 d, ZERREERE . (@ Ad,=10""°; (b) Ad,=10""; () Ad,=10""°; (d) Ad,=10"°
Fig. 11 Decrypted images with deviation in d,. (a) Ad, =10"%; (b) Ad,=10""; (¢) Ad,=10""; (d) Ad,=10"°

12 dy 2N B RS EGE . (0 Ad,=10"%; (b) Ad,=10""; (&) Ad,=107°; (d) Ad,=107°
Fig. 12 Decrypted images with deviation in d;. (a) Ad; =10%; (b) Ad,=10""; (¢) Ad; =10""; (d) Ad,=10"°

EiiS T G T
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25 B A HR IR W% 05 2 A (5 B & 4
G TE GBS T 0. B A RS A B X
FDT-DRPE # 2 #F 58 12 7] DL S S5 F - 1 55, 720
5 R I AR AT A AL 5% 45 30 2 (H AR BT DL
TN 28 G %5t 55 — B Bt ML AR A7 A5 AR 0 i S B R 1 A ek
P HK .78 FDT-DRPE B8 J5 38 g 3 14 & 108
e 1595 SCH R AE o A S 45y A AR SE
Beiki  JF B v ok i AR 2o e # VR A B T4K
UL P SC B0 s de i o ROk TR SR L = RO TR TR
T 28 G0 K A T 7 B ) = W B ML A B IR
RGN AL MM O BE LA X 08 1 = R SR
ARG X 22 4% BH i B R L B AR B L B
23 A0 AG RO R N5 3R 0 1 2 A VR4 R M 1R w1
) I R RS SRSy R = W S S = e o e |
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