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Chaos Generation of Variable Parameters and Secure Communication

Based on Optoelectronic Feedback Oscillation
Hu Hanping Su Wei Yu Zhiliang Liu Lingfeng
(Institute for Pattern Recognition and Artificial Intelligence ., Huazhong University of Science and Technology ,

Wuhan , Hubei 430074, China)

Abstract A new chaotic system and secure communication method are proposed based on optoelectronic feedback
device with variable parameters, because the present system is easily attacked by the method of parameter estimation
so as to affect the security of the communication. Dynamical changes of the gain coefficient of the second-class system
are generated by changing the injected light intensity through the output of the first-class system, which increases
the number of controllable parameters in the system. The chaotic dynamics of the system are theoretically and
numerically analyzed. The communication situation of the system in the chaotic modulation conditions and the chaos
synchronization when the parameters including gain coefficient and time delay are not compatible is analyzed. The
experimental results show that this scheme can increase the chaotic complexity, and can achieve the chaotic secure
communication.
Key words nonlinear optics; chaos generation; optoelectronic feedback; chaotic synchronization; chaotic
communication
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Fig. 1 Block diagram of the chaotic system with variable parameters
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Fig. 2 (a) Time-domain diagram of the first-level chaotic system; (b) details for (a)
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Fig. 3 (a) Time-domain diagram of the variable parameters chaotic system; (b) details for (a)
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Fig. 4 Chaotic bifurcation diagrams of (a) the first-level system and (b) the variable parameters system
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Fig. 7 (a) Time-domain diagram of message and the

outputs with modulation depth of (b) 0% and (¢) 1%

3

Receiver x(t) (a.u.)

2 1 o0 1 2 3
Emitter x(¢) (a.u.)
8 MR EE A 1% B R GE W [F) 2515 1

Fig. 8 Synchronization with modulation depth of 1%

RETR FR BT 19 ) 4 1

[ B 38 43 A7 T A BAE 5 Z )5 1 R G 2 1R
% o SAFVATIRE ¢ Z MR MK 9 iR, &
SR 38 A H AT AR Hi A R A ) 25 15 22 B0 2 o 1 BT
il VR
0.08
0.07}
0.06
0.05} oo
0.04}
003t
002 <
0.01}

o (au)

0 0.5 1.0 15 2.0
£ /%

K9 MAGBERESZREMRALERPRE S
ﬂﬁ%”*f;? AP ES
Fig. 9 Relationship between system error ¢ and

modulation depth & after inputting information signal

5 ZRCAILECTEOL B I R SR
A ZR G P PSR RS IS B R
S — GO R ARG SER ] T A B A AL 6.3
fit 78 K0 3 5 3 FOARE R )« A0 AR A 3K i
B RAR RN R — RAR RSB 2R,
R Me “RAGS B DL A5 R G 2L
R
H1 T MZ 3] il i ) i L AH 0L 6 — e B2 O
B i ARBUREAE B )« 0O 0] 32 2 fly & 1 1 i Ok
PR 0 A TR AN AL Bl T LA 2 T 4 AR
80 B AN VT PIE FIHE SR 1 [8] T AN DT PE R 155 L
5.1 HEmAH P ALE
PR [RI A B3R 22 o R AR 50 DL IS P 38 A 119
B, R BRI RN (o) SRR LR LR
Perlsin i o 2 (o, ]

en. = () — 2 (1), (13)
55
(x(D?’ (b
A O S B E] Ay~ 34

DF SRS RTTEAR I . SO A 2R — R
Ge W 35 S FERC R, £ = &y (14 ) oy NARDCHC R

P10 R 11 Som AN VC LB S 106 i 2k 55 it A
Fe e B IR T R 2B 1 O

M RARGNIIE  ARVCECEE 9 £E 000 ~2%

0506006-5



~ 4
= 201
&
S 2r 151 mismatch
5 0 10} '
B Gy A %
B = 0.5
€3] -2 | 1 1 1 S
0 1 2 3 4 5 g 0
i -05
;; 4 -1.01
&
< 2f -15T
g 0 07 08 09 10 11 12 1.0
>
D t/ns
g 2
m — 1 1 1 1 . o
0 1 2 3 4 5 [ 13 FERANVLHEE 2 ps WA IE IR 0CR X L K
L Fig. 13 Time-domain diagram with the delay time
10 & 56 2 48 2 MR 46 14 I R] e 471 [ mismatch of 2 ps
Fig. 10 Time-domain diagrams of the emitter and receiver w 25
7
2.5 % 2.0
20} g 15
~ 15} g 10
i 101 5 05
S 057 £
8 >
g of = -05
2 k=
8 051 ~ -1.0
3 g
& _10f & -15
15} 8 gol—
L& -2.0 -1.0 0 1.0 2.0
_2.0 P S S S S S S— .
20 10 0 L0 20 @ (au)
Emitter 2(¢) (a.u.) B 14 25
11 p=1%0 R G 1R 55O B Fig. 14 Synchronization of the system
Fig. 11 Synchronization with mismatch p=1% NN
A I i, BE A R GE Y [F] 25 R 22 o AR AR B0 J T — 4y BT AR B ) T X &R 5 R A 5
127 W E TR IR G SR IR )T 2 B 2k 0 I 4 4
0.08 — PR ICREL
007y o0 ° 0.07
0.06 | o
5 97 0.06 [
—~ 0.05 o o
5 0.05
S 0.04¢ o
5 2 0.04f
003f  © ¥
ODZ'ucv o 0.03[
sl | 002/
0! L : y 0.01f
0 0.5 1.0 1.5 2.0 o . ‘ .
1% 0 0.5 10 15 2.0
n /%
[# 12 3 55 R B ASVCBLET 1 R Selal 25 1% 22 1A
Fig. 12 Synchronization error with the gain coefficient B 15 RGR DR 2 o 51T IR m ) A DG i B2 Ui
mismatch FAENPSEN
5.2 FEJREFE T AAPCHE Fig. 15 Relationship between system error ¢
M GE R ] T AS U E 45 40 4 3R B (]3I 2 ps and the time delay mismatch 7

L AP 13 5% - % A ) DA H R O 2 %
AR R e — Sy s e, M 6 & w
14 1] DL A R UE T 2 ps(10% ) I 7] 25400 3 3 T — T 10 T A 2 B 1 o SR R

0506006-6



DL %

BT BB SR el 1R Ik G AR 58 R AR W R T

T 5 28 8 0 R A T 2k 5 i — A SR D R A
ISR Il 2R e 1 0 4 2R RS e A R s 1
CIRCE S GOE QERRRAE i 3F: b WEESS WilR -4/ d S 1K
Wi W RE ST . Rl 23 B T R GE S B DL FE I 19 [ 20
0L A3 2] T A [F] 2 B0 VT FiE Xk 22 52 [6] 25 00 22 1 5
Wi o Z8 G i 10 I 9 o 1% T X RE A8 S B OR B A
Oy AT 1A VR R S R [ AP R 2 Z A YO AR
D U A5 S PR IR B R T 2%

-

-

T AR G E B F R A A R R
S 4 35 5 A0 W 3

5 F X

1 L. M. Pecora, T. L. Carroll. Synchronization in chaotic systems
[J]. Phys. Rev. Lett. 1990, 64(8): 821~824

2 L. M. Pecora, T. L. Carroll. Driving systems with chaotic
signals [J]. Phys. Rev. Lett., 1991, 44(4) . 2374~2383

3 R. Brown, N. F. Rulkov, N. B. Tufillaro. Synchronization of
chaotic systems: the effects of additive noise and drift in the
dynamics of the driving [J]. Phys. Rev. Lett., 1994, 50(6):
4488~4508

4 C. R. Mirasso, P. Colet, P. Garcia-Fernandez. Synchronization
of chaotic semiconductor lasers: application to encoded
communications [ J |. IEEE Photon. Technol. Lett., 1996,
8(2): 299~301

5 V. Annovazzi-Lodi, A. Argyris, M. Benedetti et al.. A chaos-
based approach to secure communications [ J]. Optics &
Photonics News, 2008, 19(10) . 36~41

6 Xu Yin, Zhang Hua. Solution and stability of ultraviolet localized
optical vortex solitons in air [ J]. Acta Optica Sinica, 2012,
32(6): 0619003
Breod, gk e AR PSR AMECK R BOR O IR 1 g K AR e
LI, e % 4R, 2012, 32(6): 0619003

7 An Junge, Wu Baojian, Li Zhi ez al.. Influence of fiber loss on
optical parametric process with pump depletion [J]. Acta Optica
Sinica , 2012, 32(6): 0619001

TR, RS, 2 B F. LG BAEXHIZE N S T
M AL ]. % F 4R, 2012, 32(6): 0619001
Li Liyan, Wu Bing, Yuan Yonggui et al.. Research on nonlinear

oo

error compensation method for  single-frequency laser
interferometer [J]. Acta Optica Sinica, 2011, 31(7): 0726003
Zearif, BOUK, SUE B SE. HURMOE T AR R IR 2 AME T
EMFE)]. R E 4R, 2011, 31(7): 0726003

Yang Fei, Chen Dijun, Pan Zhengqing et al.. Short linear cavity

©

single-frequency fiber laser with active frequency stabilization by
fiber Bragg grating [ J]. Chinese J. Lasers, 2012, 39 (9):
0902005
o & BRMR . TR . G M I sh AR 48 Bk i B
JeergotEs [ E#ok, 2012, 39(9): 0902005

10 Liu Yujin, Zhang Shenghai, Yang Hua e al.. Application in
secret communication of chaos driving synchronization of vertical
cavity surface emitting lasers with optical feedback [J]. Chinese
J. Lasers., 2012, 39(9): 0905004
X R4, sk, b A2 SF. RUEE B KT R S L IR EOEAR
TR MO B 7] 26 e R A h i LI, P Bk, 2012, 39(9)
0905004

11 A, Argyris, D. Chaos-based
communications at high bit rates using commercial fibre-optic
links [J]. Nature, 2005, 438(7066): 343~346

12 R.  Vicente, J.
characterization of the hyperchaos generated by a semiconductor
laser subject to a delayed feedback loop [J]. IEEE J. Quantum
Electron. » 2005, 41(4) . 541~548

13 V. S. Udaltsov. J. P. Goedgebuer, L. Larger et al.. Cracking
chaos-based encryption system ruled by nonlinear time delay
differential equations [J]. Phys. Lett. A, 2003, 308(1); 54~60

14 V. S. Udaltsov, L. Larger, J. P. Goedgebuer. Time delay
identification in chaotic cryptosystems ruled by delay-differential
equations [J]. J. Opt. Technol. , 2005, 72(5): 373~377

15 Romain Modeste Nguimdo. Chaos and Synchronization in Opto-
Electronic Devices with Delayed Feedback [ D]. Palma de
Mallorca: Universitat de le Illes Balears, 2011

16 M. D. Prokhorov, V. 1. Ponomarenko, A. S. Karavaevet al. .
Reconstruction of time-delayed feedback systems from time series
[J]. Physica D, 2005, 203(3-4); 209~223

17 Xiaogang Wu, Zuxi Wang. Estimating parameters of chaotic

Syvridis, L.  Larger.

Dauden, P. Colet e al.. Analysis and

systems synchronized by external driving signal [J]. Chaos.
Solitons & Fractals, 2007, 33(2); 588~594
EEHREE: Tk

0506006-7



