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The quantum key distribution (QKD) network is a promising solution for secure communications. In this paper, we proposed
a polarization-independent phase-modulated polarization encoding module, and it can be combined with a dense wave-
length division multiplexer (DWDM) to achieve multi-user QKD. We experimentally test the encoding module with a rep-
etition rate of 62.5 MHz, and its average quantum bit error rate (QBER) is as low as 0.4%. Finally, we implement a
principle verification test for simultaneous QKD for 1 to 2 users in 100 min, and the average QBER of two users under the
transmission distance of 1 km and 5 km is kept below 0.8%. Due to the use of polarization encoding, the module can also
realize scalable network architecture in free-space QKD systems in the future.
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1. Introduction

Quantum key distribution (QKD) allows two remote parties,
commonly known as Alice and Bob, to share a secure encryption
key by exchanging qubits encoded into a single photon[1–3].
Since the first QKD protocol was proposed in 1984[4], QKD
has been successfully demonstrated in many systems and proto-
cols[5–25], the more famous of which are the decoy state proto-
col[14], measurement-device-independent (MDI) QKD[15–18],
continuous variable (CV) QKD[19–21], and two-field (TF)
QKD[22–25]. In order to ensure secure communication with
many different parties, various QKD networks have been pro-
posed[26–35]. There are mainly QKD networks based on optical
devices[27–29,31–33,35], QKD networks based on trusted
relays[30,36], and QKD networks based on quantum repeat-
ers[37,38]. The QKD networks based on quantum repeaters
may be one of the best solutions for long-distance transmission
in the future, but unfortunately they are still at the research stage
and do not have the capability of practical implementation for
the time being. The QKD networks based on trusted relays rely
on the absolute trust of the relay nodes, and, if one node in the
network system is hijacked, the security of the whole system will
not be guaranteed. In addition, even if the relay nodes can ensure

security, the QKD network is subject to attacks against the mea-
surement end. To solve this problem, MDI-QKD has been pro-
posed[15], where legitimate users send their coded signals to an
untrusted third party for interference and detection. Due to the
existence of a non-trusted third party, MDI-QKD makes it
easier to form a star-type quantum communication network.
Currently, MDI-QKD networks have been implemented in met-
ropolitan area networks[26]. The QKD networks based on optical
devices do not require trusted intermediate nodes, and further-
more, optical devices are easy to install and maintain, which has
become the most common form of a local QKD network today.
In 1997, Townsend proposed a QKD network solution using a

passive optical beam splitter (BS)[27], but in this scheme the
quantum key rate for each node will reduce with the increase
of the number of users. Hence, the optical switch scheme was
proposed[33], however, the optical switch will have a rate limit,
and QKD cannot be performed simultaneously by multiple
users. To solve these problems, wavelength division multiplexer
(WDM)-based QKD network solutions have been proposed
in large numbers[32,33]. Of all the network architectures men-
tioned above, the one-to-many network architecture is very use-
ful in large-scale quantum networks to connect a large number
of end users[39]. Since the plug-and-play system can achieve
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self-compensation of phase drift and polarization[5,40,41], the
current one-to-many network architecture mostly uses the
plug-and-play system with phase encoding. However, the phase
modulator (PM) in the one-to-many QKD system based on
WDM cannot modulate optical pulses with different wave-
lengths quickly and accurately, which will result in a higher
quantum bit error rate (QBER)[39]. But, this problem can be
avoided by polarization encoding. Unfortunately, there is no sol-
ution to realize the expansion of the QKD network at low cost
based on polarization encoding.
Therefore, this paper proposed a polarization-independent

phase-modulated polarization encoding module, which can
increase the number of users by using dense WDM (DWDM)
based on a point-to-point structure. Since only the two-way sys-
tem is used at the encoding side, the encoding process can auto-
matically compensate for the birefringence, polarization-related
loss, and phase shift in the fiber[5,40,41]. QKD in free space
requires a set of devices that can transmit and track scan
probes[42,43]. Our scheme can increase the number of Alice users
by sharing only one transmitter at low cost; combined with time
division multiplexing (TDM)[35], we can realize QKD between
all users in one region and Bob in another region. Firstly, we
implement the principle verification experiment on the encod-
ing module at the repetition rate of 62.5 MHz, and the average
QBER remains at 0.4% over 100 min. Subsequently, based on
this module, we choose DWDM combined with TDM to imple-
ment a one-to-two QKD network test experiment. Under the
transmission distance of 1 km, the average QBER of two users
is 0.57% and 0.55%, respectively, and, under the transmission
distance of 5 km, the average QBER of two users is 0.68%
and 0.70%, respectively.

2. Principle of Polarization-Independent Phase-
Modulated Polarization Encoding Module

Polarization encoding is essentially differential phase encoding
between two orthogonal polarization components. Most
encoders today are designed on this principle, and our encoding
module is no exception. The encoding module at Alice’s node is
shown in Fig. 1. We use the BB84 four-state protocol to imple-
ment our scheme, and the Dirac symbols of these four states are

jDi�
��
2

p
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2 �jHi− jVi��, jRi�
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and jLi�
��
2

p
2 �jHi − ijVi��. The laser sends out an optical pulse,

which passes through the isolator, polarization controller
(PC), circulator, and into the polarization BS (PBS). The PC
ensures that the polarization state of the optical pulse input to

PBS1 is 45° [jϕi =
��
2

p
2 �jHi � jVi�]; then, from PBS1, the optical

pulse generates two orthogonal components of jHi and jViwith
equal probability. Component jHi passes through a polarization
maintaining fiber with a delay line, which we will refer to as L1.
The component jVi is reflected through the other way of the
polarization maintaining fiber, which we will call L2. Due to
the existence of a delay line, the two component pulses will
have a delay of 5 ns. After they pass through PBS2, they will

be transmitted to the same single-mode fiber (SMF) and arrive
at the PM. The polarization state of the optical pulse arriving at
the PM cannot be maintained, so we use the polarization-inde-
pendent PM. As shown in black in Fig. 1, this PMmodulates one
of the two single-photon pulses, and we apply the same voltage
to its forward and backward transmitted pulses. Another single-
photon pulse, such as the red in Fig. 1, will never be modulated.
The component jHi, reflected by the Faraday mirror (FM),
becomes the polarization state of jVi, and it is reflected by
PBS2 to the path of L2. The component jVi, reflected by the
FM, becomes the polarization state of jHi, and it is reflected
by PBS2 to the path of L1. Both components reaching PBS1
at the same time superimpose a new polarization state emitted
through the circulator 3 port.
We now theoretically deduce the stability of the module

encoding. The forward and reverse operators for SMF1 between
PBS2 and PM are given here first[44,45]:

cPs1 = A1jHihHj � B1jHihVj � B1jVihHj � D1jVihVj, (1)

cPs1
0 = A1jHihHj − B1jHihV j − B1jVihHj � D1jVihVj: (2)

Similarly, for SMF2 between the FM and PM, it has the operator

cPs2 = A2jHihHj � B2jHihVj � B2jVihHj � D2jVihVj, (3)

cPs2
0 = A2jHihHj − B2jHihV j − B2jVihHj � D2jVihVj: (4)

In the above equations, A = ei
σ
2 cos2 θ� e−i

σ
2 sin2 θ, B=

i sin 2θ sin σ
2 ,D = ei

σ
2 sin2 θ� e−i

σ
2 cos2 θ, where σ and θ are

the phase and angle between the two eigenmodes. Among them,
A, B, and D satisfy the condition A1D1 − B2

1 = 1, A2D2 − B2
2 = 1.

We ensure that the polarization state of the optical pulse
entering PBS1 is

Fig. 1. Polarization-independent phase-modulated polarization encoding
module. LD, laser diode; ISO, isolator; PC, polarization controller; CIR, circulator;
PBS, polarization beam splitter; DL, delay line; PM, phase modulator; FM,
Faraday mirror.
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jϕ1i =
���
2

p

2
�jHi � jVi�: (5)

After passing through PBS1, the polarization of the optical
pulse is divided with equal probability into two components
of jHi and jVi.We first discuss the state evolution of component
jHi, which will first pass through the path of L1 and then reach
PBS2. The polarization state is

jϕ2i = eiφPMF1 jHi, (6)

where φPMF1 is the phase shift produced by the path of L1. After
passing through PBS2, the optical pulse enters SMF1 and
reaches the PM. Due to the birefringence effect of the SMF,
the polarization state of the optical pulse is

jϕ3i = cPs1jϕ2i = eiφPMF1 �A1jHi � B1jVi�: (7)

We load the electric pulse signal propagating synchronously
with the component onto the polarization-independent PM,
and the first modulation is performed here,

jϕ4i = eiφPMF1 �eiφeA1jHi � eiφoB1jVi�, (8)

where φe and φo denote the phase shift introduced by the TE
mode and the TM mode of the PM waveguide when applying
control voltage pulses to the PM, respectively. The polariza-
tion-independent PM has different modulation efficiencies for
o light and e light, thus, we have φe ≠ φo.
The light pulse then passes through SMF2, so the polarization

state of the light pulse before reaching the FM is

jϕ5i = cPs2jϕ4i
= eiφPMF1 �eiφeA1A2jHi � eiφeA1B2jVi
� eiφoB1B2jHi � eiφoB1D2jVi�: (9)

The FM operator is

dPFM = jHihVj � jVihHj: (10)

Therefore, when the light pulse returns from the FM and
passes SMF2 again to the PM, its polarization state is

jϕ6i = cPs2
0dPFMjϕ5i = eiφPMF1 �eiφoB1jHi � eiφeA1jVi�: (11)

At this point the light pulse reaches the PM again, and we load it
with the same voltage for modulation,

jϕ7i = eiφPMF1 �eiφeeiφoB1jHi � eiφo eiφeA1jVi�
= eiφPMF1 ei�φe�φo��B1jHi � A1jVi�: (12)

Finally, the light pulse will return to PBS2 through SMF1,

jϕ8i = cPs1
0jϕ7i

= eiφPMF1 ei�φe�φo���A1B1 − A1B1�jHi � �A1D1 − B2
1jVi��

= eiφPMF1 ei�φe�φo�jVi: (13)

Then, the optical pulse will be transmitted from PBS2 to PBS1
through path L2, and its polarization state is

jϕ9i = ei�φPMF2
�φPMF1

�ei�φe�φo�jVi, (14)

where φPMF2 is the phase shift generated by the path of L2.
Similarly, the other component jVi is first reflected from

PBS1 and then passes through the path of L2 to PBS2 with
the polarization state

jϕ 0
2i = eiφPMF2 jVi: (15)

After passing through PBS2, it will reach the PM through the
SMF and then be reflected back by the FM. Since the optical
pulse is not modulated in the whole process, the polarization
state after returning to PBS2 is

jϕ 0
3i = eiφPMF2 jHi: (16)

The optical pulse will be transmitted fromPBS2 to PBS1 through
the path of L2, and its polarization state is

jϕ 0
4i = ei�φPMF2

�φPMF1
�jHi: (17)

The initial two components then travel the same distance
through the fiber and reach PBS1 at the same time, and the final
polarization state is
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���
2

p

2
�jϕ9i � jϕ 0

4i�

=
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2
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2
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�φPMF1
�jHi�

=

���
2

p

2
ei�φPMF2

�φPMF1
��ei�φe�φo�jVi � jHi�: (18)

The phase shift of φPMF2 � φPMF1 caused by the polarization
maintaining fiber is constant, that is, the final polarization state
is determined by the phase shift of φe � φo produced by the
polarization-independent PM.

3. Experimental Setup

3.1. Point-to-point QKD based on encoding module

The four-state feasibility test experiment is carried out on the
encoding module, and the experimental setting is shown in
Fig. 2. We use the digital generator (DG) as a synchronous
trigger source to trigger the laser diode (LD), electrical pulse gen-
erator (EPG-210, manufactured by Alnair Labs), and single-
photon detectors (SPDs, manufactured by QuantumCTek),
respectively. The laser generates optical pulses with a temporal
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width of approximately 50 ps (FWHM) at a repetition rate of
62.5 MHz. The isolator behind the laser can effectively isolate
the light reflected from the fiber and avoid the impact of
reflected light on the performance of the laser. The optical
attenuator (ATT) serves to attenuate the optical pulses and
reduce the Rayleigh scattering effect due to the two-way system.
The PC ensures that the optical pulse is incident at 45° to PBS1,
and the circulator ensures that the optical pulse is encoded by
Alice and sent to Bob for detection. The variable optical ATT
(VOA) serves to attenuate the optical pulse reflected back from
the FM to the single-photon level. Since the rated voltage of the
EPG is not enough, we must use a radio frequency amplifier
(RFA, manufactured by Photline Technologies) to linearly
amplify the voltage so that the voltage loaded on the PM can
meet the modulation of four states. The conventional BB84
four-state protocol detection device is used at the Bob end,
and the SPDs employed are commercial InGaAs/InP detectors
working in gated mode; they have 300 ps gate windows, with an
average dark count probability per gate of 10−6 and a detection
efficiency of about 16%.

3.2. Multi-user QKD networks based on point-to-point
structure using DWDM

Here, we will use a DWDM to extend the user based on a point-
to-point structure, as shown in Fig. 3. The pale yellow areas re-
present one of the Alice users with a multi-wavelength laser
source, and the area where the laser source is located acts as
the transmitter for all Alice users. Since our encoding module
is based on a two-way system, we can send optical pulses to
multiple Alices through a multi-wavelength laser. After being
modulated by the user, the optical pulses return to form a sin-
gle-photon pulse with information, which is then sent to Bob. In
this experiment, the polarization state is affected by the SMF, so
only the optical fiber reel is used at the encoding node, while the
quantum channel (QC) uses an optical ATT for equivalent sub-
stitution. The light blue area in Fig. 3 represents the equipment

of each user on the encoding side, which is composed of a PM, an
FM, a 1:99 BS, and a photo diode (PD). The PD is used to detect
optical power to prevent Trojan horse attacks. In terms of
increasing users at low cost, our system will have very significant
advantages. We used a dual picosecond pulsed laser as the laser
source, using DWDM channels CH34 (wavelength 1550.13 nm)
and CH35 (wavelength 1549.34 nm) as the two Alice user chan-
nels, and implement simultaneous QKD experiments at the
1 km and 5 km optical fiber reel by combining TDM. As we want
to ensure that simultaneous QKD for two users can be achieved,
the optical pulses of the two users must be staggered in the time
domain by designing the fiber length so that they are detected by
SPDs. Only the optical path is plotted in the figure, and we omit-
ted the synchronization signal circuit diagram.

4. Results and Discussion

In Section 3.1 on point-to-point QKD based on the encoding
module, we tested the stability of the four polarization states of
the encoding module, with an average QBER of 0.4% in the sys-
tem. The results are shown in Fig. 4. When modulating the four

Fig. 2. Point-to-point QKD based on encoding module. LD, laser diode; ISO,
isolator; PC, polarization controller; CIR, circulator; PBS, polarization beam
splitter; PM, phase modulator; FM, Faraday mirror; VOA, variable optical attenu-
ator; DG, digital generator; EPG, electrical pulse generator; DL, delay line; RFA,
radio-frequency amplifier; QC: quantum channel; BS, optical beam splitter;
SPD, single-photon detector.

Fig. 3. Multi-user QKD networks based on point-to-point structure using
DWDM. MWLD, multi-wavelength laser diode; ISO, isolator; PC, polarization con-
troller; CIR, circulator; PBS, polarization beam splitter; DWDM, dense wave-
length division multiplexer; PM: phase modulator; PD, photo diode; FM:
Faraday mirror; VOA, variable optical attenuator; DL, delay line; QC: quantum
channel; BS, beam splitter; SPD, single-photon detector.
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Fig. 4. QBER of the four polarization states tested under polarization-
independent phase modulation over 100 min.
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polarization states, the voltage values applied to the PM are dif-
ferent. The average QBER of jDi, jAi, jLi, and jRi are 0.24%,
0.40%, 0.29%, and 0.48%, respectively.
After that, we chose to test the one-to-two QKD network

experiment on the basis of the point-to-point structure.
From the Fig. 5, we can see that there is notmuch difference in

the QBER fluctuation between the two transmission distances at
1 km and 5 km. Of course, the QBER of CH35 is higher at the
transmission distance of 5 km, which is caused by different
modulation voltages and different optical fiber reels. In the
whole experimental system, the average QBER of all users under
the transmission distance of 1 km and 5 km is kept below 0.8%. If
we take 1 km or 5 km transmission distance as the coverage
radius, we can use DWDM to connect a large number of users
to our system. Bob can realize TDM by setting the time division
at the SPD according to the arrival time of the quantum key sig-
nal on each channel, thus enabling simultaneous communica-
tion between all coverage areas and the Bobs at the other areas.

5. Conclusion

In this paper, we proposed a polarization-independent phase-
modulated polarization encodingmodule; based on thismodule,
one-to-many QKD networks can be realized by using DWDM.
We performed a theoretical derivation of the encoding process
of the module and then tested the stability of the four polariza-
tion states of the modulation. We obtained that the average
QBER of the four states remained below 0.4%. Then, we imple-
mented the QKD test experiment of two Alices and one Bob.
Within 100 min, the average QBERs of two Alices under the
1 km optical fiber reel are 0.57% and 0.55%, respectively, while
the average QBERs under the 5 km optical fiber reel are 0.68%
and 0.70%, respectively. The experimental results show that the
module can realize stable encoding in a short distance when

applied to multi-user systems. The use of polarization encoding
not only avoids the noise problem in the plug-and-play phase
encoding network system, but also avoids the problem that
the PM cannot modulate the optical pulse of different wave-
lengths quickly and accurately. More importantly, the system
shares a common transmitter for all users, and it can be applied
to a flexible and scalable network architecture based on point-to-
point free-space QKD. Our group will add the decoy state pro-
tocol to this scheme for further experiments in a free-space QC
in the future. The module has broad application prospects and
provides more solutions for local QKD networks.
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