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We experimentally demonstrate a 10 Gb/s free-space optical wiretap channel based on a spatial-diversity scheme
and optical code division multiple access. In weak and middle turbulence cases, the bit error rate of a legitimate
user can be decreased, and physical layer security can be simultaneously enhanced.
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Over the past few years, free-space optical (FSO) commu-
nication has attracted considerable attention for a variety
of applications?. However, FSO communications are
highly susceptible to atmospheric turbulence, as a result
of the variations in the refractive index due to inhomoge-
neities in temperature and pressure changes. Many
methods have been proposed to overcome the effects of
turbulence-induced fading. Diversity is an effective
method to improve the data rate and the reliability of
communications over fading channels?. Diversity tech-
niques used in wireless communication include time diver-
sity, frequency diversity, and spatial diversity.

On the other hand, FSO communications can still suffer
from optical tapping risks2. Optical code division multi-
ple access (OCDMA) can improve the physical-layer
security of optical communication systems®2. To enhance
the reliability and security in FSO systems, in this Letter
we propose and demonstrate a 10 Gb/s FSO wiretap
channel based on spatial diversity and an OCDMA
scheme. A 10 Gb/s two-dimensional (2D) optical encoder
and decoder are constructed based on wavelength selective
switch (WSS) DROP/ADD devices and optical delay lines
(ODLs). Experiments show that reliability and security
can be simultaneously enhanced.

Figure 1 shows a 2D FSO-CDMA wiretap channel with
spatial diversity. The 10G transmitter outputs optical
pulses with a width of 15 ps and a spectrum of
1548.7-1550.1 nm, corresponding to the WSS wavelengths
of 53 (1549.72 nm), 54 (1550.12 nm), and 55 (1550.52 nm).
The output power is —3.48 dBm. After erbium-doped
fiber amplifier (EDFA) amplification, a 2D optical
encoder is used for optical coding. We use modified prime
frequency hopping codes [(13,53), (52,54), (65,55)], where
(4, 7) denotes the position of the ith chip pulse and the jth
wavelengthl?,

The encoded optical signal is amplified by EDFA and
transmitted to an optical coupler. Each output port is
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connected with an ODL to adjust the relative delays.
Then, each optical-coded signal is emitted to an atmos-
phere channel through a collimator lens. The two collima-
tor lenses are 12 cm apart. The transmission distance is
1.8 m. In order to simulate the atmospheric turbulence
effect, a 40 cm x 40 cm x 80 c¢m carton is designed. The
small holes at the left and right ends are used for
optical signal transmission. The hot air is provided by
the electric hair dryer. Different temperatures and wind
speeds correspond to different turbulence effects.

At the receiving end, each collimator lens receives the
optical signals, respectively, which are combined by an
optical coupler. A tunable attenuator is used to simulate
different receiving powers. Then, a matched 2D optical
decoder is used for optical decoding. After EDFA
amplification, photoelectric detection (PD) is carried
out, and the 10G bit error rate (BER) tester is used for
error detection. At the same time, an eavesdropper
(Eve) intends to obtain useful information with an extrac-
tion ratio. Since the laser beam experiences divergence due
to optical diffractions, one possibility for a successful
eavesdropping is to locate Eve in the divergence region
of the beam. It is reasonably easy for the legitimate user
to change the optical code. Hence, we assume that the op-
tical code of the legitimate user should not be available for
Eve. The waveform and eye diagram are tested by a 20G
DPO72004 C digital phosphor oscilloscope.

As shown in Fig. 2, since the WSS has eight input and
output ports, we can use prime frequency hopping codes,
For example, [(0,0), (13,1), (26,2), (39,3), (52,4), (65,5),
(78,6), (91,7)] with code length 169 and code weight 8.
In this experimental system, the 10G optical transmitter
outputs three wavelengths corresponding to WSS
(53, 54, 55). Hence, three ports (2, 5, 6) of WSS DROP
and WSS ADD are used to encode and decode optical
signals, and the corresponding address code is [(13,53),
(52,54), (65,55)]. For WSS encoder, delays of ODL2,
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Fig. 1. 10 Gb/s 2D FSO-CDMA wiretap channel.
ODL2 0.10
WSS ODL 5
—
— DROP Coupler
ODL 6 —~
Z
Q’
N 3
>
-
= 0.04
g
ODL2 £
il 0.024
wss
NN ODL5  ——— Coupler #————
0.00 : ; . T T
OPL6 -4 -2 0 2 4
.o Time (s)
(a)
Fig. 2. Optical encoder and decoder based on WSS and ODLs. 0.10
ODL5 and ODL6 are 7.1 ps, 30.2 ps, and 37.9 ps, respec- 87
tively. For the WSS decoder, delays of ODL2, ODL5, and m
; s
ODLG6 are 92.9 ps, 69.8 ps, and 62.1 ps, respectively. < .06+
Different turbulence conditions can be simulated by 3
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speeds. Figure 3 shows the received signal waveforms £ 0.047
for two different turbulence cases. The x label indicates
the sampling time, and the y label indicates the signal Hpa
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where I is the received intensity after passing through the
turbulent channel. Then we can obtain the refractive in-
dex structure coefficient

Fig. 3. Received signal waveforms: (a) middle turbulence and
(b) weak turbulence.
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where k£ is wave number and L is the link distance in
meters. The obtained normalized variance of middle
atmospheric turbulence is 0.017 and C?2 is 3.41 x 10"
and for weak turbulence the normalized variance is
0.003 and C? is 4.96 x 107".

Figure 4 shows the eye diagrams of weak and middle
turbulence conditions at a received power —9.3 dBm.
The z label of the eye diagram in Fig. 4 represents the sam-
pling time, 40 ps/div; and the y label represents the
amplitude of the signal, 30 mV/div. Figure 5 shows the
BERs in weak and middle turbulence conditions. Here,
the z label P, (dBm) is the received power at the optical
decoder, and the y label represents the BER of the legiti-
mate user. Note that, compared with the no diversity
scheme, the BER performance of two-spatial diversity
can be improved by about one order of magnitude.
For example, when the received power is —7.5 dBm in
the middle turbulence, the BER will be 7.4 x 107 and
4.8 x 1077 in the two-spatial diversity and no-diversity
FSO-CDMA wiretap channels, respectively.

Figure 6 shows Eve’s eye diagrams with encoded and
uncoded conditions in weak turbulence, where the re-
ceived power is —9.3 dBm and an Eve extract of 1% of op-
tical power (corresponding to extract ratio 0.5% in no
diversity). Note that Eve will not be able to recover the
user’s data of the encoded system, while Eve can recover
the data in the uncoded system.

(a)

(b)

Fig. 4. Eye diagrams of middle turbulence: (a) diversity and
(b) no diversity.
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Fig. 5. BERs in weak and middle turbulence conditions.

(b)

Fig. 6. Eve's eye diagrams with an extract ratio of 1%:
(a) encoded and (b) uncoded.

Figure 7 shows Eve’s BER with an extract ratio of 1%.
Here, EDFA is used by Eve, and the optical power at PD is
—2 dBm. In Fig. 7, the z label P, (dBm) represents the
received power at the optical decoder, and the y label rep-
resents the BER of the eavesdropper. The BER of the
eavesdropper will decrease with the increase of the
received power. Note that Eve’s BER will deteriorate seri-
ously under encoded circumstances, which demonstrates
the enhancement of physical-layer security in spatial-
diversity FSO-CDMA systems. For example, when the
received power is —9.0 dBm in weak turbulence,
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Fig. 7. Eve’s BER with an extract ratio of 1%.

the BER will be 1.02 x 107? and 2.2 x 10" in encoded and
uncoded FSO-CDMA wiretap channels, respectively.

Compared with the no-diversity FSO system, the
spatial-diversity FSO system can improve the reliability
of the system. However, for the uncoded FSO system,
spatial diversity cannot improve the physical layer secu-
rity. Therefore, the spatial-diversity FSO system has secu-
rity risks.

In this Letter, we propose and demonstrate 10 Gb/s 2D
FSO-CDMA wiretap channels with spatial diversity. By
employing spatial diversity and an OCDMA scheme,
reliability and security can be simultaneously enhanced
in an FSO system. However, compared with uncoded

FSO systems, the disadvantage of this scheme is that
the complexity is increased.

It should be pointed out that, when the frequency of
codeword reconstruction is high enough, Eve will not be
able to track the changes of the codeword of the legitimate
user.
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