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We propose a security-enhanced double-random phase encryption (DRPE) scheme using orthogonally encoded
image and electronically synthesized key data to cope with the security problem of DRPE technique caused
by fixed double-random phase masks for encryption. In the proposed scheme, we adopt the electronically
synthesized key to frequently update the phase mask using a spatial light modulator, and also employ the
orthogonal encoding technique to encode the image and electronically synthesized key data, which can
enhance the security of both data. We provide detailed procedures for encryption and decryption of the
proposed scheme, and provide the simulation results to show the encryption effects of the proposed scheme.
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Optical encryption techniques have been widely
researched for data security since they can provide
higher encryption speed than non-optical encryption
techniques!"?. In particular, double-random phase
encryption (DRPE), one of the main optical encryption
techniques, has been well investigated and improved
as follows: DRPE using digital holography®®®, photon-
counting  DRPE®?, DRPE using fractional Fourier
transform®®, and DRPE using orthogonal encoding!"*'.

The DRPE technique has security flaws caused by
using fixed double-random phase masks for encryption!.
Thus, advanced DRPE techniques have been developed
to improve the security: DRPE using fractional Fourier
transform adopts complicated parameters for encryp-
tion in order to achieve the security enhancement®®
and DRPE using orthogonal encoding employs a Had-
amard matrix®! with orthogonal property to encode
the data encrypted by DRPE!"'. However, the fun-
damental security problem of DRPE can be resolved
by frequently updating the key phase mask. Hence, in
this letter, we propose a DRPE scheme with security
enhancement using orthogonally encoded image and
electronically synthesized key by spatial light modula-
tor (SLM) to frequently update the key phase mask in
DRPE systems. In the proposed scheme, SLM is used
to facilitate the updating of the key phase mask used
for DRPE. The input of SLM is the key data gener-
ated by statistical random generation and frequently
(referred to as electronically synthesized key data in
this letter), and the SLM generates the key phase mask
corresponding to the input data. Then, the key phase
mask generated by SLM is employed to encrypt an
image, and the electronically synthesized key data used
for the image encryption are encrypted by DRPE with
the fixed key phase mask (referred to as the physical
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key phase mask in this letter). Finally, both encrypted
image and the electronically synthesized key data are
encoded with orthogonal encoding. It is noted that the
conventional DRPE scheme uses only the physical key
phase mask, whereas the proposed scheme uses both
the physical and electronically synthesized key phase
masks. Also, the key data of the physical key phase
mask are not transmitted, but the electronically syn-
thesized key data are encoded and transmitted with the
image because the electronically synthesized key data
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Fig. 1. Schematic setup of (a) encryption and (b) decryption
for DRPE.
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Fig. 2. Security-enhanced DRPE scheme with orthogonally
encoded image and electronically synthesized key data for
(a) encryption and (b) decryption.

are randomly generated at the encryption stage and
unknown at the decryption stage. In this letter, we pro-
vide detailed procedures for encryption and decryption
of the proposed DRPE scheme, and through simula-
tion for DRPE, we verify that the proposed scheme can
improve the security of DRPE systems.

Optical encryption has many advantages such as the
parallel processing of optical systems, the fast process-
ing time, and the data handling in various domains. In
DRPE, two separated random phase masks are used
for encryption. For the ease of understanding, we con-
sider one-dimensional signal only. Encryption procedure
is presented in Fig. 1(a). Let s(z) be the primary data.
Then, for encryption, we use two uniformly distributed
random noises over [0, 1] which are n(z) in spatial
domain and n(u) in spatial frequency domain. Firstly,
we multiply the random phase mask, expli2zn (z)] by
the primary data, s(z) in spatial domain. Secondly, the
data pass through lens 1 which means Fourier trans-
form of s(z)exp[i2zn(z)], and are multiplied by the
random phase mask expli2zn(u)] in spatial frequency

domain. Finally, the inverse Fourier transform of these
data can be recorded through lens 2. In other words,
the encrypted data by DRPE, s (z) is a complex-valued
function!

s, (a:) =3 [3 {s (a:) exp [ianS (x)]} exp {iZnnf (,u)}] , (1)

where 3 and 37! denote Fourier transform and inverse
Fourier transform, respectively. Since the encrypted
data are complex-valued functions, they have amplitude
and phase, that is, s () = |s,(2)|exp[ig (z)].

However, unless the encryption stage, the only com-
plex conjugate of the physical key phase mask in spatial
frequency domain, exp[i2zn (u)] is used at the decryp-
tion stage of DRPE as shown in Fig. 1(b). Thus, the
decryption is implemented by multiplying the encrypted
data by complex conjugate of the physical key phase
mask used for encryption as!”

E(x) = ‘S_l {S [se (x)} exp [—i?nnf (,u)}}‘ (2)

Figure 2(a) shows the procedure for encryption of the
enhanced DRPE scheme with orthogonally encoded
image and the electronically synthesized key data.
Firstly the electronically synthesized key data k(z) are
randomly generated by uniform distribution with sup-
port [0, 1], which can be frequently updated, and then
the electronically synthesized phase mask exp[i2zk(u)]
is made by SLM, which is used for encryption of the
primary image data s(z). Thus, the encrypted data of
the primary image s (z) are obtained. The electronically
synthesized key data are also encrypted with the physi-
cal key phase mask expl[i2zn(y)]. It is noted that when
the primary image and the electronically synthesized
key data are independently encrypted with DRPE, the
first phase mask expl[i2zn (z)] is the same, but the sec-
ond phase masks (i.e., the physical and the electroni-
cally synthesized key phase masks) are different from
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Fig. 3. Optical setup of security-enhanced DRPE scheme:
(a) encryption and (b) decryption.
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each other. The reason why we focus on the second
phase masks in the DRPE system is that only the sec-
ond phase masks are used for decryption (Fig. 2(b)).
The encrypted data of the electronically synthesized
key and primary image k (z) and s (z) are decomposed
into real and imaginary parts, that is, r_ (), 7, (2),
r..(2), and 7,_,(z), respectively. Then, the four real val-
ues are encoded together with orthogonal encoding as/'
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4

where we employ the Hadamard matrix of order 4,
which is given as [1 1 11;1-11-1;11-1-1;1-1
-1 1]. Finally, the complex encoded data ¢,(z) and g,(z)
are made from the real-valued data c (z), c,(z), c,(z),
and c,(z), respectively (Fig. 2(a)).

Figure 2(b) shows the procedure for decryption of
the enhanced DRPE scheme with orthogonally encoded
image and electronically synthesized key data. Firstly
the complex encoded data ¢ (z) and ¢,(z) are separated
into the real and imaginary parts, that is, c,(z), ¢,(z),
cg(a:), and c,(z), respectively. Then, the four real values
are decoded with orthogonal decoding as'’

e, - (z) ¢,(z) +c,(z) +c,(z)
@ | 111 a1 @] _|e@-c@+e@
7., (2) I 1 -1 —1jc(2) ¢, (z)+c,(z)—c,(z)
7 (z) I -1 -1 1]|c/(2) ¢, (z)=c,(z) —c,(z)

where it is noted that the Hadamard matrix used for
encoding should be equally used for perfect decoding.
Using the real decoded data 7, (z), 7 (z), 7_,(z), and
(2, the complex decoded data Ec(x) and 3 (z) are
obtained as k (z)= 7  (z)+if ,(z), and @+, @)
(z)+ if , (z), respectively, where £ (z) and 3 (z)
represent the decoded data for the electronically syn-
thesized key and the primary image, respectively. The
complex decoded data for the electronically synthesized
key are decrypted using the complex conjugate of
the physical key phase mask exp[-i2zn(y)]. Then the
decrypted data k(z) are obtained, and the complex con-
jugate of the electronically synthesized key phase mask
exp[—i2zk (u)] is obtained by using the decrypted data
in SLM. Finally, the complex decoded data for the pri-
mary image are decrypted with the obtained key phase
mask, and the decrypted data for the primary image
5(z) are obtained. It is noted that the key phase mask

used for decryption of the electronically synthesized
key data is fixed and given, but the key phase mask
used for decryption of the primary image is randomly
generated by the decrypted data for the electronically
synthesized key. Figures 3(a) and (b) show the opti-
cal setup of encryption and decryption of the enhanced
DRPE scheme, respectively. In the proposed scheme,
the modulated error of SLM is a critical issue. Since

SLM is used to generate the key phase mask for decryp-
tion of the primary data, the modulated error of SLM
can cause the error of key phase information used for
decryption, and hence the decrypted primary data can
be corrupted by the modulated error. Therefore, the
reliability of SLM should be required for the proposed
scheme. Also, SLMs for random phase masks should be
the same since 4f system which has unity magnification
ratio is used in DRPE.

For simulation of DRPE, we consider the electroni-
cally synthesized key data and the primary image with

500(H)x500(V) pixels as shown in Figs. 4(a) and (b),
respectively, where the electronically synthesized key
data are randomly generated by uniform distribution

Primary image

»

R

ey
e T

(@) (b)

Fig. 4. Two images used for simulation: (a) electronically
synthesized key data and (b) primary image.
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Fig. 5. Simulation results for encryption of the proposed DRPE
scheme: (a) the 1st encrypted image, (b) the 2nd encrypted image,
(c) the 1st encoded image, and (d) the 2nd encoded image.

with support [0, 1]. Figure 5 shows simulation results
for encryption of the enhanced DRPE scheme with
orthogonally encoded image and -electronically syn-
thesized key data. The 1st and 2nd encrypted data in
Figs. 5(a) and (b) correspond to the encrypted data
of the electronically synthesized key and the primary
image, respectively, that is, k (z) and s (z) in Fig. 2(a).
The 1st and 2nd encoded data in Figs. 5(c) and (d)
are obtained by orthogonally encoding the 1st and 2nd
encrypted data, and those correspond to ¢,(z) and g,(z)
in Fig. 2(a).

Figure 6 shows simulation results for correct decod-
ing and decryption of the proposed DRPE scheme. For
correct decoding and decryption, the orthogonal decod-
ing of encoded data is done, and then the 1st decoded
data in Fig. 6(a) corresponding to Igc(x) in Fig. 2(b)
are decrypted by DRPE decryption using complex con-
jugate of the physical key phase mask to obtain the
electronically synthesized key data. The obtained key
data are shown in Fig. 6(c) which are exactly the same
as the data in Fig. 4(a), and those are used for DRPE
decryption of the 2nd decoded data in Fig. 6(b) cor-
responding to 5 (z) in Fig. 2(b). Thus, the correctly
decrypted data for the primary image are obtained as
shown in Fig. 6(d).

Figure 7 shows simulation results for wrong decoding
and decryption of the proposed DRPE scheme. Wrong
decoding means that no decoding is performed before
DRPE decryption, and thus the results for wrong
decoding are the same as the encoded data in Figs.
5(c) and (d). Also, wrong decryption means that only
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Fig. 6. Simulation results for correct decoding and decryption
of the proposed DRPE scheme: (a) the 1st decoded image,
(b) the 1st decoded image, (¢) the 1st decrypted image, and
(d) the 2nd decrypted image.

the complex conjugate of the physical key phase mask
is used for the DRPE decryption of the 1st and 2nd
decoded data, where it is noted that complex conjugates
of the physical and electronically synthesized key phase
masks are required for the correct DRPE decryption of
the 1st and 2nd decoded data, respectively. Figures 7(a)
and (b) demonstrate that all the decrypted images
seem to be noise-like image when wrong decoding and
decryption are employed although complex conjugate of
the physical key phase mask is known.

Figure 8 shows simulation results for correct decoding
but wrong decryption of the proposed DRPE scheme.
The results for correct decoding have been shown in
Figs. 6(a) and (b). The meaning of wrong decryption

1st decrypted image
with wrong decoding
and decryption

2nd decrypted image
with wrong decoding
and decryption

(@) (b)

Fig. 7. Simulation results for wrong decoding and decryption
of the proposed DRPE scheme: (a) the 1st decrypted image
and (b) the 2nd decrypted image.
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Fig. 8. Simulation results for correct decoding but wrong
decryption of the proposed DRPE scheme: (a) the 1st decrypted
image and (b) the 2nd decrypted image.

is the same as in Fig. 7. In Fig. 8(a), the 1st decrypted
data are correct since the perfect orthogonal decod-
ing and DRPE decryption are performed. Thus, the
image in Fig. 8(a) is perfectly the same as that of the
electronically synthesized key data shown in Fig. 4(a).
However, the 2nd decrypted image shown in Fig. 8(b)
seems to be noise-like image because the DRPE decryp-
tion is done with the wrong key phase mask (i.e., com-
plex conjugate of the physical key phase mask, not the
electronically synthesized key phase mask) even though
the orthogonal decoding is correct. The results shown
in Figs. 7 and 8 verify that the proposed DRPE scheme
can enhance the security by using the electronically
synthesized key.

In conclusion, we propose the enhanced DRPE
scheme with orthogonally encoded image and electroni-
cally synthesized key data in order to resolve the fun-
damental security problem of DRPE technique. In the
proposed scheme, the introduction of the electronically
synthesized key enables the frequent updating of the
key phase mask used for encryption and decryption,
and the use of the orthogonal encoding technique to
encode the image and electronically synthesized key
data can improve the security of both data. The simu-
lation results show that the proposed scheme produces
noise-like images when decoding or decryption is incor-
rectly performed, even though complex conjugate of
the physical key phase mask is known. Therefore, the

proposed scheme can be regarded as one of the powerful
encryption techniques.
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