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Research demonstrates that a Fresnel hologram can be generated and simultaneously encrypted numerically
based on a secret symmetric key formed by the maximal length sequence (M-sequence). The method can
be directly extended to encrypt a video holographic clip in a frame-by-frame manner. However, given the
limited combination of signals in the family of M-sequence, hacking the secret key through trial and error
can be time consuming but not difficult. In this letter, we propose a method that is difficult to crack
with brute force for encrypting a holographic video sequence. An M-sequence is first randomly assigned
to encrypt each frame of the holographic video signal. Subsequently, the index of the selected M-sequence,
which is necessary to decrypt the hologram, is encrypted with the RSA algorithm before transmitting to
the receiving end. At the receiving end, the decoder is provided with a private key to recover the index
for each frame, and the corresponding M-sequence is used to decrypt the encoded hologram.
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In a video holography system, generating hologram sig-
nals in real-time and incorporating effective encryption
are equally important. These processes ensure that the
contents can only be accessed with full quality by legiti-
mate viewers. A number of studies on these two aspects
have been conducted. Techniques for encrypting holo-
graphic/optical images[1−7] and for the fast generation
of digital holograms[8,9] have been reported. However,
these two areas are generally addressed separately, and
little has been mentioned on how they can be integrated
as a single entity. An attempt on the fast generation and
encryption of a hologram has been recently reported[10].
In this approach, a hologram is generated at video frame
rate from an interim signal that is encrypted with the
maximal length sequence (M-sequence)[11]. The latter
is taken as a private symmetric key in the encryption
process. At the receiving end, the hologram has to be
decoded with the same private key prior to reconstruc-
tion. The method can be directly extended to the en-
cryption of video holographic sequences. However, given
the limited number of M-sequence, hacking the private
key by trial and error is easy. In this letter, we propose
a method for encrypting a holographic video sequence
that is difficult to crack with brute force.

An overview of the integrated hologram generation
and encryption method in Ref. [10] (hereafter referred
to as the parent method) is provided. For clarity,
the description is based on the essential block of the
method shown in Fig. 1. The input is a three-dimensional
(3D) object scene represented by a point set P =
[p0(x0, y0, z0), p1(x1, y1, z1), · · ·, pN−1(xN−1, yN−1, zN−1)],
and the output is an on-axis hologram D(x, y). The 3D
object scene is initially partitioned into a vertical set of
evenly spaced horizontal scan planes.

Assuming that the range of depth of the object points
is small and centered at z = zo, the on-axis hologram

(according to Fresnel diffraction) contributed by each
horizontal scan plane can be approximated as
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where ai represents the intensity of the ith point; ri is
the distance between the object point and a point (x, y)
on the diffraction plane; k = 2π

λ
is the wavenumber; λ is

Fig. 1. Integrated hologram generation and encryption in
Ref. [10].
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the wavelength of the object wave. τ and N (τ) are the
vertical position of the plane and the number of object
points on it, respectively. The total object beam is then
equal to the superposition of the contribution in each
scan plane as

D (x, y) =

D(x,y)
τ

∑

τ

=

O(x,τ)R(y−τ)
∑

τ

. (2)

Equation (2) is equivalent to a convolution process that
can be represented by

D (x, y) = O (x, y) ∗ R (y) . (3)

To encrypt the hologram, the function R (y) is first con-
volved with an M-sequence Ψind (y) prior to convolving
with the interim image. The encrypt hologram is given
by

DE (x, y) = O (x, y) ∗ R (y) ∗ Ψind (y)

= O (x, y) ∗ E (y) . (4)

A comparison of Eqs. (3) and (4) reveals no extra compu-
tation involved in the encryption process. To reconstruct
the original 3D contents at the receiving end, the article
indicates that the encrypted hologram has to be decoded
by correlating it with the same M-sequence adopted in
the encrypting process. Thus, mathematically,

D (x, y) = DE (x, y) ◦ Ψind (y)

= O (x, y) ∗ R (y) ∗ [Ψind (y) ◦ Ψind (y)]

= O (x, y) ∗ R (y) ∗ δ (y) = D (x, y) . (5)

The decryption process in Eq. (5) can be realized with
inverse filtering in the frequency domain with a small
amount of computation. This process also implies that
the encryption and decryption is lossless.

As abover-mentioned, the parent method can be di-
rectly extended to encrypt each frame of a holographic
video sequence. However, with sufficient time and com-
puting resources, the private key can be easily hacked
by decrypting the encrypted hologram with all the pos-
sible M-sequences and selecting the sequence that pro-
vides the correct result. Afterwards, the same identified
M-sequence can be used to decrypt the rest of the holo-
graphic frames. To overcome this problem, we propose
the novel encryption method that is depicted in Fig. 2.
Similar to the parent method, an interim image O (x, y)
comprising of a vertical stack of sub-lines, each corre-
sponding to a row of the object scene, is generated for
each frame in the holographic video sequence. Subse-
quently, a hologram frame is generated by convolving
each column of the interim image with a one-dimensional
(1D) signal E (y). The latter is derived from the convo-
lution of a 1D Fresnel line R (y) with a randomly selected
M-sequence from a family of M-sequence members (e.g.,
a group of 16 M-sequences with M = 8) by a random
number generator. This random selection ensures that
each hologram frame has a different key that cannot be
obtained from another frame. The selected M-sequence
is taken as a symmetrical encryption key refreshed with

each input frame. Next, the index representing the se-
lected encryption key is padded (a security measure ex-
plained later) and encoded with the RSA algorithm[12]

based on a random public key.
At the receiver, the encrypted index is decoded with

a private key, unpadded, and used to select the corre-
sponding M-sequence to recover the encrypted hologram
as shown in Fig. 3.

The RSA algorithm[12] has been reported in a num-
ber of studies, and only an overview is presented herein.
A RSA algorithm is a kind of public key cryptography
where the encryption is based on a pair of keys each com-
prising of an ordered pair of integers. The first integer
is a public key (e, n) that is publicly available, and the
second integer is a private key (d, n) that is only known
by the user. Anyone who is given the public key can en-
crypt a message, but only the user who holds the private
key can decrypt and recover the content. Table 1 shows
the steps for generating the pairs of keys.

The secret message ′ind′, which is an integer represent-
ing the index of the randomly selected M-sequence for
encrypting the hologram, is encrypted into a ciphertext
as

C ≡ inde mod n. (6)

Fig. 2. Proposed encryption scheme.

Fig. 3. Decryption of the hologram encrypted with the pro-
posed scheme.
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Table 1. Generation of the Public and Private Keys in the RSA Algorithm

Step Operation

1 Generate two different large prime numbers p and q of similar size.

2 Determine n = pq and m = Φ(p) Φ (q), where Φ (p) is Euler’s totient of a defined as Φ (p) = (p − 1).

3 Select an integer such that e < m and gcd (e, m) = 1, where gcd (a, b) denotes the greatest common divisor of two

numbers a and b.

4 Determine d such that de ≡ 1 mod m, where mod denotes the modulus operation.

5 Take the pair of numbers e and n to be the public key, as well as d and n to be the private key.

The ciphertext can be used to recover the message as

ind ≡ Cd mod n. (7)

However, this is not safe from the security point of view
because the private key can be obtained from sufficient
pairs of message and its corresponding ciphertext. To
prevent this loophole, the symmetric key is first encoded
with the type 1 PKCS1-V 1.5[13] padding (insertion of
data which is unrelated to the message) prior to encryp-
tion with RSA. Given an index ind, the padded message
Mp becomes

MP = Z ‖ T ‖ PS ‖ Z ‖ ind, (8)

where Z and T denote an octet of value zero and two,
respectively; PS is a sequence of one or more octets each
with a randomly selected value; ‖ is the concatenation
operator. When MP is decrypted at the receiving end,
the rest of the message is discarded and only the index is
extracted. After applying padding, Eqs. (5) and (6) are
revised as

CP ≡ (MP )
e

mod n, (9)

and

MP ≡ (CP )d mod n. (10)

Considering the short length of the message MP, the
index of the M-sequence can be encrypted and decrypted
with very few arithmetic operations.

We evaluate our method with three frames of an an-
imated sequence shown in Figs. 4(a)–(c). Each frame
contains a first object “1” and a second object “2,” both
enclosed in a circle and located at 0.245 m (z1) and
0.255 m (z2) from the hologram, respectively. The wave-
length λ of the light beam is 680 nm. A 2 048×2048
hologram with a pixel size of 7 µm is generated based
on Eq. (3). The parameter zo in Eq. (1) is set to 0.25 m,
which is halfway between z1 and z2. The three holograms
are optically reconstructed with a 1 920 (horizontal) by
1 080 (vertical) liquid crystal on silicon (LCOS) display
having a pixel size of 7 µm. To enable optical recon-
struction on the LCOS that is only capable of displaying
a real image, a reference planar wave at an illumination
angle of 1.2◦ is added to the complex hologram. The real
part of the result is extracted as an off-axis hologram
to be displayed on the LCOS. Figures 5(a)–(c) show the
optical reconstructed images of the unencrypted holo-
grams. The small size of the LCOS causes a moderately
prominent discrepancy in depth of the pair of objects
“A” and “B”. We adjust the focal length of the camera
so that both objects are clearly displayed. The images
are found to be successfully reconstructed, although the
quality is not as good as the original images because of

the imperfection of the LCOS display.
Subsequently, we apply Eq. (4) to generate the en-

crypted holograms for the three selected frames. For
clarity and preservation of generality, we assume that the
M-sequences for each frame are randomly selected from
a small family of M-sequences generated with M = 8. A
total of 16 different sequences are present in the family
and they are indexed from 0 to 15. We select sequence
numbers 3, 8, and 15 to encrypt the three hologram
frames in our evaluation. Subsequently, the index of the
M-sequence that is employed to encrypt each hologram
frame is encrypted with the RSA algorithm and trans-
mitted to the receiving end. In this process, the index
of each sequence is firstly padded with the PKCS1-v 1.5
scheme[13] and encrypted with the RSA algorithm. For
clarity and preservation of generality, we establish a test
case with the set of parameters {p, q, n, e, d} adopted in
generating the public and private keys, as listed in Table
2.

Fig. 4. The (a) first, (b) second, and (c) third frames of the
video sequence.

Fig. 5. Optical reconstructed images of the (a) first, (b) sec-
ond, and (c) third hologram frames (without encryption).
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Table 2. Parameters {p, q, n, e, d} Expressed in the Radix-64 Format

First Prime Number p 0wzdF7nX2YjJvcK3ptWVUCWs+HBJtU271vbOyVZUyB0=

Second Prime Number q 4ar+QQ+7I97XuC54MLoYYkmZ7nt6igTNb/72iU3mobs=

Modulus n = pq ugtGeRKx1d5lO7iwCrCUtTY/rIoXXIYG3p1ohDDOlBc+K NhpVJvXtOvDgp3aGEMVG5sJ3

AdhiShhobI+5NZqLw==

E AQAB

D AvJWxWgkZOzG0bFVKHYvhMc9LvBo+lAtH62CkEVtoC 7PJHj9oBYdzweUPu9tHtiu3

WffvcpyakcO1xZDj6pk0Q==

For simplicity, we only assign a single octet of random
value for the padding string PS. However, the padding
string can be easily extended to multiple octets. As an
example, Table 3 shows the value of the index ind =
03 after padding and the encrypted results based on the
public key (e, n).

When the encrypted ciphertexts are decrypted with
the correct private key (d, n), the original padded in-
dices are perfectly recovered. Each index is extracted
by retaining only the last byte in the padded message.
Figures 6(a)–(c) show the optical reconstructed images
of the three encrypted holograms. The contents in the
original images are heavily distorted. Suppose the pri-
vate key is available to the receiver and the correct index
is retrieved from the RSA decoder. Each encrypted holo-
grams is decrypted with the correct M-sequence based
on Eq. (5). Figures 7(a)–(c) show the results, which are
almost identical to the images reconstructed with the
unencrypted holograms.

We then study the case when the encrypted holograms
are incorrectly decrypted with the M-sequence “4,” which
is different from the ones used in the encryption. This
case simulates the scenario when the receiver does not
have the private key and extracted a wrong M-sequence

Table 3. Padding and Encryption of the Indices
Expressed in Hexadecimal Format

ind PS Padded Index Encryption of the Padded Index CP

03 30 0002300003 006658B5C945CD0F9DAD8528628

590ECD3403BDB7D1A37AB6E7AF

D725C8E240E33B82BE9652F9EE

EA66603E28D064B0B81F635F35

07AB06A6F5925489DD9E920

Fig. 6. Optical reconstructed images of the (a) first, (b) sec-
ond, and (c) third encrypted hologram frames.

Fig. 7. Optical reconstructed images of the (a) first, (b) sec-
ond, and (c) third encrypted and correctly decrypted holo-
gram frames.

Fig. 8. Optical reconstructed images of the (a) first, (b) sec-
ond, and (c) third encrypted and incorrectly decrypted holo-
gram frames.

index. Figures 8(a)–(c) show the optical reconstructed
images of the decrypted holograms. The reconstructed
images are heavily distorted compared with the original
images.

In conclusion, we propose a method for the fast gen-
eration and encryption of a holographic video sequence.
Each frame of the encrypted hologram can only be cor-
rectly recovered with a randomly assigned M-sequence.
The identity of the latter is represented by an index that
is encrypted with the RSA algorithm and transmitted
together with each encrypted hologram frame to the
receiving end. Experimental results demonstrate that
when the sequence of indices is retrieved with the correct
private key, the hologram sequence is decrypted without
any loss of information. Otherwise, heavy distortion is
imposed on the reconstructed images. Therefore, our
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method has two major advantages over existing encryp-
tion techniques (such as Refs. [1]–[7]). First, our encryp-
tion scheme is embedded as an integrated component
of a fast, sub-line based hologram generation process
and does not impose any additional computation load
on the latter. Second, we incorporate the RSA scheme
for further protecting the symmetric key (index of the
M-sequence) from attacks through illegitimate means.
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