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Abstract Quantum key distribution (QKD), based on quantum mechanical principles, provides a secure key agreement
method for remote users and represents one of the most practical technologies in quantum information science. Integrated
photonics offers an ideal technological platform for implementing QKD , demonstrating significant advantages in system
scale, cost control, integration density, and scalability. This study focuses on integrated optical QKD, providing an
overview of commonly used integrated optical material platforms and fundamental functional devices. Emphasizing
practical system design and implementation, we summarize representative achievements in integrated QKD and analyze in-
depth security issues of integrated QKD devices and systems. Additionally, we present perspectives on the development of

quantum communication networks based on integrated devices.
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Table 1 Properties and functions of integrated photonic platforms

Property/function Silica SOl SIN II1-V series LN
Size * % %k %k kX * k * k
Loss % %k Kk * %k % % %k k * * * %
Polar independence 2. 8.8.8.8.¢ * % %k k * %k * %k
Source/detector * % %k * * 1.8.8.8.8.9 % %k
Modulator * * %k & * %k Kk k 2.8.8.8.8.¢
Passive device %k %k ok 2. 8.8, 8.1 ko * % % %k
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Fig. 1 Quantum key distribution systems based on integrated light source. (a) Experimental setup for single-photon source based on

quantum dot™; (b) experimental setup for on-chip entanglement source based on four-wave mixing"™; (c) schematic of a

multichannel quantum key distribution system based on an optical frequency comb™™’
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Fig. 2 Codecs of quantum key distribution system. (a) Codec for phase degrees of freedom”™; (b) encoder for polarization degrees of

freedom™; (¢) decoder for polarization degrees of freedom'”
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Fig. 3 Quantum key distribution systems based on integrated superconducting nanowire single-photon detectors. (a) Scanning electron

[10],

microscope (SEM) image of receiver chip””; (b) microscope image of the receiver chip for four-channel systems”"; (c¢) schematic

of the experiment setup for MDI protocols and the SEM image of the chip device™
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Table 2 Main research results of the integrated QKD system based on discrete variable protocols

Reference  Year  Platform Tx  Platform Rx  Encoding way ~ Protocol  Clock rate Désl(t)e;r;c)e Key rate /(kbit/s)
[48] 2004 - SiO, - DPS 1 GHz 20 km 3.08
[80] 2005 - Sio, - DPS 1 GHz 105 km 0.21
[84] 2008 SiO, SiO, Phase BB&4 625 MHz 97 km 0.82
[72] 2016 Si - Polarization BB&4 10 MHz 5km 0.95
[54] 2017 InP SiO,N, Time-bin BB&4 560 MHz 4dB 345

- COwW 860 MHz 4dB 311
- DPS 1.72 GHz 4dB 565
[50] 2017 Si SiO,N, - COW 1.72 GHz 20 km 916
Si - Polarization BB84 1 GHz 20 km 329

[5] 2017 Si Si Path HD-QKD 5 kHz 4dB 7.5X107°
[85] 2018 - SiO, Polarization BB8&4 100 MHz 2m 415
[86] 2018 Si - Polarization BB&4 625 MHz 43 km 157
[87] 2019 InP Si Phase BB&4 1 GHz 20dB 270
- DPS 2 GHz 20dB 400
[71] 2019 Si Si Time-bin BB84 100 MHz 4dB 85.7
[88] 2020 InP - Time-bin MDI 250 MHz 20dB 1.0
[89] 2020 Si Si - COW 1.27 GHz 4dB 792
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F2 (%)
Reference  Year  Platform Tx  Platform Rx  Encoding way ~ Protocol  Clock rate D(ljitc)e Key rate /(kbit/s)

- DPS 2.54 GHz 4dB 940
[6] 2020 - Si Polarization BB&4 10 MHz 4dB 13.68
[90] 2020 Si Si Polarization MDI 0.5 MHz 10dB 1.46x10°°
[30] 2020 Si - Polarization MDI 1.25 GHz 36 dB 0.031
[10] 2021 - Si;N, Time-bin BB&4 2.6 GHz 2.5dB 2500
[91] 2021 Si - Polarization MDI 1.25 GHz 24 dB 0.137
[92] 2021 Si - Polarization BB&4 50 MHz 145 m 30
[93] 2021 Si - Polarization MDI 1.25 GHz 24 dB 0.4
[94] 2021 InP SiO\N, Phase BB84 2 GHz 14 dB 500

- DPS 2 GHz 14 dB 400

- COW 2 GHz 14 dB 2500
[79] 2021 - Si Time-bin MDI 125 MHz 24 dB 6.166
[95] 2021 InP SIO\N, Phase T12 1 GHz 50 km 28
[74] 2022 Si Si Polarization BB8&4 2 GHz 4 dB 868
[96] 2022 Si - Polarization BB&4 312.5 MHz 100 km 42.7
[97] 2022 Si0, Si0, Time-bin BB84 1.25 GHz 50 km 1340
(78] 2022 - Si,N, Time-bin BB84  3.35GHz 10dB 1.217x 10°
[75] 2023 Si Si Polarization BB&4 50 MHz 100 km 0.24
[98] 2023 Si - Polarization BB&4 2.5 GHz 10 km 1.158X10°
[99] 2023 Si Si0, Time-bin BB84 2.5 GHz 202 km 9.4
[100] 2023 Si Si Polarization BB8&4 50 MHz 150 km 0.866
[101] 2023 InP/ Si;N, InP/ Si;N, Time-bin BB&4 1 GHz 10dB 1820
[102] 2024 Si - Polarization BB&4 2.5 GHz 21dB 1018
[103] 2024 InP - SNS TF 1 GHz 74.88 dB 8.53X10°°
[104] 2025 Si0, Si0, Time-bin BB84 625 MHz 18 dB 1.85

Notes: Tx is transmitter, Rx is receiver.

3 ETHELA IR AL QKD R 4814 32 2L TR

Table 3 Main research results of the integrated QKD system based on continuous variable protocols

Reference Year Platform Tx Platform Rx Encoding way Distance (loss)  Key rate /(kbit/s)
[105] 2019 Si Si Gaussian-modulated 2.0m 250
[106] 2023 11-V/Si,N, 11-V/Si;N, Gaussian-modulated 50.0 km 750
[107] 2024 - Si Gaussian-modulated 28.6 km 1380
[108] 2024 - Si Discrete-modulated 5.0 km 737 000
[109] 2024 - Si Gaussian-modulated 4.6dB 220
[110] 2025 InP - Gaussian-modulated 11.0 km 78

Notes: Tx is transmitter, Rx is receiver.
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A ok A g i A U B B SR Bh A S R 9T 2 S
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A QKD 5256 . 75 4 dB {538 =0 T L, A 515 2 1
=R PRI 2 4 % 38 4 il Oy 345 kbit/s 311 kbit/s

565 kbit/s.
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TBS PH.DEC SPDs

Fl4 s 2 Fh QKD PRI OB i ™ (a) Bl AL A 42 10 553 5 (b)) 0SP48 G4 WA o 5 (o) A 800 0 3 R T 5 () P I mT
HELEWOL RS ; () MZT WU 18] 5 (F) 204 P 1k I8¢ 5 8 AT 5 (@) e oo A2 1 £ W2 U 55 141

Fig. 4 Integrated photonic chips compatible with multiple QKD protocols™. (a) Integrated InP transmitter; (b) integrated SiO,N,

receiver; (c) InP waveguide cross-section; (d) wavelength tunable continuous wave laser; (e) microscopic image of the MZI;

(f) SiO,N, waveguide cross-section; (g) microscopic image of the receiver delay lines

(a) cow (b) BB84 - POLARIZATION (©) BB84 - TIME-BIN

20, [ -G8

(@) oow

L ; ‘l-_":"“ (Si
Ecum L %! :

€M 1)

5 fEIEYEH T2 QRD A (a) COW B ; (b) i 41 4 % BB84 WL ; () i [a] B -4 37 44 % BB84 U3 ; (d) Bloch B /R 5 &l
Fig. 5 Silicon-based optoelectronics QKD chip™. (a) COW protocol; (b) polarization encoded BB84 protocol; (c) time-bin phase
encoded BB84 protocol; (d) Bloch ball diagram

MDI VML RERS A SR ET XM 2R ) e, B35 7 40 % MDI-QKD R 4 8 )& o . W& 6(a) TR,
BT QKD 2L b b I, MDI-QKD B4R 12005 A 800 T O 6 TR 57 Ik AR 7 3 1 R ik 5 8 o) 452
Wl BHRZEN T ZKE, IR RERE . 2020 4F, LR IhBE g . 7E 250 MHz (0 R G & R T L5
Semenenko %53 F InP AR &, WF il A 18] 35 -0 2 7E 20 dB {5 38 Bl 251 T 2845 T 1 kbit/s 1Y % 4%

0 — -
TOM
|NPUT N I #

& 1 charlie

Elnctrical Contrsl Cireuit

-

e

m—
=

MRS TSRD

Bl 6 4 fk MDI-QKD J5 %R 2l . (a) 3T InP A4 R R S8 350075 (b) 36T SOTR R g 3 i 7 28 0 405 75 (o) 36 F SOI
A Ak AR i 8+ 0 St
Fig. 6 Schematic diagram of the integrated MDI-QKD schemes. (a) Transmitter chip based on InP material®’; (b) high-speed quantum

state preparation chip based on SOI material™”; (c) preparation and measurement chip based on SOT material”
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EML Chip ;
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7 /NI B AR B QKD 5 5 o () JE IR 88 R S A5 (b) QKD BEALALE 5 (o) TR A 42 AU QKD A 8 AR g

Fig. 7 QKD schemes with miniaturization and high integration. (a) Modulator-free transmitter chip®®’; (b) QKD modules and chips"”;
[101]

(¢) hybrid integrated QKD transceiver and system

Pl 8 AR i 41 412 3h 1 4 i QKD U5 % o (a) AT = 215 S 053 O 1 728 A 1 i T 25 R0 (b) AT 11 8l M i 1 25 A 1 i i 2t
Fig. 8 Integrated QKD schemes resistant to polarization disturbance. (a) Decoder chip with active feedback for polarization variations”;

(b) decoder chip of automatically compensating for polarization variations'”
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Fig. 9 Integrated QKD field trial experimental systems. (a) Aerial view of the 43 km dark fiber link experimental system™; (b) aerial

view and setups of the 145 m free space experimental system'”!
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Fig. 10 Laser damage attack on an integrated QKD chip"*”. (a) Schematic diagram of the InP QKD transmitter chip; (b) damaged spot
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Fig. 11 Reflectivity experiments on a silicon-based QKD chip”. (a) Schematic of the silicon-based transmitter chip and reflectivity

measurement experiment; (b) reflectivity inside the silicon chip; (¢) comparison of reflectivity between the fiber optic modulator

and silicon-based chip
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Fig. 12 Transmittance-invariant phase modulator"*”. (a) Schematic diagram of the modulator; (b) microscope image of the modulator
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