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Abstract A double watermarking algorithm for medical image tamper detection is proposed to address the imbalance
between robustness and transparency caused by embedding watermark information in medical images. First, the Sine-
Cubic chaotic map encryption algorithm is used to linearly couple the Sine map and Cubic map, and the obtained chaotic
sequence is used to encrypt the copyright image. Second, the carrier image is wavelet transformed, and the low-frequency
sub-band is divided into safety regions. The medical image is divided into regions of interest (ROI) and non-interest
(NROI) based on the entropy value of the sub-block in the safety region. Simultaneously, a strong zero watermark is
created by combining the stable features of the ROI region and the encrypted copyright. Finally, the zero watermark is
embedded into the maximum coefficient of the upper triangular matrix of Schur decomposition of the NROIT sub-block of
the medical image, and the maximum coefficient following the watermark embedding is recorded for tamper detection.
The experimental results demonstrate that the proposed watermarking algorithm is imperceptible, robust, and secure, and
can accurately locate the tampered watermarked region; when compared to other watermarking algorithms, the proposed
double watermarking algorithm is significantly more robust and efficient.
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Fig. 5 Double watermark extraction process
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512X 3 19 b HE R (0 I o AR AR S AR | &, W
K 6(a)~(h) Bz, BE4% R/NA 32 X 32 9 — (0 18 AF
N RAUKED, W 6 (D Frzs o WA, 0 1 R A R0 3T
W B $2 77 S8 A PR BE L X K B PR AR 2 47 22 o 7 B0 it 52

55, 5 AU i A S OK ERFEAT X B o 256 SR B Bk
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7 RUEE 7K B[ 2R G0 11 65 4 1 R 28 Ak Dy TR AT A T
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7 e 7K B T R R
4.1 AFEFMMEST
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520 1 5 K BN EME I 5 TR G G O6 H i PSNRAE .
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Table 2 Invisibility of watermark

Image name Fundus 1 Fundus 2 Fundus 3 Brain map 1 Brain map 2 Brain map 3
PSNR /dB 40.7834 40. 8793 40. 7596 41.0008 41.1943 40. 9259
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Fig. 6 Hostimage and logo image. (a) Fundus 1; (b) fundus 2; (¢) fundus 3; (d) fundus 4; (e) brain map 1; (f) brain map 2;

(g) brain map 3; (h) brain map 4; (i) copyright logo
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Fig. 7 Tamper detection. (a) No attack; (b) Gaussian noise 0. 005; (¢) median filter 11X 11; (d) row and column offset 50X 50;

(e) cut 75 lines; () rotate 30°
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Table 4 Experimental results of geometric attack

S IRENR SRS BT 1 337X 7 A 11 11 ffg o A:;Cek Parameter ~ BERI ~ NC1 ~ BER2  NC2
EL I B 24 48 0 D6 R g JUT 0 B F 45 R 2y 20 i 30 1 0.25 0.0007 1.0000 0.0039 0.9965
JPEG H 4 , 43 i 58 $2 By 2R oK Bp 5 J5ih K Ep 2 05 0.0007 1.0000 0.0000 1.0000
[H] (9 AR ABLEE (4353 ) BERLTAINCL 205 ) M Hdi ) 19 7 Scaling 2 0.0003 1.0000 0.0000 1.0000
A5 I I WAL Z 18] 09 AR BLEE (43 51 1 BER2 #I NC2 56 A 0.0160 1.0000 0.0000 1.0000
N o AR U Bt (9 55 e 4 R AN 5 3 BT Upper left 1/8  0.0003 1.0000 0.0000 1.0000
F 3 XUHE K EN AR JUART B it 52 o 25 2R Upper left 1/4 0.0007 0.9723 0.0985 0.9119

Table 3 Experimental results of non geometric attack on double Crop Center 1/8 0.0169 0.9981 0.1533 0.8608
watermark Center 1/4  0.0723 0.9927 0.1992 0.8201

Attack type  Parameter BER1 NC1 BER2 NC2 15 0.0033 0.9954 0.0085 0.9924
o 0.002  0.0034 0.9966 0.0073 0.9935 30 0.0029 0.9983 0.0056 0.9950

(Gaussian noise Rotate

0.005 0.1130 0.8841 0.1262 0.8864 45 0.0091 0.9989 0.0011 0.9990

Salt & Pepper  0.002  0.0424 0.9582 0.0424 0.9623 90 0.0003 1.0000 0.0000 1.0000
noise 0.005 0.0916 0.9094 0.0945 0.9152 ) ..
‘ 0.005  0.0000 1.0000 0.0000 1.0000 . %ﬁékﬂ%i’ﬁ‘?gﬁmﬁi’méjkm E/‘J%ﬁ%‘@f
Speckle noise 0.010  0.0000 1.0000 0.0000 1.0000 %ME'%’Ncﬁﬂi'%qu'o?o?;m{%ﬁo,'3965° X‘Jf‘?%
3X3 0.0000 1.0000 0.0078 0.9930 ﬂ]ﬁzéﬁi,%%ﬁ:’q NC{E%@%’@%%{f@]Eﬁﬁk
Median filtering ~~ 7X7  0.0000 0.9996 0.0273 0.9755 ij’{ij_b%wi@%i'b%ﬁm/i@ R()I‘la‘@JbEZﬂ:,TEF%
L1l 0.0505 10000 0.0818 0. 9268 mﬁwﬁﬁﬁi%f‘ﬁﬁﬁmi,@Hﬁﬁﬂv)\@%%ﬁ?i&e
3X3 0.0000 1.0000 0.0000 1.0000 HM@Q?ZK E?Z'Eﬂ E"J*ﬁ{ug’\ﬁﬁﬁ‘ﬁﬁ?\ N(;I{E\‘WME& B‘Jz'ﬁ
Wiener filtering 7X7  0.0010 0.9498 0.0125 0.9889 %’@ENL{‘EWEO’ észJL’%HﬂFﬁ%%%N?%
L1l 00706 1.0000 0.0876 0.9213 ’ﬁ)]ifs?‘d’ﬁﬁﬁiﬁﬁ%ﬂ@?ﬁ&hﬁ'éju %@7@%@%%@%%
3X3 0.0000 0.9991 0.0039 0.9965 @Jﬁﬁ%ﬁﬁﬁlﬁ’EE?LE%“?ﬁEﬂ%B;fD@H%ﬁT
Gaussian filtering ~ 7X7  0.0000 0.9301 0.0039 0.9965 ii;iig%ﬁgﬁgﬁgﬁ? %ﬁl%jgz;; ;:{f;
1111 0.0000 1.0000 0.0039 0.9965 . i o \ A b
00,0000 10000 0.0117 0. 9895 e Eﬁ%ofhfzkENn,mmi\ElE%@%E’JWT%FIIZ%
JPEG 50 0.0000 10000 0.0000 10000 N, PRIt 52 B e i Yo i, e AK BRI - HOR 23 R A

3T RLE Y A Z K B 280k E 1% % F
A JL AT T i B 25 26 B0 o A R R R . Y A2 B M
Yedi it , Yoy J5 B9 BUOBOK BRI NCAE 3 7E 0. 88 LA |, 24
32 5 3 1 MR 7S B, K B R R A %R 00000, NC fH N
1..0000, 15 B 7K B 38 3k 78 M s e oy T 2 AT 00 1 & 4%

BER BRI i B b S TR U R 25, =
HOKEF B AN RE 78 4 B I, {0 S e % A B BRI, $2 X
FRRA ) NCAEATS#E 0. 99 LA I
4.4 FFELEELIE KO
4.4.1 EHMEIETL

SR T B UE T R B DR 35 BT AT Ok S aE Y
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512 X 512 4 6 M 0 B2 22 G AE Sy 244 RS, BE UK
/N 32 X 32 AT B4 B L AH R AE S K
ENEMS B SCHER [8-10] /4 5 7K BN EIR 5 A AF 5% K EP
15 1) PSNR {8 25 #5 76 40 2247 , 20 51 %t & 7K BN A 6 18

F 605 F6H/2023 F3 A/HAESBTFZHE
B K B B 2 AR AT AR JUART Yoy A LA Moty - 3R LA
o A3 35 W 75 < JPEG JE 4 1y A0 ik ik 5 JL AT
Yo 465 e i S 4 i s Ay Ul ks O AR B
P el TP NCH . BARX bS5 25 J 5k 5
s o

RS TN A
Table 5 Experimental comparison results

Attack type Parameter Reference[ 8] Reference[ 9]  Reference[ 10] NC1 NC2
) 0.002 0. 8900 0. 8226 0.7634 0. 9966 0.9935
Gaussian noise
0. 005 0. 8546 0. 8002 0.7181 0.8841 0. 8864
0.002 0. 9450 0. 9602 0. 6859 0.9582 0. 9623
Salt &. Pepper noise
0. 005 0.9338 0.9580 0.6973 0.9094 0.9152
) 0.002 0. 9466 0.9826 0. 6800 1. 0000 1. 0000
Speckle noise
0. 005 0.9452 0. 9815 0. 6663 1. 0000 1. 0000
3X3 0.5019 0.9346 0. 6815 1. 0000 0.9930
Median filtering
5X5 0.3993 0.6873 0. 8127 0. 9996 0.9755
3X3 0. 8636 0.9662 0. 8390 1. 0000 1. 0000
Wiener filtering
TX7 0. 8649 0.7822 0.7692 0.9498 0. 9889
3X3 0. 8489 0.9522 0. 8757 0. 9991 0.9965
Gaussian filtering
TX7 0. 8005 0. 9408 0. 8206 0.9301 0. 9965
20 0.4747 0.7346 0.7658 1. 0000 0.9895
JPEG
30 0.6838 0.9315 0.9243 1. 0000 1. 0000
2 0. 9350 0.9777 0. 8136 1. 0000 1. 0000
) 4 0.9398 0.9791 0. 6840 1. 0000 1. 0000
Scaling
0.5 0. 8558 0.9544 0. 8136 1. 0000 1. 0000
0.25 0.4314 0.6169 0. 6801 1. 0000 0.9965
Upper left 1/8 0. 9466 0.9823 0. 6944 1. 0000 1. 0000
Upper left 1/4 0.9346 0.9788 0.7067 0.9723 0.9119
Crop
Center 1/8 0.9468 0.9693 0.6770 0. 9981 0. 8608
Center 1/4 0.9468 0.9176 0. 6669 0. 9927 0.8201
15 0. 8381 0.9339 0. 8610 0. 9954 0.9924
30 0. 8517 0.9491 0. 8541 0. 9983 0.9950
Rotate
45 0.9246 0.9736 0. 8267 0.9989 0. 9990
90 0. 9468 0.9823 0. 9400 1. 0000 1. 0000

JAFE 5 AT LLE HY | Br i 00 7K B3k A L] i A
e JUAT BT T S e b R i s T SOk [8-10] k. 7
2 B W Bk i T R K ERBRLVE B NC ¥y T SCmik[ 8,
10] 885 AUAESZ 5] 0. 005 Y HLE: W7 Aisf i AIK F SC ik [ 9]
TR 5 7F 32 B U8 I Moy i T R R kR A v T SR
[8-10]58 8 , e A AE 0. 94 LA b, 1 SCHk[S-10] B ¥
NCHALE0. 82 AT , S ARAL 7 0. 39, 452 55§ ¥) I
B, TR AR R K B A AR R N BRI N TR
Z B S YIBCE E 5R B K ERAE B A ONCE S & T
SCHR[S-1018 %5 o o~ T 56 3F Br 48 8 1 7 e 5 oo R Y
St AER UK BT, 350 P e B v A bR B 32 X 27 3]
Jie % Tk 0 R SR AT LA RS OE , 78 [ RE I I i 8 T

Pt B Bk BB PRV iR T SCHRE8-10 13303, B W 7 e %
Wi PR Sk W R A e . T OCERE8-9 15k 5
K 7K ER P54 A BE A 2R P B, X AN A 23 3 i R 4R
0 B AR L 8 OR , AR W LT T BRI 5 B
By 52 BIREW  UE TR R AR GRS R . SCERL 10 )5 ik
FEAR A K EVHT 3 DCT R EE 4750 B, 68 DCT £
F18 A0 0 28 BOAE Ry K B AL, ) - A 45 A 5 A ]
SRR o T 4R SR A R A K BRI R 3 22 4 X O
AP HAR (BB % 4o A K EDR 280 7 Bk e/ 1K ER
R B BIR L By T REME, 5 3CHK[S-10 536 M 1, Jeig e
JUy B i 2 AR Ly de el b B A B RE S AR
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Xo 7K ) 3 8 1R R RD AR AT IR 8 B R A7
It 5 SCHk [8-10] &k JE47 Xt . 32 56 ¥ 7E Intel-i5-

10210U 4 B 4% .8 GB 11 NAE . Windows 10 #:/E R 5
Ml Matlab R2016a B9 4 F & Lk 17, IF H k47 2K
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Table 6 Running time of watermarking algorithm

Algorithm Technology Embedding time /s Extraction time /s Extraction time /s
Reference[ 8] DCT+DFT 1.2634 0.5485 1.8092
Reference[ 9] DWT+SVD 1.6563 0. 8289 2.4582
Reference[ 10] CT+DCT+SVD 0.7390 0.2343 0.9733

Proposed algorithm DWT-+DCT+ Schur 0.5570 0.0654 0.6224

M6 R LUE i 4 B3 i 35 A7 88080 s T 3
BRIS-10188 ko T I 38 5800k A8 /K BN A o 2 7 v, X
ARG AT DWT J5 B AR 4 #6477 KBl 58
X ECHLF Y AT DCT 32 550, % Ny #2218 9 14 °F - Bk
17 Schur 73 it , fE — R L& T2 B E R,
I XU KB A4 3 RS A AR UE Y B TE) BT A R
0.6224 so SCHALS 15 B4R I 7 25 [A] 3 tE 47 7K B (1)
A B A 28 [ 3 A7 T W s Iy, R R AT T
DCT #1 DHT, B iz 17 5 i [ 84, (5 & Bz 17 s ]
R F 2 so SCHRLOIH L IEAT T 3% DW T, 3 XK 4
FEGHAT SVD, I m T, R R 1Y B AT I TR]
R RCRER . SCHRL 101535 45 A 22 Fh Ui 1l A e Fn
B 43 09 5 7, ar AT CT .DCT M SVD, HA &
AR
4.5 ZEMEHSH

kT B 3iF BT 4 Sine-Cubic 18 W i %5 wi 55 1 2 4

1.0 ;

(a) Random sequence

P, X6 ) 1 SRR R AN B B B A A LR AT A
Sy 32 T 0 e S5 o % ) ) (B B8R, B Sine-Cubic Bt
SR 1 YR T R R 0. 312346778, 4 I 3k 1 47 {8 31 B
FETE[ 0. 312345678, 0. 3123458781, 3F LA 1 X 10 ° {26
KK A 200 4~ 5 7R 1l 51 A 45 A TR B 81, e
S 1014 M IERR AR o 43503 F 55 I # TR v ()7
GIAHRLE 9 NCAE , W& 8(a) frn , RA £ 1014~ 1E
B P R AE = A IR P B NC S 1, AR ¥R 0.5 4
A, UL BT 2 Sine-Cubic 18 1l i 25 we 5 B A7 1R 25 19 %)
B AR . R It ) Sine-Cubic TR 30 B 4 2E 1% 916
Tl B G o — 1 B AL A AR 200 A4S 53R TR 51K /N R
SR AE P A, OF B IR A A0 TR T R A R B 4 101 A4S Bl
HLIF 31, 43 003 3 5 0F B 09 TR 36 81 9 NC A, 4n
FE8(b) i, HA 5 101 A~ 1IE# )7 51 NC iR 1, H
A Y BE HLIE T 51 A9 NC AL AE 0.5 28 45, 136 B #1
Sine-Cubic JR il Jin 25 il 5 7™ A= i 77 51 2L A oE— 1k .
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Fig. 8 Security experiment. (a) Initial value sensitivity test; (b) chaotic sequence uniqueness test
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