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Advances in Optical Image Compression and Encryption Methods
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Abstract Optical waves as information carriers can process two-dimensional information in parallel with high speed and
have many degrees of freedom (e. g., wavelength, amplitude, phase, and polarization). Therefore, optical encryption
technologies and optical cryptosystems demonstrate great potential for applications. With the rapid growth of encrypted
data transmission volume, it becomes increasingly important to realize information compression while encrypting because it
shortens the time required to process these data and substantially saves storage space. In this paper, we propose the
concept of generalized optical image compression-encryption and categorize its compression strategies into three types,
including plaintext, ciphertext, and synchronous compressions. On this basis, the specific compression methods suitable
for each strategy are specified, and the research progress of optical image compression-encryption is introduced by
describing the applications of these compression methods at some instances. Moreover, the potential future research
directions of optical image compression-encryption are also presented.
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Fig. 3 An example of information compression by using the concentration of energy in the transform domain
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Fig. 7 Simulation results of multiple-image encryption based on frequency spectral fusion”". (a) Original images; (b) ciphertext;

(c) decrypted images
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Fig. 8 Multiple-image compression and encryption based on Radon transform"”
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Fig. 9 Image encryption and decryption process based on compression

sensing and dual random phase coding system”
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Fig. 10 Simulation results of image encryption system based on compression sensing and double random phase coding””. (a) Original

image; (b) image downsampled by sensing matrix; (c) host image; (d) ciphertext; (e) combined image containing cipher

information; (f) reconstructed image
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Fig. 11 Schematic of optical encryption process based on spatial multiplexing and compression sensing"
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Fig. 12 Schematic of optical decryption process based on spatial multiplexing and compression sensing"
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Fig. 13 Multiple-image encryption based on position multiplexing™.
(a) Encryption; (b) decryption
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Fig. 14 Numerical simulation results of multiple-image encryption
scheme based on position multiplexing™”. (a) Ciphertext;

(b) decryption corresponding to position d5; (c) result of

Gaussian filtering on the image shown in Fig. 14 (b);

(d) decryption corresponding to position d; — 3. 5Ad i,
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Fig. 15 Theta-modulation-based multiple-image encryption""
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Fig. 16 Reconstruction of ciphertexts in theta-modulation-based

multiple-image encryption"
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Fig. 17 Reconstruction of plaintexts in theta-modulation-based

multiple-image encryption”"
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Fig. 18 Multiple-image encryption based on angular multiplexing of CCD"”
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Fig. 19 Spectrum of the synthetic ciphertextofmultiple-image

encryption based on angular multiplexing of CCD"".

(a) Simulation result; (b) experimental result
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S5 N T QRS2 5 A7 1R 45 ok .

3.2.2 ATl EHGLy BIEEYS mE

I FH 28 s 4 0 1 T 44 88 S — MR 1 T AR R
Naughton %" T 23 o AT e fF 58 T JC 40 R 46 )5 v
3 45 Lempeland Ziv (LZ77) 4t % | Lempel-Ziv-Welch
(LZW) %@t Huffman %@ % . Burrows-Wheeler(BW ) #i
W HTFES S S, R mE 20 A, LA, Xt
J5 1k B 3k B ) FE 40 LL AR AR 1 22 4, 3% B A 26 T 4 R 4
7 LT JC vk 1 45 %% 3C o

SR, A SRR — i L () A7 103 R 4 —— e AL R 4
JeAER T4 30, P90 St T B 4, AT DL AR S R AF
WA ROCR G5 R R 3R . AT LLE G & L2
JEE 10 38 i (i Ak B B 0820 ), R 4 AR ok B Ay i
Y e B el 848 Sy 2 it B v, T LZ77 4 )
% SCRSF M 5460 kB FRAIRE 47 kB, #A1, 1 T i fbJE
G R —Fh A PR 40, Bl R 46 AR PR T % SO B
54 2 32 i 4G o, el G R A A BH SR o ROR B 22,
20 i o DRI, 75 2 6 BH SC Y 3B o i FR 46 L 2
] AT 4 5 R

F2 UL SRR T B TR AR SO R ROR

Table 2 Results by applying several classical compression methods to the original ciphertext™”

Hol. no. Size(kB) LZ77(kB) LZW(kB)

Huff. (kB)

Compression ratio

BW(kB)

LZ77 LZW Huff. BW

1 65,536 62,651 65,536 62,529 63,869 1.05 1.00 1.05 1.03

2 65,536 62,644 65,536 62,519 63,836 1.05 1.00 1.05 1.03

3 65,536 62,645 65,536 62,515 63,823 1.05 1.00 1.05 1.03

4 65,536 62,643 65,536 62,515 63,825 1.05 1.00 1.05 1.03

5 65,536 62,641 65,536 62,513 63,825 1.05 1.00 1.05 1.03
Averages: 1.05 1.00 1.05 1.03
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R B R TR R ) G S Hp
JO7 B3 ) B A M e T B R Y s I
DR TR B2 o 2 I 4% 2 ] B — S OR R R GE A i A o

A 22 R B R e R TR S BRI
A 95 45 3 B A B AR 9 & Dong 28 AT A IR
JE 2 2] oAb B IPEG JFE 46 BT 16 1 A9 % 5 B )
A AR K B Y R R R R TPEG TR 4 R s
YT, I 25 bl 25 ) 2%, b 25 I 2% ] L 42 % — i X JPEG
JFE 45 00 B ST AR AT e S R )R . Jiao T
JPEG H T X118 4 1B & A4 FE 46 1 51 FH T 8 4o 20 ) 5%
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Table 3 Results by applying several classical compression methods to the quantized ciphertext™

Compression ratio

Bits Size(kB) LZ77(kB) LZW(kB) Huff. (kB) BW(kB)
LZ77 LZW Huff. BW
2 65,536(16,384) 47 42 1027 32 1394(349)  1560(390) 64(16) 2048(512)
3 65,536(16,384) 1138 1006 1317 1097 58(14) 65(16) 50(12) 60(15)
4 65,536(16,384) 2120 1963 1991 2084 31(7.7) 33(8.3) 33(8.2) 31(7.9)
5 65,536(16,384) 3097 2969 3021 2985 21(5.3) 22(5.5) 22(5.4) 22(5.5)
6 65,536(16,384) 4003 4018 3923 3901 16(4.1) 16(4.1) 17(4.2) 17(4.2)
7 65,536(16,384) 4732 5124 4784 4795 14(3.5) 13(3.2) 14(3.4) 14(3.4)
8 65,536(16,384) 5460 6236 5613 5659 12(3.0) 11(2.6) 12(2.9) 12(2.9)

P20 X SC b REAMR R AEIEAT A 5] B 5500 S A T 45 30 ) fie 2 2%
Fig. 20 Decrypted results obtained by quantizing each pixel value in the ciphertext by different orders™”. (a) 4 bits; (b) 3 bits; (c) 2 bits
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Optical ciphertext compression method based on deep

Fig. 21

learning™’. (a) Compression; (b) decompression
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Fig. 22 Comparison of the deep-learning-based optical ciphertext compression approach with JPEG and JPEG 2000
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Fig. 24 Decrypted results using compressive ghost imaging”’. (a) Plaintext; (b) decrypted result obtained by conventional method

under 3500 samplings; (c) decrypted result obtained by compressive sensing under 3500 samplings; (d) decrypted result

obtained by compressive sensing under 200 samplings
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Fig. 25 Encryption system based on single pixel imaging, phase shifting holography, and random phase coding™”
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Fig. 26 Decryption result of gray image obtained by encryption system™. (a) Plaintext; (b) one of the encrypted holograms on the
DMD plane; (c) retrieved image of about 256 X 256 X42.1% measurements, where 256X 256 denotes the pixel count and
42.1% denotes the sampling ratio
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Fig. 27 Optical decryption scheme of multi-image encryption

system based on multi-plane phase recovery and

interference principle””
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Fig. 28 Tterative algorithm of multi-image encryption system

based on multi-plane phase recovery algorithm and

interference principle”
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Fig. 29 Multiple-image encryption based on 3D space and phase retrieval algorithm™”
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Fig. 30 Multiple-image encryption based on azimuth multiplexing

and phase retrieval algorithm"”!
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Fig. 34 Secret sharing (multiple-image encryption) system based on metasurface and iterative algorithm™
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Fig. 35 Optical diffractive-imaging-based encryption scheme
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Fig. 36 Effect of decryption algorithm of single exposure optical diffraction imaging encryption system"”. (a) Decrypted image;

(b) dependence of CC on iteration number; (¢) dependence of CC on iteration number corresponding to the first iterative

procedure; (d) dependence of CC on iteration number corresponding to the second iterative procedure
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Fig. 37 Multi-image encryption system based on multimode phase retrieval algorithm and focal length multiplexing™"”’

K AV OHC 58 7 D o ik 2 PR AR A A L

HFEEBHED~3), HEERUSL

o 2B BR 2) , RIS - TR 29 50, 2 RS A A
PRI FEE IR o B BT WSO AT S 114 552 B 5 56t JBE
5 A W SO R A0 R S 00 A 5 R 8y B (L AR A B
A i R AU A AR XA
FEOT 5 8T A B SCRT AR AT S O R N SR T
kL A Hu A TR RE BB A MR R T I B0 i
WERCR AN 38 BT, 8 W i 4 1A K PR B 5 i (LA 56
F AT VRN ) BE A 1 AU 3 bR B T, fr 2
AT 1, 508 T PR B v oo i

101

= Decrypted image 1
———Decrypted image 2

-Decrypted image 3 | 7
~———Decrypted image 4
~——Decrypted image 5
0.6 ~——Decrypted image 6 |
Decrypted image 7
= Decrypted image 8

0.8

cc

0.4

0.2

1] 100 200 300 400 500
Iteration

P38 JE T 2 A AH AL IR A A R AR B T I £ RO 4 &
g o fige 2 KM T i (CC) B 2% A B 72 1k
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image encryption system based on multimode phase

retrieval algorithm and focal length multiplexing™"”’
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Fig. 40 Multiple-image encryption based on compressive holography'
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Fig. 41 Decrypted results of multiple-image encryption based on compressive holography™". (a) - (¢) Plaintexts; (d) one of the

holograms; (e)-(g) decrypted results
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Table 4 Comparison and analysis of the aforementioned compression methods

Compression ~ Compression .
Frame Advantages and disadvantages
strategy method
Transform This method always offers high quality decryption,but the independence
domain between the compression/decompression and the encryption/decryption leads
Plaintext compression to time consumption.
compression . . This method always offers high quality decryption, but the decompression is
Compressive . . . . .
i time-consuming ; meanwhile, the independence between the compression/
Sensime decompression and the encryption/decryption leads to time consumption.
This method always suffers from low-quality decrypted results caused by
Parameter cross-talk noise, but the decompression and decryption are always carried out
multiplexing simultaneously with a pure optical manner. Some preprocessing or
compression postprocessing approaches can be adopted to alleviate the cross-talk noise at
the cost of time.
Ciphertext The independence between the compression/decompression and the
. Classical encryption/decryption leads to time consumption. The quality of the
compression compression decryption will seriously degrade in the case of a high compression ratio;
however, deep learning provides a new avenue for coping with such issues.
This method enables simultaneously compression and encryption, and it is
Compressive widely used in cryptosystems based on ghost/single-pixel imaging. This
sensing method can always achieve a high compression ratio, but the decryption
(decompression) is time-consuming.
Iteratively The encryption procedure is time-consuming, but the decryption
encryption, (decompression) can always be performed optically. The quality of the

Iterative phase ~ optically decryption

decrypted images is relatively high.

The encryption procedure can always be performed optically, but the

decryption (decompression) procedure is time-consuming. The quality of the

decrypted images is relatively high.

This method enables simultaneously compression and encryption with a pure

optical manner, but the decryption (decompression) procedure is time-

‘ retrieval Optically

Synchronize loorith :
J algorithm encryption,
_ iteratively

compression :
decryption

Compressive
sensing

consuming.
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