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Abstract To improve the encryption efficiency and security of images, this study proposes an optical double-image
encryption method based on fingerprint keys. First, two grayscale images to be encrypted are modulated by two
fingerprint-based random-phase masks, one placed at the input plane, the other at the Gyrator transform plane. The
modulated results are then Gyrator transformed and combined into a complex-valued image. Subsequently, the encrypted
image and two phase keys are obtained via phase-amplitude truncation on the complex-valued image. During the
decryption process, the decryption key can be any of the following: the fingerprint, either phase key obtained by amplitude
truncation, initial values and control parameters of the chaotic map, or parameters of the Gyrator transform. In the
proposed encryption method, the secret key is associated with user identity, thereby enhancing system security. It also
allows more convenient management of the secret keys because the phase-mask keys do not need to be transmitted over the
network. Numerical simulations indicate the feasibility of the proposed encryption method and its high security and
robustness against various attacks.
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Fig.1 Schematic of the encryption process
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Fig. 3 Two original images and their encryption and decryption results. (a) (b) Original images Lena and Peppers; (¢) fingerprint;

(d) Mpgpy; (e) phase key P; (f) encrypted image; (g) (h) decrypted images Lena and Peppers obtained by correct keys
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Table 1 PSNR of ciphertext images and original images

Method Lena Peppers Cameraman Einstein Elaine Fiore
Method in Ref. [ 34] 11.4391 10. 8246 10. 2781 11.7649 8.7428 13.5697
Method in Ref. [ 28] 9.4884 8.5878 8.0731 9.8262 6. 8562 12.7532

Proposed method 8. 1579 7.0187 6.4063 8.0492 5.7965 11. 5553
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Table 2 SSIM of original images and decrypted images
Method Lena Peppers Cameraman Einstein Elaine Fiore
Method in Ref. [ 34] 0.9568 0.9572 0. 9685 0.9692 0.9534 0. 9596
Method in Ref. [ 28] 0.9821 0.9853 0.9967 0.9982 0. 9986 0.9979
Proposed method 0. 9987 0.9979 0.9994 0.9991 0.9983 0.9979
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Fig. 4 Decrypted results of image Lena with incorrect keys. (a) Incorrect fingerprint; (b) decrypted result with the incorrect fingerprint;

(c)=(f) decrypted results with the incorrect parameters of the chaotic map a,'= 1.75+ 107", 6,'=0.33 + 10", x,'= 0.34 +

107", y,'=10""; (g)-(h) decrypted results with the incorrect parameter of the Gyrator transform a,'= 0.5+ 107", a,'= 0.6 +

9 X 107% (i) decrypted result with the incorrect phase key P,
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Fig.5 Decrypted results of image Peppers with incorrect keys. (a) Incorrect fingerprint; (b) decrypted result with the incorrect
fingerprint; (c)—(f) decrypted results with the incorrect parameters of the chaotic map a,'=1.75+10"", 6,/=0.33 + 10",
2,'=0.34+10"", y,'=107"; (g) - (h) decrypted results with the incorrect parameter of the Gyrator transform
a,'=054+10"7, a,’= 0.6+ 9 X 10" % (i) decrypted result with the incorrect phase key P,
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Fig.6 Histograms of the original image and encrypted image. (a) Original image Lena; (b) histogram of Lena; (c) original image

Peppers; (d) histogram of Peppers; (e) encrypted image; (f) histogram of the encrypted image
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Table 3 Correlation coefficients of adjacent pixels in original and encrypted images

Original image

Encrypted image

Direction
Lena Peppers Method in Ref. [ 34] Method in Ref. [ 28] Proposed method
Level 0.9728 0.9448 0.0388 0.0307 —0.0270
Vertical 0.9389 0.9527 0.0164 —0.0074 0.0044
Diagonal 0.9138 0.8967 0.0365 0.0049 0.0013
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Fig. 7 Encrypted images with different occlusion sizes. (a)-(d) Occlusion size is 12.5%, 25%, 37.5% , 50% respectively
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Fig. 8 PSNR and CC curves of decrypted images versus different occlusion sizes. (a) Lena; (b) Peppers
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