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Deepfake Detection Algorithm for High-Frequency Components of
Shallow Features

Peng Shufan, Cai Manchun', Ma Rui, Liu Xiaowen
College of Information and Cyber Securily, People’s Public Security University of China, Beijing 100038, China

Abstract Deepfake techniques have dramatically improved the realism of synthetic faces in recent years. And the fake
videos it generates are more difficult to distinguish than traditional forgery methods. Based on the characteristic that visual
artifacts of depth forgery images often exist in the high frequency components of shallow features in feature extraction
network, a detection algorithm for depth forgery images oriented to the high frequency components of shallow features is
designed. First, a high-frequency residual extraction module based on Laplace’s pyramid with better filtering performance
is designed to address high-pass filters’ shortcomings. Second, the Convolutional Block Attention Module (CBAM) is
used to increase the weights of key regions of the feature map and key feature channels to improve the spatial and channel
correlation of the feature map in the enhancement module. Then, an image gradient loss is designed to prevent the loss of
high-frequency information as the network deepens to address the problem of low learning priority of high-frequency
components in deep networks. Finally, gradient-centralization is introduced into the AdamW optimizer to solve the
problems of long training time and poor generalization of deep forgery detection models. Two models proposed outperform
mainstream algorithms in terms of accuracy when validated on the FaceForensics++ and Celeb-DF datasets,
demonstrating the algorithms” effectiveness and generalization.
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Fig. 1 Overall architecture of deepfake detection algorithm for high-frequency components of shallow features
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Fig. 2 Module structure of high-frequency information residual extraction
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Fig.3 Spectrogram comparison. (a) Original image; (b) image from residual extraction module; (c) image from Laplace filter
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Fig. 6 Effect before and after enhancement of high-frequency feature map corresponding to real and fake samples. (a) (b) Original

images i; (c) (d) high-frequency feature maps HL, (i) before enhancement; (e) (f) enhanced high-frequency feature map En[HL, (i )]
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Fig.8 Feature map variations. (a) Shallow feature maps FL,(i); (b) high-frequency feature maps HL,(i); (c) enhanced high-frequency
feature maps En[HLI (i )]
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Fig. 9 Spectrogram variations. (a) Shallow feature maps FL,(i); (b) high-frequency feature maps HL,(i); (c) enhanced high-frequency
feature maps En[HL, (i )]
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Train 41936 41945 143192
Test 17089 15600 41618

3.3 XWiFE

B R R i AR AR I B S 8 R 2 4k
Pk 22 25 ) B, R 5286 % GC 5 AdamW A 4L 28 4 45 &
F AdamW _GC.o GC J&—FhoxF 86 5 i T Ak B, 15 26

AR I 08 245 A5 T8 I i) A2 47 A6 B, 10 08 1 81 1 P4k
ZJi B R R A% 3 25 T U A DAL, B A AR Y A
AL B B PRI R B2 5 i B R AL RE ) i 45
KRB DL B BE Ty iR T . A ST LSRR

1 n
Poo(Vw,L)=Vw,L ——> Vw,L, (10)
ni=

A Vo, L R7R BB B 5w, K8 BUH 57 3 7m B B2 30 B
M5 05 5 KRR HI R IE AU R . S ERE W
T2 R 1X10 4 B L0 54> epoch P8 S Ji7 kK 1Y
0. 5; weight decay i 1X 10" °; batch size i 16; epoch &
20 e Y S 50 X AR [R] A B B 1 LA DR 52 56 445
) R o E

AR S 6 TR R Oy i A D i 4 S — 03 28 LR I
53 25 4% N Softmax, H W7 9 {6 0=0. 5. fif A i o 5
(Acc) ¥ 2 HEAEFAE M £ T B m AL (AUC) i 24>
PR R AR o MR, 44> AT e 8 BT 43 Wt gk A7 ) i
T A~ WA P T T I 45 2R 0 SF- 24 0B VR Ry SRR Y 0 5
R, B AR MR R . Ace 5 AUC 52 50
wmr

o Niw + Niy
M Nip 4 Nep + Naw + Ny
117*1

(i+1) (i)
Npp Nrp
A= — o AN N .
AUC 2 ( Nip + Ny ) ( Nip + Ny ) :|

2=
( Noip )<f+1>+( Norp )(i) (12)
NT[)+FN NTI’+NFV '

K N Ry FLIE B B85 5 N o8 L0 B9 8508 5 New
R AR TE 5] B8 5t 5 N en A7 B 2 A9) ) 850 2 5 m R 9 14
IR 24 52 70 (1) 3 AR 451 % pRUEICHY

L=(1—2)L o+ AL, (13)
FH L, BRI Lo B BGHERIL AR
FH ok - Ay 2 PR AR S8
3.4 HEZWSERSW

A 52 K #E DeepFakes , FaceSwap fll Celeb-DF X
3K A AT N 2R A, 5 Ace (AUC X 24~
PEM 48 FR o Hod 30 A EfficientNet-B4 iy 457 AF 45 B
He /) ## h En_model, DL XceptionNet A $7 AiF $2 B
Py iRl X _model.

S 1. &K EfficientNet-B4 Fl XceptionNet 5
RUR L, Lo F L, A R 3 )2 R E £ OSSR i I 45, AR 52
ik E A=0.5,40& 10 11 fizm .

B 10 A /9 B0 HE BT A R AR R RO B 2k I
EfficientNet-B4 8 3 JZBHTE 305 4E A9 Ace
99.04% , 555 2 )2 M 422 5w 7 0. 894 4
R0, 304 H 43 4., LR TE FaceSwap B 5 [ 4 4 )2
R BE LGSR 3 )2, (H X AT g 5 A AR A B 1 25 ¢ 1k
BB AUCHERN 0.9784, 555 2 2 FSE 4 =2 M
FC 4 510 75 7 0. 0155 F1°0. 0094, ¢ & 11 v i B 48 ol

(11)

1015001-7



£ 605 % 10 H/2023 £5 A/HASBFEHE
Acc AUC #47 b8, HA5 R an & 12 (13 fis o

100.0

tZDeepFakes - -
%FaeeSwap -
K Celeb-DF__ - 99.5
995 —=—En_model
——X del
99.0 7 | -mode
7 99.0 -
£ 985 Z . 7
8 7
< 98.0 i‘ - ES 98.5
. ‘ g
9751 ; ; =<
; 98.0 F
97.0
96.5
Enl, EnlL, EnlL XL XL XL, 9751
Network layer

0 01 02 03 04 05 06 07 08 09 1.0
Weight

K12 P Ace 48 Bkl 2 #9423 2k 5]
Fig. 12 Line graph of change in average Acc index with A
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Fig. 10 Variation of model Acc index with the number of

network layers on 3 datasets
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Fig. 11 Variation of model AUC index with the number Fig. 13 Line graph of change in average AUC index with A
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i XceeptionNet 55 3 JZ B 7E 3/ 84l % 1 AY 1y
Acch99. 13% , 5% 2 JZ M 4 2 M 43l & 7 0. 354
A A0, 584N H 43 i ¥ AUCHE ¥ 0. 9774, 5
S 2R A AL 43w 10,0047 F0. 01, £ F T
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Table 4 Comparison of gains produced by different modules on XceptionNet-based Baseline

X _model DeepFakes FaceSwap Celeb-DF
Baseline CBAM GD Acc /% AUC Acc /% AUC Acc /% AUC
N 98. 67 0. 9867 99. 33 0.9933 97.49 0. 9037
N N/ 98. 83 0.9883 99. 67 0. 9967 98. 07 0.9342
N N/ 98.83 0.9883 99. 50 0. 9950 98.01 0.9384
N/ NG NG 99. 33 0.9933 99. 83 0.9983 98. 23 0. 9405
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Table 5 Comparison of gains produced by different modules on EfficientNet-B4-based Baseline

En_model DeepFakes FaceSwap Celeb-DF
Baseline Cham GD Acc /% AUC Acc /% AUC Acc /% AUC
N 98.50 0. 9850 99. 00 0. 9900 97.56 0.9221
N N 98.83 0.9883 99. 50 0. 9950 97.86 0.9263
N N/ 98. 67 0. 9867 99. 17 0.9917 97.63 0. 9220
NG NG N 99.17 0.9917 99. 50 0. 9950 98. 45 0. 9485
AU Ace $2 T 17 0. 281 40 A, ¥ AUCH T T 0.5 X model
0. 01273 i 51 A CBAM AN &1 15 b6 B 451 5 I B4 1 - 0.50; 1 o Enmodel
¥y Acc #2711 0. 634~ H 43 il , P2 AUC T} T 0. 0161, 0451 | ~+ En_model_GC
t % 5 0 1 : 6 L EfficientNet-B4 Jy % fih 9 040t |
Baseline I, 5] A CBAM 2 J& , 8 197 Acc $2 7 T 03514
0. 384 F 48 45, 4 AUC H27F T 0. 00423 51 A 1 b6 Zoaof ||
B ARG AR A Ace 8 TF T 0. 1440 43 45, F 025
P AUCHETE T 0.0011; [d) k51 A CBAM F0 1845 16 )i 0.20
R B SF-3 Acc 38T T 0. 694 H 43 4, Y 0.15
AUCHTF T 0.0127, X UEH T CBAM LA M G 4 B 0.10
12 X T B AR B ) A7 RbE 0.05
HUE S(b) . (c) B AT L 1 CBAM £ 34 75 12345678 9E1301€1h1z13141516171s1920
JEJEU&§ Iﬂiﬁﬁt%&i%ﬂ@ﬁﬁ \W%IJZ:“‘EE/‘J K15 B A GCJ51E 3R i 435 4 3 1 &
FRAE Y 7 24 THAE AR PR B Y TN PRI B2 43 2% T LAY Fig. 15 Comparison of average loss on three datasets after
I R RS D) R TS e = O S RPN introduction of GC

FR T, A0 P 8 (o) AR G 1l O B O 19 5 1 1] 8 (b) Fh i &
PRRFAE , 100 R B2 O 3 PR A4 9L 5 Oh 52 i A A T X L
G B R AR IR TR AL R . WA, D
XceptionNet Al EfficientNet-B4 & 3= F B 2% i 17 52 58
HRIUAT T PR A 25 IR WY T B BRI G 0 A8 Y

Epoch 4 5 2% [ B 5% [ AR, bR 1 6 20 £ WA 580t 2 5 7
I Ja B9 JLAS epoch Y, Ace T 268 T AR L $d vy 1 A Y
MIZACRE JT o X UEW] T GC AJ LA o i PR 78 i S5kt
JE 04 77 A TR B I R

i 2 LA — S 107 A IG5 OK TR B S B A AL AT X, G 4
S 4 WAL A GC R X FHM I g e g g o RGP
T o AW S B b B Ace., # 25 fH B X _model., F£6  KANFELEIDEIRE EH Ace IR LA
En_model\X_model_GC\En_model_GCE 34\@@};% Table 6 Comparison of Acc index of each algorithm on three
b I A SRR X A R ] 14 15 BT . datasets
501 . ;C 2 BiJLAS Celeb-
ME 14 150 LLE W FE5] A GC Z L, " JLA Ace /% DecpFakes  FaceSwap Ie);
10 A EfficientNet-B4"" 98. 33 98. 83 97. 42
% } XceptionNet'” 97.83 98.17 96. 97
%0 MesoNet"! 95. 50 93.33 91.72
85 Mo et al ¥ 96. 67 97.00 95.79
S 80 Sabir et al"* 96. 50 96. 33 95. 42
Q
< 75 ResNet34"" 93.83 94.17 93. 50
o En_model 99.17 99. 50 98. 45
65} /] —+—X_model X _model 99. 33 99, 83 98. 23
v/ ——En_model
60+% —+—X_model_GC o N .
. — En_model GC FH 2 6 1T LA i, T 1) 3 2 R AIF = 0040 & 19 IR B
123456789 %)pl;c¥1314151617181920 {ﬁﬁ*ﬁ(ﬂ”ﬁ%ﬁ/ﬁ%%ﬁﬁﬁﬁ—%E"ijﬁ%o
E 14  FIA GCJRH 3B AE LT3 Ace X L & TEQT ELIEg 1~5 M ST 24> 2 Ui A O P s
Fig. 14 Comparison of average Acc on three datasets after K A A hy 32 T 4% o Gl ok X RS e T 2
introduction of GC LA T KR ?ﬁ NG ﬁ‘)%ﬁz N T AE 42 HCR éﬁ ] ﬁl: e s g5
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